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Covert Transaction for Cognitive Integrated Satellite
Aerial Ground Networks With NOMA and
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Lei Zhang , Qihui Wu , and Sung Won Kim

Abstract— Covert transaction (CT) is a popular topic inves-
tigated in recent years. In this research, we study the CT
of the integrated satellite aerial ground networks (ISAGNs).
Particularly, to optimize spectrum efficiency and resource uti-
lization, cognitive technology and the non-orthogonal multiple
access (NOMA) scheme are employed in the ISAGNs to improve
the system’s covert performance. Besides, to reflect real-world
scenarios, the imperfect hardware, imperfect channel estimation,
and the co-channel interferences are also investigated for the
ISAGNs. Moreover, to reduce system complexity, the decode-and-
forward scheme is implemented in the aerial relay to transmit
the covert signal. In addition, a newly defined detection error
probability (DEP) is proposed for the CT of the system under
consideration. Furthermore, by taking these factors into account,
the closed-form expressions for the DEP, outage probability (OP),
and covert transmission rate (CTR) are also obtained. Finally,
several representative Monte Carlo simulations are conducted to
evaluate the impacts of system and channel parameters on the
covert system performance.

Index Terms— Covert transmission, integrated satellite aerial
ground networks, cognitive technology, non-orthogonal multiple
access, imperfect limitations, covert system performance.

I. INTRODUCTION

IT HAS become the common view that the 5G and the next
generation wireless networks are all coming, which leads

us to the new wireless communication networks (NWCNs)
[1], [2]. This NWCN has some characteristics such as wide
coverage, high resource utilization efficiency, high system
security, and so on [3]. To satisfy these requirements, some
new techniques have come to our attention. Among these tech-
niques, cognitive technology, non-orthogonal multiple access
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(NOMA), and covert transaction (CT) are the famous ones
these years [4]. CT technology and NOMA techniques rep-
resent effective approaches for enhancing resource utilization
efficiency, a prominent research focus in recent years. For the
wide coverage, the integrated satellite aerial ground network
(ISAGN) is considered as the preferred method that can
satisfy the demand of wide coverage for the NWCNs [5],
which has attracted so many researchers [6], [7]. The ISAGN
has combined the advantages of satellite communications
(SatComs), the ground communications (GCs), and the aerial
communications (ACs), which have played an important role
both in academic areas and industrial areas [8]. In academic
areas, the ISAGN has been investigated by some people [9].
Within industrial sectors, ISAGN serves as a critical element
of China’s Integrated Space Ground Information Networks
and constitutes a primary building block of Digital Video
Broadcasting-Satellite (DVB-S) systems [10], [11].

A. Related Works

Due to the increasing power of satellite techniques, the
ISAGN has emerged as a prevalent area of study in recent
times [12]. In the research of ISAGN, the channel model
holds paramount significance, particularly within the domain
of SatCom. Numerous scholars have explored the model of
the satellite channel and proposed some famous models that
are fit for different cases, such as Rician channel model,
Nakagami-m channel model, and Shadowed-Rician (SR) chan-
nel model. In these channel models, the SR channel model is
the very famous one which has been used, for it has both
the characteristics of Rician channel model and Nakagami-m
channel model [13]. Some researchers have investigated the
SR channel model in these years, such as Arti and Bhatnagar
and Hjorungnes have used SR channel model to investigate
the system performance for the ISAGN [14], [15]. Some
researchers also investigated the ISAGN, for example, Min
Lin and Kang An are the researchers who investigated this
topic very early. The ISAGN’s performance metrics, including
ergodic capacity, outage probability, and symbol error ratio,
were analyzed utilizing the SR model, unfortunately, the SR
model they used consisted of special functions which was
difficult to follow. Based on this foundation, Liang Yang
proposed a general SR channel model, in which finite series
were used. The investigations have become easier by applying
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this SR channel model, especially for some performance
analysis work. On this foundation, Yang proposed a more
popular SR channel model for the multiple antennas systems
and multiple relays systems. In [16], a newly framework based
on the ISAGN, incorporating LEO satellite constellations was
proposed. In [17], the outage probability (OP) was investigated
for the ISAGN by utilizing this SR channel model with
multiple relays and multiple users. In [18], the OP of the uplink
ISAGN featuring multiple terrestrial relays was analyzed using
the proposed SR channel model. In [19], the ergodic capacity
and OP were studied for the ISAGN by using these SR channel
models. Besides the performance analysis works, the opti-
mization works are also hot topics by using this SR channel
model. In [20] and [21], the system metrics were optimized
for the ISAGN by using this SR channel model. Sev-
eral optimization methods were provided to enhance system
performance.

From the former discussions, it can be known that high
resource utilization efficiency is the basic requirement of the
NWCNs. Thus, improving the resource utilization efficiency
is the target requirement for the investigators. Building on
this foundation, non-orthogonal multiple access (NOMA) and
cognitive radio techniques are considered efficient solutions
to address such requirements [22]. The investigations for the
NOMA and cognitive technology are the hot topics these
years, there are so many researchers following this topic,
especially for the researchers in ISAGN. In [23], the authors
investigated the cognitive technique for the ISAGN along
with the closed expressions of the OP. In [24], the secure
performance of the cognitive ISAGN was analyzed by deriving
its closed-form expression. In [25], the secrecy performance of
the ISAGN was enhanced with the aid of cognitive technique.
In [26], the authors explored the power control strategy within
the CISAGN framework. In [27], the secrecy capacity was
optimized for the CISAGN through a robust secrecy-energy
efficient beamforming technology. As announced before, the
NOMA strategy is also considered as the wishing method to
enhance the resource energy utilization efficiency, especially
for the spectrum resource. This method enables simultaneous
transmission of distinct signals within identical time slots via
a single frequency band. To distinguish between signals, suc-
cessive interference cancellation (SIC) is applied by decoding
each according to its power level [28]. Lots of researchers
have explored the NOMA scheme in wireless communication
networks, especially in the ISAGNs. In [29], the investigators
studied the ISAGN’s OP characteristics by employing the
NOMA strategy with imperfect channel state information
(CSI). In [30], the authors investigated the impact of NOMA-
based methods for the CISAGN with an active reconfigurable
intelligent surface (RIS). In [31], the NOMA and orthogonal
multiple access (OMA) mode was selected for the ISAGN
with a resource allocation scheme. In [32], the symbol error
ratio of the ISAGN was examined under the presence of the
NOMA strategy.

Because the wireless channel changes rapidly, acquiring
accurate CSI is challenging, which introduces imperfections
into the channel model [33]. To address this issue, channel

estimation is necessary to obtain precise CSI of the trans-
mission channel. Nevertheless, it is important to note that
channel estimation errors (CEEs) frequently occur in wireless
systems, particularly in ISAGNs, due to the intrinsic properties
of satellite channel models. In [34], the impact of CEE on
SatCom was examined. In [35], the impact of CEE was
investigated for the ISAGN with the cognitive technique and
NOMA strategy. As discussed before, the wide coverage is an
inherent demand for the NWCNs. Owing to wireless broadcast
nature and the wide coverage of satellite-enabled Internet of
Things (IoT) networks, IoT devices are vulnerable to being
targeted by eavesdropping attempts. However, owing to the
same reasons, the security problem has become the facing
serious problem that should be solved for the NWCNs [36].
As mentioned before, the ISAGN is the major part of the
NWCNs, thus the security problem is also a major challenge
for the ISAGNs [37]. For addressing secrecy challenges in
NWCNs as well as ISAGNs, physical layer security (PLS)
is viewed as a desirable approach [38]. In [39], the authors
reviewed all the secrecy challenges of ISAGNs and pro-
posed several research directions for future studies. In [40],
a threshold-based selection scheme was put forward by the
authors for ISAGNs involving multiple legitimate users and
eavesdroppers, while analyzing the system’s secrecy outage
probability (SOP) and average secrecy capacity (ASC). In [41],
the security issue was optimized for the ISAGNs with several
optimization methods. It is worth noting that security issues are
also present in ISAGNs employing the NOMA scheme [42],
[43], [44], [45]. In [42], a robust security protocol for NOMA-
based ISAGNs was formulated by the authors. In [43], the
authors assessed how ISAGNs perform in terms of secrecy
when the NOMA technique is combined with simultaneous
wireless information and power transfer. In [44], an anti-
jamming transmission scheme is developed for the secrecy
performance of the NOMA-based ISAGNs. Through [45], the
authors proposed some secrecy research directions for the
ISAGNs in the presence of NOMA scheme. However, in prac-
tical systems, a better method to gain the system security is
proactive eavesdropping, which transmits an artificial noise or
the jamming signals to found an active CT, which can affect
the warden’s detection [46], [47]. The CT has become a hot
topic in ISAGNs, and many researchers have investigated this
topic. In [48], the CT was examined for the ISAGN using
an opportunistic scheduling strategy and cooperative jamming.
In [49], the authors investigated the CT in ISAGNs featuring
multiple Low Earth Orbit (LEO) satellites. In [50], the CT
was studied in the RIS-aided ISAGNs. In [51], the CT was
investigated in Intelligent Transportation Systems(ITS).

B. Motivations

In practical systems, transmission nodes in wireless commu-
nication networks often experience imperfect hardware (IPH)
[52], [53], [54]. In [55], the authors reviewed all related issues
and introduced a general IPH model that has been widely
applied in previous studies. IPH exists not only in terrestrial
networks but also in SatCom, especially for the ISAGNs.
In [56], the authors proposed an IPH model for SatCom and
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studied the outage probability (OP) and throughput of the
system. In [57], the authors explored the ergodic capacity of
the ISAGN under the influence of IPH and the NOMA scheme.
In [58], the authors explored how IPH impacts LEO SatCom
when using the NOMA scheme, with system performance
further improved through the deployment of RIS. In [59], the
effects of IPH were researched for the ISAGNs with a link
selection scheme by using the help of RIS. As is known to the
authors, there is a scarcity of studies examining the influence
of NOMA and IPH on cognitive ISAGNs, which drives the
research in this paper.

C. Contributions

Building on prior discussions, this paper examines the CT
of cognitive ISAGNs under NOMA and imperfect conditions,
with the system’s main contributions outlined as follows

• Firstly, we identified a representative cognitive CT
ISAGN, which comprises a satellite, an aerial relay,
multiple primary aerial users, two ground destinations,
a warden user, and a public user. In particular, the NOMA
strategy, the IPH, and CEEs are all investigated for the
considered CT system. Based on the authors’ knowledge,
the considered system can be regarded as the foundational
model for the ISAGN with imperfect limitations.

• Secondly, based on the considered system model, the
detection error probability (DEP) is obtained using
closed-form expressions. Moreover, the OP is also evalu-
ated in closed-form expressions. By analyzing the derived
results, we can determine that the IPH and CEEs have
significant impacts on CT performance. Especially in
scenarios where the system suffers from IPH, a lower
bound for the OP emerges at high SNRs, indicating that
minimal power is required when IPH is present.

• Thirdly, building on the OP derivations, a closed-form
expression for the covert transmission ratio (CTR) is
presented for the CT system, enabling the assessment
of how critical parameters influence covert performance.
Interestingly, we find that the CTR has an upper bound
when the CT system is under IPH, which can inform the
engineering design of the system. Additionally, an opti-
mization method is implemented in the system to balance
power and achieve optimal CT performance.

• Finally, some Monte Carlo (MC) results are carried out
to confirm the correctness of the theoretical derivations
and verify the effects of imperfect limitations on covert
performance. Interestingly, with the system subject to
IPH and CEEs, an optimized power allocation strategy
is needed to utilize interference for minimizing DEP.
Additionally, the OP possesses a lower bound under IPH
conditions.

The remainder of this paper is organized as follows.
Section II presents the illustrated CT system model under
study. Section III discusses the system’s covert performance in
detail, covering the DEP, the OP, and the CTR, and presents an
optimization strategy. Section IV offers representative results
to confirm the theoretical findings and explore the effect of

Fig. 1. Description of the system model.

critical parameters on CT performance. Finally, Section V
summarizes the main conclusion of this research.

II. SYSTEM MODEL

In this paper, a representative covert CISAGN is illustrated,
which includes a satellite S, an aerial relay R, two NOMA
secondary legitimate users, namely D1 and D2, a warden user
W , and a public user C . Besides, owing to the cognitive
technology, N primary users PUl , l ∈ {1, . . . , N }. For some
practical reasons, there is no direct transmission link between
S and Dp, p ∈ {1, 2}, which needs the help of R. In addition,
C is assumed to work as a full duplex node with two antennas,
which means that one antenna receives the signal from R,
and the other one is utilized to forward a jamming signal to
interfere with the detection probability of D and W . Except for
C , each transmission node is provided with a signal antenna.
From [35], we know that W can derive the instantaneous CSI
of the transmission users. Besides, it is challenging for W to
determine where the signal comes from, as W merely derives
the distribution of interference.

A. S → R Transmission Link

Through the first time slot, the transmitted signal s (t)
satisfying E

[
|s (t)|2

]
= 1 from S is forwarded to R. Thus,

at R, the obtained signal has the expression as

yR (t) =

√
PShS R [s (t)+ δS (t)] + ηR (t) , (1)

where PS represents the transmission power of S and hS R
denotes the channel coefficient under SR fading. Owing to
the NOMA scheme, the signal s (t) can be written as s (t) =

a1x1 (t)+ a2x2 (t) with x1 (t) and x2 (t) being the transmitted
signal to D1 and D2. a1 and a2 represent the power allocation
(PA) factors satisfying a1 > a2 in the condition that D1 is the
weaker user. δS (t) denotes the imperfect hardware IPH noise
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with the expression as δS (t) ∼ CN
(
0, k2

S
)
, kS is the IPH level

of the transmission node. ηR (t) represents the additive white
Gaussian noise (AWGN) at R with distribution as ηR (t) ∼

CN
(
0, n2

R
)
.

B. R → Ground Nodes Link

Through the second time slot, the received signal is for-
warded by R to Dp, thus the derived signal from R at Dp has
the expression as

yDp (t) =

√
PRh RDp [b1x1 (t)+ b2x2 (t)+ δR (t)]

+

√
PI hC Dp [I (t)+ δC (t)] + ηDp (t) , (2)

where PR is the transmission power of R, h RDp is the channel
coefficient between R and Dp which satisfies Rayleigh fading,
b1 and b2 denote the allocation factors for the second transmis-
sion link satisfying b1 > b2 for the same reason with the first
time slot with b2

1 + b2
2 = 1. δR (t) represents the IPH noise

with expression as δR (t) ∼ CN
(
0, k2

Rb2
1 + k2

Rb2
2
)

with kR
being the IPH level [34]. PI represents the interference power
of I which affects W , hC Dp denotes the channel coefficient
between C and Dp, I (t) depicts the interference signal which
follows E

[
|I (t)|2

]
= 1, δC (t) represents the IPH noise,

with expression as δC (t) ∼ CN
(
0, k2

C
)

where kC is the
IPH level, ηDp (t) depicts the AWGN at Dp which follows

ηDp (t) ∼ CN
(

0, n2
Dp

)
.

After utilizing a similar method, the received signal at C
has the expression as

yC (t) =
√

PRh RC [b1x1 (t)+ b2x2 (t)+ δR (t)]

+

√
PCC hCC [vC (t)+ δCC (t)] + ηC (t) , (3)

where h RC represents the channel fading between R and
C satisfying Rayleigh model, PCC denotes the interference
power due to self-interference in the full-duplex mode. hCC
is the channel coefficient for the self-interference undergoing
Rayleigh fading. vC (t) is the self-interference signal satisfying
E
[
|vC (t)|2

]
= 1. δCC (t) is the IPH noise, expressed as

δCC (t) ∼ CN
(
0, k2

CC
)
, with kCC being the IPH level [34].

nC (t) is the AWGN at C which follows ηC (t) ∼ CN
(
0, n2

C
)
.

For W , C often sends a noise signal to affect the detection
of the covert signal. However, W faces a binary hypothesis
testing problem in distinguishing between H0 and H1, where
H0 depicts that R does not forward the covert signal, and
H1 denotes that R sends the covert signal. The signal derived
at W is expressed as

yW (t) =


√

PI hCW [I (t)+ δC (t)] + ηW (t) , H0,√
PRh RW [b1x1 (t)+ b2x2 (t)+ δR (t)]

+

√
PI hCW [I (t)+ δC (t)] + ηW (t) , H1,

(4)

where hCW denotes the channel coefficient between C and W ,
nW (t) is the AWGN at W following ηW (t) ∼ CN

(
0, n2

W
)
.

C. Channel Estimation Errors

As discussed in the former section, CEE is one of the non-
ideal limitations, thus we have

hB = h̃B + eh B , B ∈ {S R, S Pl , RD, RW } , (5)

where h̃B and hB denote the estimated and practical channel
coefficient respectively. According to [34], h̃B and hB are
considered to have equal ergodicity, eh B represents the CEE
that is orthogonal to h̃B satisfying the expression as

eh B ∼ CN
(

0,8eh B

)
, (6)

where

8eh B
=

1
KBϒ B + 1

, (7)

where KB represents the length of the estimation symbols and

ϒB = E [ϒB] =
PZ E

[
|h B |

2]
N9

, Z ∈ {S, R} , 9 ∈ {R, D,W }

denotes the average signal-to-noise (SNR) of the estimation
symbols. Besides, PZ = (1 − τ) Ptotal with τ ∈ {0, 1} being
the scale coefficient. Ptotal depicts the total power with N9
being the AWGN for the transmission nodes.

With the help of [35] and NIH, 8eh B
can be written as

8eh B
=

ϒ id Bk2
Z

ϒ id B
(
k2

Z + KB
)
+ 1

, (8)

where ϒ id B denotes the SNR of the estimation symbol with
ideal hardware and kZ being the IPH level. ϒ id B can reflect the
precision of the channel estimation derived by the minimum
mean square error (MMSE) method.

D. Cognitive Technology

Within the framework of this study, the application of under-
lay cognitive technology serves as a foundational approach
to address. Thus, under the conditions of CEEs and IPH,
the interference power at PUs must be maintained below a
predetermined threshold Ptotal , the transmitted power at S and
R must satisfy the following conditions

E

{ N∑
l=1

√
PS

∣∣∣(h̃S Pl + ehS Pl

) [
s (t)+ δS Pl (t)

]∣∣∣2} ≤ Ptotal ,

(9)

and

E

{ N∑
l=1

√
PR

∣∣∣(h̃ R Pl + eh R Pl

) [
s (t)+ δR Pl (t)

]∣∣∣2} ≤ Ptotal ,

(10)

where δS Pl (t) ∼ CN
(

0, k2
S Pl

)
and δR Pl (t) ∼ CN

(
0, k2

R Pl

)
represent the IPH noise at S and R for the cognitive trans-
mission link with kS Pl and kR Pl being the IPH level at PUs.
Thus, we have the expression as

PS =
Ptotal

N∑
l=1

(∣∣̃hS Pl

∣∣2 +8ehS Pl

) (
1 + k2

S Pl

) , (11)

and

PR =
Ptotal

N∑
l=1

(∣∣̃h R Pl

∣∣2 +8eh R Pl

) (
1 + k2

R Pl

) . (12)
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E. The Signal-to-Interference Plus Noise and Distortion
Error (SINDER) of the Considered System

From (1), after the signal is transmitted to R, the SIC
scheme is utilized the meaning that: x1 (t) is first deciphered
and then deleted in the received signal. Secondly, x2 (t) will
be decoded from the remaining signal. Then, after some
mathematical steps, the SINDER of decoding x1 (t) at R has
the expression as

γR,1 =
λS Ra2

1
λS R AA + λS P B B + CC

, (13)

where λS R =
Ptotal |̃hS R|

2

n2
R

, AA = a2
2 + a2

1k2
1 + a2

2k2
2 , λS P =

Ptotal
N∑

l=1

∣∣̃hS Pl

∣∣2
n2

R
, B B =

(
1 + k2

S Pl

) (
n2

R/Ptotal
)

and CC =

Ptotal
n2

R
8ehS R

(
a2

1 + AA
)
+

N∑
l=1
8ehS Pl

(
1 + k2

S Pl

)
.

Then, by utilizing a similar method, the SINDER for
decoding x2 (t) at R has the expression as

γR,2 =
λS Ra2

2
λS R AA1 + λS P B B + CC1

, (14)

where AA1 = a2
1k2

1 + a2
2k2

2 and CC1 =

Ptotal
n2

R
8ehS R

(
a2

2 + AA1
)
+

N∑
l=1
8ehS Pl

(
1 + k2

S Pl

)
.

It is assumed that the perfect SIC is used at R. To decode
the signal x1 (t) for the condition that γR,2 could be obtained
as γR,1 > γ0 with γ0 being the target outage threshold.

With the help of (2) and through the similar steps for
deriving (13), the SINDER at D2 for signal x1 (t) from R
is given by

γD2,D1 =
λRD2

λRD221 + λR P91 + λR PλI D281 + λI D2K1 + X1
,

(15)

where λRD2 =
Ptotal

∣∣̃h RD2

∣∣2
n2

D2

, λR P =

Ptotal
N∑

l=1

∣∣̃h R Pl

∣∣2
n2

D2

,

λI D2 =
Ptotal

∣∣̃hC D2

∣∣2
n2

D2

, 21 =
b2

2+k2
R

n2
D2

, 91 =(
1+k2

R Pl

)[
n2

D2
+PI8ehC D2

(
1+k2

C
)]

b2
1 Ptotal

, 81 =

(
1+k2

C
)(

1+k2
R Pl

)
n2

D2
b2

1 Ptotal
,

K1 =

(
1+k2

C
)
8eh R Pl

(
1+k2

R Pl

)
b2

1
and X1 = Ptotal8eh RD2

(
1 + k2

R
)
+[

n2
D2

+ PI8ehC D2

(
1 + k2

C
)]
8eh R Pl

(
1 + k2

R Pl

)
.

By utilizing the similar method of deriving (14), γD2,D1

should be satisfied with the condition γD2,D1 ≥ γ0, D2 can
distinguish whether the signal comes from its own antenna
and delete its own signal, thus the SINDER at D2 for x2 (t)
from R can be written as

γD2,D2 =
λR D2

λRD222 + λR P92 + λR PλI D282 + λI D2K2 + X1
,

(16)

where 22 =
k2

R
n2

D2

, 92 =

(
1+k2

R Pl

)[
n2

D2
+PI8ehC D2

(
1+k2

C
)]

b2
2 Ptotal

, 82 =(
1+k2

C
)(

1+k2
R Pl

)
n2

D2
b2

2 Ptotal
and K2 =

(
1+k2

C
)
8eh R Pl

(
1+k2

R Pl

)
b2

2
.

Then, at D1, the transmitted signal x1 (t) can be detected
while regarding the x2 (t) as a noise, thus the SINDER at
D1 from R has the expression as

γD1,D1 =
λRD1

λRD123 + λR P93 + λR PλI D183 + λI D1 K3 + X3
,

(17)

where λRD1 =
Ptotal

∣∣̃h RD1

∣∣2
n2

D1

, λI D1 =
Ptotal

∣∣̃hC D1

∣∣2
n2

D1

,

23 =
b2

2+k2
R

n2
D1

, 93 =

(
1+k2

R Pl

)[
n2

D1
+PI8ehC D1

(
1+k2

C
)]

b2
1 Ptotal

,

83 =

(
1+k2

C
)(

1+k2
R Pl

)
n2

D1
b2

1 Ptotal
, K3 =

(
1+k2

C
)
8eh R Pl

(
1+k2

R Pl

)
b2

1
and X3 = Ptotal8eh RD1

(
1 + k2

R
)

+[
n2

D1
+ PI8ehC D1

(
1 + k2

C
)]
8eh R Pl

(
1 + k2

R Pl

)
.

Thus, with the DF protocol, the final SINDER for decoding
x1 (t) of the system has the expression as

γD1 = min
[
γR,1,min

(
γD2,D1 , γD1,D1

)]
. (18)

By using the similar method, the final SINDER for decoding
x2 (t) of the system can be written as

γD2 = min
(
γR,2, γD2,D2

)
. (19)

Finally, the final SINDER of the system is shown as

γe = min
(
γD1 , γD2

)
. (20)

From (3) and without considering the CEE, the SINDER
for C can be derived as

γC =
λRC

λRC k2
R + λCC

(
1 + k2

CC
)
+ 1

, (21)

where λRC =
PR |h RC |

2

n2
C

and λCC =
PCC |hCC |

2

n2
C

.

By the same way, the SINDER for (4) can be obtained as

γW =



λCW

(
1 + k2

C

)
+ 1,

λRW
(
1 + k2

R
)

Ptotal/n2
W

λR P

(
1 + k2

R Pl

)
+ T

+
T1
(
1 + k2

R
)

Ptotal/n2
W

λR P

(
1 + k2

R Pl

)
+ T

+λCW

(
1 + k2

C

)
+ 1,

(22)

where λCW =
PI |hCW |

2

n2
w

, λRW =
Ptotal |̃h RW |

2

n2
W

, T =

Ptotal8eh R Pl

(
1+k2

R Pl

)
n2

W
and T1 =

Ptotal8eh RW

(
1+k2

R
)

n2
W

.

III. COVERT PERFORMANCE OF CONSIDERED SYSTEM

In this part, a thorough analysis is conducted on the covert
performance characteristics of the considered system. In the
very beginning, the channel descriptions for the terrestrial
transmission links and satellite transmission links are provided.
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A. The Terrestrial Transmission Links

By utilizing the method of [35], the PDF and CDF for
λQ, Q ∈

{
RDp, RC, RW,CW

}
are, respectively, given by

fλQ (x) =
1

λQ
e
−

x
λQ , (23)

and

FλQ (x) = 1 − e
−

x
λQ , (24)

where λQ denotes the average SNR for the channel fading.
With the help of [35], the PDF for λR P can be written as

fλR P (x) =

ρ(AR P )∑
τ=1

ξτ (AR P )∑
ω=1

�τ,ω (AR P )

(ω − 1)!λ
ω

⟨τ ⟩

xω−1e−x/λ⟨τ ⟩ , (25)

where AR P = diag
(
λ⟨1⟩, . . . ,λ⟨τ ⟩, . . .λ⟨N ⟩

)
, ρ (AR P ) is the

number of the distinct diagonal elements of AR P , λ⟨1⟩ <

λ⟨τ ⟩, . . . < λ⟨N ⟩ represents the ascending order of λ⟨τ ⟩,
ξτ (AR P ) depicts the variety of λ⟨τ ⟩, �τ,ω (AR P ) is the τ, ω-th
element of AR P .

Then, with the help of (25) and [63], the CDF for λR P can
be written as

FλR P (x)

= 1 −

ρ(AR P )∑
τ=1

ξτ (AR P )∑
ω=1

ω−1∑
ε=1

�τ,ω (AR P )

(ω − 1)!

(
x

λ⟨τ ⟩

)ε
e−x/λ⟨τ ⟩ .

(26)

B. The Satellite Transmission Links

In this study, the geosynchronous Earth orbit (GEO) serves
as a case example. Besides, time division multiple access
(TDMA) is utilized in this paper, which means that only
one antenna is used at a time slot. The channel coefficients
hU ,U ∈ {S R, S Pl} between the satellite beam and the UAVs
can be written as

h̃U = ϖU fU , (27)

where fU denotes the random SR factor of the satellite
transmission link, ϖU is affected by free space loss (FSL)
and antenna pattern, which has the expression as

ϖU =
c

8π2 f

√
RU RD

d2
0 + d2

, (28)

where c denotes the transmission speed of the light, f repre-
sents the utilized frequency of the system, d is the distance
between the satellite beam and the UAV, d0 = 3.6 × 104Km.
RU depicts the satellite beam gain and RD represents the
receive antenna gain.

With the help of [60], the receive antenna gain RD can be
nearly shown as

RD (d B) ≃


Gmax, f or 0 < ϑ < π/180

32 − 25 log
180ϑ
π

, f or π/180 < ϑ < 4π/15

−10, f or 4π/15 < ϑ ≤ π,

(29)

where Gmax shows the largest beam gain with ϑ as the
angle.

RU depicts the satellite beam gain, thus, RU has the
following expression as

RU ≃ Rmax
U

[
36

J3 (χ)

χ3 +
J1 (χ)

2χ

]2

, (30)

where Rmax
U depicts the maximal value for the beam gain

with χ = 2.07123 sinβ/ sinβ3dB and β being the angle. β3dB
represents the 3dB angle. J3 (·) and J1 (·) depict the Bessel
function for first kind. Furthermore, β → 0 is considered.
On this foundation, RU ≈ Rmax

U can be derived. Above all,

we assume h̃U = ϖmax
U fU with ϖmax

U =
c

8π2 f

√
Rmax

U RD

d2
0 +d2 .

Then, by utilizing (30) and (27), the PDF for λU =

λU
∣∣ϖmax

U fU
∣∣2 can be shown as

fλU (x) = αU

ςU −1∑
kU =0

(−φU )
kU (1 − ςU )kU

(kU !)2
(
λ̄U
)kU +1 xkU e−1U x , (31)

where λ̄U represents the average SNR from the satellite

source, 1U =
ϕU −φU

λ̄U
, αU =

2ω
ςU
U ξ

ςU
U

(2ωUςU +ψU )
ςU 2ωU

, ϕU =
1

2ωU
,

φU =
ψU

2ωU (2ωUςU +ψU )
with ςU > 0 denoting the fading

severity parameter, ωU depicts the mean power of the multiple
factors, ψU represents the mean power of the line of sight
(LOS) element. Throughout the whole paper, we take ςU
being an integer, for example. (·)x depicts the Pochhammer
symbol [63].

With the assistance of [23] and through several mathemat-
ical steps, the CDF for λU can be written as

FλU (x)

=1−αU

ςU −1∑
kU =0

kU∑
q=0

(−φU x)kU (1 − ςU )kU xq exp (−1U x)

(kU !)
(
λ̄U
)kU +1

q!1
kU −q+1
U

.

(32)

Then, by utilizing the help of [35], the PDF for λS P has
the expression as

fλS P (x) =

ςS P−1∑
k1=0

· · ·

ςS P−1∑
kN =0

4(N ) x3S P−1e−1S P x , (33)

where 4(N )
1
=

N∏
σ=1

∂ (ςσ ) α
N
S P

N−1∏
℘=1

B
(
℘∑
ℓ=1

ςℓ+℘, ς℘+1+1
)

,

3S P
1
=

N∑
h̄=1

ςh̄ + N , ∂ (ςσ ) =
(1−ςS P )ςσ (−φS P )

ςσ

(ςσ !)2λ̄
ςσ+1
S P

, 1S P =

ϕS P−φS P
λ̄S P

, αS P =
2ω

ςS P
S P ξ

ςS P
S P

(2ωS PςS P+ψS P )
ςS P 2ωS P

, ϕS P =
1

2ωS P
, φS P =

ψS P
2ωS P (2ωS PςS P+ψS P )

and B (, .,) depicts the Beta function [63].

C. Detection Evaluation at W

During this subsection, W judges whether there is a covert
communication between R and D in detail. The performance
metric for the CT is DEP, which results from the binary
hypothesis testing problem faced by W . In particular, W needs
to value whether the CT occurs or not in cases H0, H1, and
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derive the binary detection results D0 and D1. It is assumed
that the prior probabilities of H0 and H1 are equal, then the
DEP can be written as

PDE P (γ0) = PF A (γ0)+ PM D (γ0) , (34)

where PF A (γ0) depicts the false alarm probability (FAP) and
PM D (γ0) represents the missed detection probability (MDP)
with γ0 being the threshold, which can be shown as

PF A (γ0) = Pr (D1 |H0 ) , (35a)

and

PM D (γ0) = Pr (D0 |H1 ) , (35b)

where PF A (γ0) represents that R does not really transmit
the signal but W incorrectly judges that the signal is sent,
however, PM D (γ0) means that R sends the signal but W does
not find it. It can be easily seen that, 0 ≤ PDE P (γ0) ≤ 1 with
PDE P (γ0) = 0 being that W correctly detects the CT between
R and D all the time, while PDE P (γ0) = 1 denotes that
W can not correctly detect the CT of the system. In the
following Theorem 1, the expressions for FAP and MDP will
be provided.

Theorem 1: The DEP of the considered CT systems can be
divided into two parts, namely, PF A (γ0) and PM D (γ0), which
are, respectively, shown as

PF A (γ0) =

 1, γ0 < 1

1 − e
−
γ0−1

1+k2
C , γ0 ≥ 1,

(37)

and

PM D (γ0) =


0, γ0 < 1
Q1 (γ0)−Q2 (γ0)+Q3 (γ0) , 1 ≤ γ0 ≤ γ1

P1 (γ0)− P2 (γ0)+ P3 (γ0) , γ0 > γ1.

(38)

where γ1 = 1 +
T1 Ptotal

(
1+k2

R
)

T n2
W

,

Q1 (γ0) =
0 (N ,G Z)
(N − 1)!

−

exp
(
−

T6
λRW T3

)
Z N

(N − 1)!
0 (N ,G) , (39)

where Z =
λRW T3

λRW T3+λR P T5
, G = −

T6
Z T5λR P

.

P1 (γ0) = 1 − exp
(

−
T6

T3λRW

)(
T3λRW

T3λRW + T5λR P

)N

,

(40)

P3 (γ0) = exp
(

−
T6

λ̄RW T3

)[(
λ̄RW T3

λ̄RW T3 + λ̄R P T5

)N

+
λ̄RW T3

λ̄N
R P λ̄CW T2(N − 1)!

H (N − 1, X, Y )
]
, (41)

where X =
λ̄RW T3+λ̄R P T5

λ̄RW T3λ̄R P
, Y =

T4λ̄CW −λ̄RW T3
λ̄CW T2

,

H (n, µ, β) =

(−1)n−1βneβµEi (−βµ)+

n∑
—λ=1

(—λ − 1)!(−β)n−—λµ−—λ,

(42)

and

L (a, b, c, d, e, f, g, h, i) =∫
∞

a
xb exp

(
−cx −

d
ex + f

)
gx + h

gx + h − i
dx . (43)

and T2 =

(
1 + k2

R Pl

) (
1 + k2

C
)
, T3 =

(
1 + k2

R
)

Ptotal/n2
W ,

T4 =
(
1 + k2

C
)

T , T5 =

(
1 + k2

R Pl

)
(γ0 − 1), T6 =

T (γ0 − 1) − T1
(
1 + k2

R
)

Ptotal/n2
W with Ei (x) being the

Exponential integral function defined in [63].
Proof: The detailed proof can be seen in Appendix A.

□

D. Outage Performance of The System

It is noteworthy that OP is a crucial metric for evaluating
system performance and serves as the basis for the covert
transmission rate. The OP is defined as the probability that
the SINDER of the system drops below a specified threshold
γ0. With the help of (20), the OP has the expression as

Pout (γ0) = Pr (γe ≤ γ0) = Pr
[
min

(
γD1 , γD2

)
≤ γ0

]
= Pr

(
γD1 ≤ γ0

)
+ Pr

(
γD2 ≤ γ0

)
− Pr

(
γD1 ≤ γ0

)
Pr
(
γD2 ≤ γ0

)
, (44)

Theorem 2: The OP of the considered system is shown as

Pr
(
γD1 ≤ γ0

)
= Pr

(
γR,1 ≤ γ0

)
+ P2 (γ0)

− Pr
(
γR,1 ≤ γ0

)
P2 (γ0) , (45)

and

Pr
(
γD2 ≤ γ0

)
= Pr

(
γR,2 ≤ γ0

)
+ Pr

(
γD2,D2 ≤ γ0

)
− Pr

(
γR,2 ≤ γ0

)
Pr
(
γD2,D2 ≤ γ0

)
, (46)

where

Pr
(
γD2,D2 ≤ γ0

)
= 1 −

λRD2 (1 −22γ0)

(N − 1)!
(
λR P

)N

×

exp
[
−

γ0X1
λRD2 (1−22γ0)

]
λI D2γ082

× H (N − 1, µ2, β2) , (47)

where µ2 =
λRD2 (1−22γ0)+λR Pγ092

λR PλRD2 (1−22γ0)
, β2 =

λI D2γ0K2+λRD2 (1−22γ0)

λI D2γ082
.
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The expressions of P2 (γ0), Pr
(
γR,1 ≤ γ0

)
and

Pr
(
γR,2 ≤ γ0

)
are shown in (36), at the bottom of the

page, (56) and (57), shown at the bottom of the next page,
where

ν (k1) =
αS P (1 − ςS P )k1 (−φS P )

k1

(k1!)
2
(
λS P

)k1+1 , (48)

ν (k2) =
αS P (1 − ςS P )k2 (−φS P )

k2

(k2!)
2
(
λS P

)k2+1 B (k1 + 1, k2 + 1) ,

(49)

ν (k3) =
αS P (1 − ςS P )k3 (−φS P )

k3

(k3!)
2
(
λS P

)k3+1 B (k1 + k2 + 2, k3 + 1) ,

(50)

Proof: The detailed proof can be seen in Appendix B.
□

E. Covert Transmission Rate of The System

Covert transmission rate is also a crucial factor in assessing
the reliability of the system. According to [61], CTR represents
the optimal transmission rate between the satellite and the
legitimate NOMA users, ensuring the warden’s detection is
avoided.

Theorem 3: The CTR of the considered system is shown
as (51) and (52), where xi represents the i-th zero of Leg-
endre Polynomials, and ωi depicts the weight factors from
Table (25.4) in [62].

RD1 = log2
(
1 + γmax

D
)

P2
(
γmax

D
)
−
γmax

D
2 ln 2

n∑
i=1

ωi
P2 (xi )

1 + xi
,

(51)

RD2 = log2
(
1 + γmax

D
)

Pr
(
γD2 D2 ≤ γmax

D
)

−
γmax

D
2 ln 2

n∑
i=1

ωi
Pr
(
γD2 D2 ≤ xi

)
1 + xi

, (52)

where γmax
D = min

[
min

(
1
21
, 1
23

)
, 1
22

]
.

Proof: The detailed proof can be seen in Appendix C.
□

F. Optimazition for DEP

To optimize the system’s power balance and achieve the
best CT performance, we formulated an optimization problem
aimed at minimizing the DEP, while using the convex opti-
mization method with the optimization steps as

min
a1,b1,τ

PDE P (γ0) = PF A(γ0)+ PM D(γ0) (58a)

s.t. PS ≤ Pmax
S , (58b)

PR ≤ Pmax
R , (58c)

a1 ∈ (0.5, 1) , (58d)
b1 ∈ (0.5, 1) , (58e)
τ ∈ (0, 1) . (58f)

where (58a) is DEP as the objective function, (58b) and (58c)
limit the transmission power of the satellite and UAV, respec-
tively. Besides, (58d) and (58e) impose restrictions on the
range of values for the NOMA power allocation factors.
Furthermore, (58f) represents the scale coefficient of the total
system power. These constraints are introduced to ensure that
the optimization process remains practical and feasible within
the physical limitations of the system. The transmission power
limits for the satellite and UAV prevent a waste of energy,
ensuring that the hardware operates within its energy budget
while maintaining reliable communication links. Specifically,
the satellite’s power constraint ensures that the transmission
power does not surpass its power generation and radiation
limits, while the UAV’s power constraint ensures that it does
not exceed the available battery capacity, which could lead
to premature failure or inefficient operations. Moreover, the
constraints on the NOMA power allocation factors a1 and
b1 ensure that power is distributed optimally between users.
Finally, the scale coefficient τ serves to manage the total
system power, ensuring that it remains within a reasonable
operating range to avoid excessive energy consumption while
maintaining the desired communication performance.

To tackle this optimization challenge, convex optimization
techniques are used due to the convexity of both the objec-
tive function and the constraint conditions. The transmission
power functions, as well as the NOMA allocation factors and
the scale coefficient, exhibit convex properties, which allow
us to apply efficient convex optimization solvers. By using
methods such as interior-point algorithms or gradient-based

P2 (γ0) = 2 −
λRD2 (1 −21γ0)

(N − 1)!
(
λR P

)N

exp
[
−

γ0X1
γ RD2

(1−21γ0)

]
λI D2γ081

H (N − 1, µ1, β1)−
λRD1 (1 −23γ0)

(N − 1)!
(
λR P

)N

exp
[
−

γ0X3
λRD1 (1−23γ0)

]
λI D1γ083

× H (N − 1, µ3, β3)−

1 −
λRD2 (1 −21γ0)

(N − 1)!
(
λR P

)N

exp
[
−

γ0X1
γ RD2

(1−21γ0)

]
λI D2γ081

H (N − 1, µ1, β1)



×

1 −
λRD1 (1 −23γ0)

(N − 1)!
(
λR P

)N

exp
[
−

γ0X3
λRD1 (1−23γ0)

]
λI D1γ083

H (N − 1, µ3, β3)

 . (36)
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optimization, we can effectively determine the optimal values
for the decision variables a1, b1, and τ that minimize the DEP
while respecting all system constraints.

IV. NUMERICAL RESULTS

In this section, Monte Carlo numerical results are presented,
further validating the correctness of our conclusions. For the
sake of simplicity in calculations, the system parameters are
set as λR P = λRW = λS R = λRDp = γ , λCW = λI Dp = γ I ,
n2

W = n2
Dp

= n2
C = n2

R = 1, kR = kC = kCC = kS Pl =

kR Pl = k. Besides, Table I shows the channel parameters for
the considered system.

Fig. 2 depicts the DEP via different γ0 and different k with
N = 3, γ̄I = 0dB, Ptotal = 25dB. The theoretical analysis
is validated by the MC simulation results, demonstrating the
correctness of our theoretical derivation. As shown in the
figure, DEP first decreases and then increases with respect to
γ0, resulting in a minimum value. Additionally, there exists an
optimal threshold, corresponding to the γ0 at this minimum,
such that if the warden adjusts his detection threshold to this
value, the DEP will significantly decrease. Furthermore, the
HIs level has little effect on the DEP in the regions on both

TABLE I
CHANNEL AND SYSTEM PARAMETERS

sides, but has a considerable impact on the warden’s minimum
DEP and optimal detection threshold.

Fig. 3 illustrates the DEP via different τ , different γ0,
and different γ with N = 3, γ̄I = 0dB, Ptotal = 25dB.
As observed, the trend of DEP with respect to the warden’s
detection threshold in this figure is consistent with that in
the previous one. Furthermore, the power allocation factor τ

Q2 (γ0) =

exp
(
−

T6
T3λRW

)
λ

N
R P (N − 1)!

[
λ

N−1
RW Z N0 (N ,G)+ L

(
−

T6

T5
, N − 1,

1

ZλR P
, 0, 0, 0,λCW T2,λCW T4,λRW T3

)]
. (53)

Q3 (γ0) =

exp
(
−

T6
λRW T3

)
λ

N
R P (N − 1)!

L
(

−
T6

T5
, N − 1, X, 0, 0, 0,λCW T2,λCW T4,λRW T3

)
. (54)

P2 (γ0) =

exp
(
−

T5
T2λCW

)
λ

N
R P (N − 1)!

L
(

0, N − 1, λ̄R P , T6 −
T4T5

T2
, λ̄CW T2, λ̄CW T4, λ̄CW T2, λ̄CW T4, λ̄RW T3

)
.

(55)

Pr
(
γR,1 ≤ γ0

)
=

ςS R−1∑
kS R=0

αS R (−φS R)
kS R (1 − ςS R)kS R

(kS R !)2
(
λ̄S R

)kS R+1

ςS P−1∑
k1=0

ςS P−1∑
k2=0

ςS P−1∑
k3=0

ν (k1) ν (k2) ν (k3)

kS R∑
q=0

q∑
v=0

(
q
v

)(
CCγ0

a2
1 − AAγ0

)q−v

×

(
B Bγ0

a2
1 − AAγ0

)v
exp

(
−
1S Rγ0CC

a2
1 − AAγ0

)
0 (v + k1 + k2 + k3 + 3)

(
1S P +

1S Rγ0 B B

a2
1 − AAγ0

)−v−k1−k2−k3−3

.

(56)

Pr
(
γR,2 ≤ γ0

)
=

ςS R−1∑
kS R=0

αS R (−φS R)
kS R (1 − ςS R)kS R

(kS R !)2
(
λ̄S R

)kS R+1

ςS P−1∑
k1=0

ςS P−1∑
k2=0

ςS P−1∑
k3=0

ν (k1) ν (k2) ν (k3)

kS R∑
q=0

q∑
v=0

(
q
v

)(
B Bγ0

a2
2 − AA1γ0

)q

×

(
CC1

B B

)v
exp

(
−
1S Rγ0CC1

a2
2 − AA1γ0

)
0 (k1 + k2 + k3 + 3 + q − v)

(
1S P +

1S Rγ0 B B

a2
2 − AA1γ0

)−k1−k2−k3−3+v−q

.

(57)
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Fig. 2. DEP versus γ0 under different k with N = 3, γ̄I = 0dB,
Ptotal = 25dB.

Fig. 3. DEP versus γ0 under different τ with N = 3, γ̄I = 0dB,
Ptotal = 25dB.

Fig. 4. DEP versus γ under different K with N = 3, τ = 0.7, k = 0.1,
Ptotal = 25dB, γ̄I = −25dB.

has little effect on the DEP across various threshold values.
In addition, a larger γ leads to a reduction in DEP.

Fig. 4 shows the DEP via different γ and different K with
N = 3, τ = 0.7, k = 0.1, Ptotal = 25dB, γ̄I = −25dB.
As γ increases, the DEP starts to rise from 0 and eventually
reaches a convergence value. This indicates that better channel
conditions lead to an increased error detection probability
for the warden, thereby making detection more challenging.
Furthermore, once γ reaches a certain level, it no longer
significantly affects the DEP. Additionally, larger values of

Fig. 5. Pout versus γ̄ under different k and K with N = 3, γ̄I = −10dB,
Ptotal = 10dB.

Fig. 6. Pout versus γ̄ under different k and γ̄I with N = 3, Ptotal = 10dB.

K result in higher DEP, as K represents the length of the
estimation symbols, which means that a more accurate CSI
increases the warden’s detection difficulty.

Fig. 5 examines the OP via different γ , different k, and
different K. It is evident that the OP decreases monotoni-
cally with increasing γ for all parameter settings, reflecting
the inherent improvement in link reliability at higher SNR
regimes. For a fixed K, increasing the HIs level k leads to
a pronounced rightward shift of the OP curves, indicating
performance degradation. This behavior stems from the fact
that a larger k represents more severe hardware impairments,
which introduce additional distortion noise, thereby reducing
the effective signal quality and increasing the likelihood of
outage. Conversely, for a fixed k, increasing K yields a
leftward shift of the OP curves, implying improved outage
performance.

Fig. 6 derives the OP via different γ , different γ I , and
different k with N = 3, Ptotal = 10dB. As observed, for all
curves corresponding to different k values, OP monotonically
decreases with the increase of γ̄ . This trend shows that a higher
γ can effectively reduce the likelihood of communication
outages. Regarding the impact of HIs level k, it is evident that
a larger k results in a higher OP at the same γ . For instance,
comparing the curves of k = 0.5 and k = 0.1, the former
exhibits a notably higher outage probability, which demon-
strates that severe hardware impairments can degrade signal
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Fig. 7. Pout versus γ̄ under different k and τ with N = 3, γ̄I = −10dB,
Ptotal = 10dB.

Fig. 8. CTR versus γ̄ under different k with N = 3, γ̄I = 15dB,
Ptotal = 30dB.

quality and elevate outage risks. Additionally, the influence
of interference γ I is also distinguishable. As indicated by the
annotation and the corresponding curve variations, stronger
interference leads to an increase in OP. This is because
intense interference can suppress the desired signal, thereby
deteriorating the communication quality.

Fig. 7 depicts the OP via different γ , different k, and
different τ with N = 3, γ̄I = −10dB, Ptotal = 10dB. As γ
increases, the OP gradually decreases due to the improvement
in channel conditions, which reduces the likelihood of com-
munication interruptions. A larger k leads to a higher OP,
as the increased HIs level causes signal distortion and higher
CEE, thereby reducing system reliability and increasing OP.
Furthermore, the impact of varying τ values on OP is relatively
insignificant.

Fig. 8 introduces the CTR via different γ and different k.
From the figure, it can be observed that the CTR increases
with the rise of γ , eventually converging to an upper limit.
This is due to improved channel conditions, which enhance
the system’s communication rate limit. Furthermore, the value
of k has a significant impact on CTR. As k increases, CTR
curve shifts to the right, which is attributed to the increase
in the HIs level, leading to a reduction in CTR. Additionally,
the upper convergence limit of CTR remains largely consistent
across different k values.

Fig. 9. CTR versus γ̄ under different K with N = 3, γ̄I = 15dB,
Ptotal = 30dB.

Fig. 10. CTR versus γ̄ under different τ with N = 3, γ̄I = 15dB,
Ptotal = 30dB.

Fig. 9 shows the CTR via different γ and different K with
N = 3, γ̄I = 15dB, Ptotal = 30dB. In this figure, the variation
trend of CTR with respect to γ follows a similar pattern as
in the previous figure, with an upper rate limit still observed.
Notably, larger values of K result in higher CTR, which can be
attributed to more accurate CSI, highlighting the importance
of channel estimation.

Fig. 10 examines the CTR via different γ and different τ
with N = 3, γ̄I = 15dB, Ptotal = 30dB. It is evident that
the impact of different τ values on CTR is minimal. This
indicates that the power allocation has a negligible effect on
the covert transmission performance of the system in terms of
CTR, suggesting that adjusting the power allocation factor τ
does not lead to a significant improvement in the CTR of the
considered system.

V. CONCLUSION

In this paper, the covert transaction for the CISAGNs with
a relay and two NOMA users was investigated. To improve
the covert performance, spectrum efficiency, and resource
utilization of the considered system, NOMA and cognitive
technology were used. Additionally, practical challenges such
as imperfect hardware, imperfect channel estimation, and
co-channel interferences were also considered, reflecting the
real-world network conditions. To reduce system complexity,
a partial UAV selection scheme is introduced, optimizing the
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operational efficiency of the network. Based on the above
discussions, the closed-form expressions of DEP, OP, and
CTR were derived. Extensive Monte Carlo simulation results
validated the correctness of our theoretical derivations. Based
on the above analysis, it is evident that CEE, HIs, cognitive
technology, and NOMA significantly influenced the system’s
covert performance evaluation to varying extents. Besides,
the derived upper bounds on the CTR can provide valuable
insights for the design of low-power stealthy communication
networks, particularly in military or emergency scenarios,
where minimizing detectability while maintaining efficient
communication is critical. Future extensions could further
enhance the practicality of the framework. For instance, inte-
grating machine learning-based power control could enable
adaptive adjustment of transmission parameters in dynamic
environments, optimizing covertness and efficiency in real
time. Additionally, exploring dynamic warden mobility models
would better reflect real-world adversarial behaviors, leading
to more robust covert communication strategies against unpre-
dictable detection threats.

APPENDIX A
PROOF OF THEOREM 1

When recalling (37) and (38), it is obvious that the expres-
sions on both sides can be easily derived, so we only focus
on the expression in the middle part. Therefore, (37) can be
rewritten as

Pr (D1|H0) = Pr
(
λCW

(
1 + k2

C

)
+ 1 ≥ γ0

)
= 1 − e

−
γ0−1

1+k2
C ,

(59)

by taking (23) into (59), (37) will be obtained. The focusing
next step is the derivation of (38).

Pr (D0|H1) = Pr
(

λCW ≤
T6 + T5λR P − T3λRW

T2λR P + T4

)
=

∫
∞

a
fλR P (z) (H1 − H2 + H3) dz, (60)

where a = max
(

0,− T6
T5

)
, H1 = 1 − exp

(
−

T5z+T6
T3λRW

)
,

H2 =
λCW (T2z+T4)

λCW (T2z+T4)−λRW T3
exp

(
−

T5z+T6
λCW (T2z+T4)

)
, H3 =

λCW (T2z+T4)

λCW (T2z+T4)−λRW T3
exp

(
−

T5z+T6
λRW T3

)
.

Due to the uncertainty of the sign of the lower limit of the
integral, we segment the function based on the sign of T6, that
is, (39), (40), (41), and (53)–(55), as shown at the bottom of
the page 9. Then by substituting (25) into the above respective
expressions, PM D will be derived.

APPENDIX B
PROOF OF THEOREM 2

Reviewing (44), it is essential to obtain the closed-form
expressions for the probabilities of each component before
deriving the OP. Taking Pr

(
γD1 ≤ γ0

)
as an example, the first

part of (45) can be rewritten as

P2 (γ0) = Pr
(
γD2,D1 ≤ γ0

)
+ Pr

(
γD1,D1 ≤ γ0

)
− Pr

(
γD2,D1 ≤ γ0

)
Pr
(
γD1,D1 ≤ γ0

)
, (61)

and

Pr
(
γD1,D1 ≤ γ0

)
= Pr

(
λR D1

λRD121 + λR P93 + λR PλI D1K3 + X3
≤ γ0

)
=

(J1 − J2)

(N − 1)!λ
N
R P

, (62)

where

J1 =

∫
∞

0
zN−1 exp

(
−

z

λR P

)
dz, (63)

J2 =

∫
∞

0
zN−1 exp

(
−

z

λR P

) T exp
(
−
γ0(93z+X3)

T

)
T + λI D1γ0 (83z + K3)

dz.

(64)

where T = λRD1 (1 −23γ0). Then by taking (63) and (64)
into (62), we will get

Pr
(
γD1,D1 ≤ γ0

)
= 1 −

λRD1 (1 −23γ0)

(N − 1)!
(
λR P

)N

×

exp
[
−
γ0X3
T

]
λI D1γ083

× H (N − 1, µ3, β3) ,

(65)

where µ3 =
T +λR Pγ093

λR PT∞
,β3 =

λI D1γ0K3+T
λI D1γ083

.

In a similar way,

Pr
(
γD2,D1 ≤ γ0

)
= Pr

(
λRD2

U
≤ γ0

)
=

(J1 − J3)

(N − 1)!λ
N
R P

, (66)

where U = λRD221+λR P91+λR PλI D281+λI D2K1+X1,

J3 =

∫
∞

0
zN−1 exp

(
−

z

λR P

) I exp
(
−
γ0(91z+X1)

I

)
I + λI D2γ0 (81z + K1)

dz.

(67)

where I = λRD2 (1 −21γ0). Then by substituting (63)
and (67) into (66), we will obtain

Pr
(
γD2,D1 ≤ γ0

)
= 1 −

I

(N − 1)!
(
λR P

)N

×

exp
[
−
γ0X1
I

]
λI D2γ081

× H (N − 1, µ1, β1) ,

(68)

where µ1 =
I+λR P91γ0

λR PI
, β1 =

λI D2γ0K1+I
λI D2γ081

, and H (n, µ, β) =

(−1)n−1βneβµEi (−βµ)+

n∑
—λ=1

(—λ − 1)!(−β)n−—λµ−—λ,

and

Pr
(
γR,1 ≤ γ0

)
= Pr

(
λS Ra2

1
λS R AA + λS P B B + CC

≤ γ0

)
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= 1 −

ςS R−1∑
kS R=0

kS R∑
q=0

∫
∞

0

(1 − ςS R)kS R (−φS R)
kS R αS R

(kS R !)21
kS R−q+1
S R λ

kS R
S R

×

[
γ0 (B By + CC)

a2
1 − AAγ0

]q

exp

(
−
1S Rγ0 (B By + CC)

a2
1 − AAγ0

)
× fλS P (y) dy. (69)

Then by taking (33) into (69), (56) will be obtained.

APPENDIX C
PROOF OF THEOREM 3

With the help of [61], (51) and (52) have the expressions
as

RD1 = E
[
log2

(
1 + min

(
γD2,D1 , γD1,D1

))]
=

∫ γmax
D

0
log2 (1 + x) fγ1 (x) dx

= log2 (1 + x) d Fγ1 (x)

= log2 (1 + x) Fγ1 (x) |
γmax

D
0 −

∫ γmax
D

0

Fγ1 (x)
ln 2 (1 + x)

dx .

(70)

RD2 = E
[
log2

(
1 + γD2,D2

)]
=

∫ γmax
D

0
log2 (1 + x) fγD2,D2

(x) dx

= log2 (1 + x) d FγD2,D2
(x)

= log2 (1 + x) FγD2,D2
(x) |

γmax
D

0 −

∫ γmax
D

0

FγD2,D2
(x)

ln 2 (1 + x)
dx .

(71)

where γ1 = min
(
γD2,D1 , γD1,D1

)
, γmax

D
=

min
[
min

(
1
21
, 1
23

)
, 1
22

]
. Besides, it is not hard to find

that Fγ1 (x) and FγD2,D2
(x) have the same expression as (61)

and (47). Then by taking (68) and (65) into (70), (47)
into (71), with the help of [62], (51) and (52) will be
obtained. Finally, by inserting (51) into (52), the CTR of the
considered system will be obtained. The proof is completed.
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