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Abstract
Internet of Things (IoT) technology is anticipated to pave the way for groundbreaking applications in a number of areas of

current healthcare systems. Given the significant number of connected medical devices, the vital data generated by the

patient is under several security threats. Selective Forwarding (SF) and Wormhole (WH) attacks are two critical threats that

cause information deficit in the network. The SF attack drops critical data packets at compromised nodes while the WH

attack creates fallacious routing tables due to the introduction of malicious routes in the network. In this paper, we focus on

the security aspects of Healthcare-IoT and review the proposed counter-measures against the SF and WH attacks. We

weigh the recently postulated counter-measures based on their significance and identify their limitations. Additionally, we

propose a blockchain-based cryptographic framework for mitigating SF and WH attacks in H-IoT. We explore future

research directions in mitigating these threats.
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1 Introduction

Internet of Things (IoT) encompasses both the physical

things and digital information combined over a communi-

cation network. When wearable sensors and medical

actuators send sensed data over the IoT for healthcare

purposes, it constitutes a Healthcare Internet of Things (H-

IoT) [1]. The sensors perform the ubiquitous monitoring of

vital human body functions. The vital parameters, like

blood glucose level, blood oxygen level, blood pressure,

body temperature, and electrocardiogram, are monitored.

Such systems are becoming increasingly popular in

relieving the pressure on the hospitals, where a majority of

patients are under observation. H-IoT covers areas such as

Ubiquitous Health Monitoring (UHM), Computer-Assisted

Rehabilitation (CAR), Emergency Medical Response Sys-

tem (EMRS) and lifestyle tracking [2]. It has been esti-

mated that over 50 billion devices would be connected to

the internet by 2020 [3] through IoT technology. The

exponential proliferation of connected healthcare devices

in H-IoT also invites multiple security risks. Therefore,

steps are taken to mitigate these risks without affecting the

Quality of Service (QoS) [4].
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A network of sensors and actuators associated with

human bodies, connected over a radio network, is known as

a Wireless Body Area Network (WBAN). A WBAN col-

lects the physio-chemical data of the human body with the

help of the attached sensors to provide artificial stimuli [2].

A typical WBAN architecture follows a three-tier archi-

tecture [5] as depicted in Fig. 1. As shown in the figure, the

first layer includes sensors and actuators to collect infor-

mation from the environment (human body or surrounding)

and is known as the sensor/device layer. It consists of

wearables or implants that can measure physiological data

called Patient-Generated Data (PGD). Several advanced

wearables measure parameters such as body temperature,

blood pressure, blood glucose level, hormonal levels, and

electrocardiogram. These sensors send the data via a

gateway or a base station (BS) such as a smartphone or a

personal digital assistant (PDA) [6]. At the device layer,

Bluetooth Low Energy (BLE) [7], ZigBee [8] and Wi-Fi

[9] are the most popular communication technologies that

are used to transmit data from the end devices to the

gateway/BS. The PGD received at the gateway/BS can be

pre-processed at the Edge node/Fog node before being sent

to the cloud or server. Edge computing, extends the intel-

ligence of the cloud to the edge of the network, by utilizing

the end-user device or edge device for storage, communi-

cation, and processing [10]. The edge node may also be an

intelligent network device such as a switch, which can

perform computing operations in real-time and provide

support for the low latency applications. An efficient

interaction among the fog nodes ensures a reliable data

delivery and service [11]. The transmission layer of a

WBAN architecture constitutes long-range links that con-

nect the network gateway to the cloud or the servers, as

shown in Fig. 1. Long-range and low power communica-

tion technologies such as Low Power Wide Area Network

(LoRaWAN) [12], Sigfox [13] and Narrowband (NB-IoT)

[14] have been successfully deployed in this layer [15, 16].

These communication technologies are used to bring pre-

processed data to the third layer, the cloud servers for

storage and analytics. The analytics help in the modeling of

physiological processes in the human body and diagnosis

[17]. The transmission is guided by the use of low power

consuming routing protocols at the network layer in the

WBANs which allows higher energy efficiency and low

latency [18, 19]. The distributed nature of the WBANs

allows the compliance with the QoS for the H-IoT systems

[20, 21]. The introduction of the Internet of Nano-Things

(IoNT) is accelerating the proliferation of the massive IoT

deployment especially as WBANs, therefore, amplifying

the security challenges [22, 23]. Additionally, Network

Function Virtualization (NFV), is transforming the network

management by powering a paradigm shift in the resource

allocation, network security and network flexibility [24].

A range of security mechanisms secures the transmis-

sion of data between the three layers. However, some

loopholes and vulnerabilities can be exploited to listen to

PGD without authorization. These weaknesses can also be

used to interrupt the data stream, introduce malicious data,

or even bring the entire system down. Selective forwarding

(SF) attack [4] is one of the threats, which is responsible for

creating an information deficit in the network by dropping

selective data packets during transmission. Similarly,

another security threat, known as Wormhole (WH) attack

[4] tries to disrupt the transmission routes by creating

unauthorized links within a network. Therefore, it becomes

essential for the academic as well as an industrial research

community to identify such loopholes and provide appro-

priate countermeasures against such attacks.

In this paper, we comprehensively study the current

research work related to the security issues in H-IoT (with

a broader view of IoT). Based on the related research

works, we briefly describe some of the security challenges,

mainly due to SF and WH attacks. To mitigate these

security issues, we propose to use the blockchain [26]

technology-based framework. Blockchain is an emerging

technology that has attracted the interests of academic as

well as industrial researchers across a wide span of appli-

cations, such as healthcare [27]. The reason for a peak in

interest in blockchain is because, with blockchainFig. 1 A typical 3-tier architecture of H-IoT
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technology, applications that previously required trusted

central nodes, can now operate in a fully decentralized and

trustful manner, without the need for a central node, and

achieves the same functionality with similar performance

[28]. Therefore, we propose a blockchain-based framework

for mitigating SF and WH attacks in H-IoT. The highlights

of the contributions of this paper are as follows,

– A brief discussion of security challenges to the H-IoT

with a focus on SF and WH attacks.

– A comprehensive literature review related to the SF and

WH security issues in IoT.

– Analysis of the current counter-measures against the SF

and WH attacks that highlights their limitations.

– The possible directions for future research in H-IoT

network security.

– Finally, we propose a blockchain-based cryptographic

framework for mitigating SF and WH attacks in HIoT.

The organization of the remaining paper is as follows.

Section 2 discusses the different threats faced during the

transmission of data. Section 3 explores the related

research work done for the appropriate counter-measures.

Based on the limitations of current counter-measures, the

future research directions are sketched out in Sect. 4. A

proposal for a blockchain-based framework for mitigating

the SF and WH attacks in H-IoT is included in Sect. 5.

Section 6 concludes the discussion. Table 1 shows a list of

abbreviations used in this paper.

2 Security challenges

The security level of a network can be traditionally judged

based upon three key factors: (1) confidentiality, which is

maintaining the secrecy of the data, (2) integrity, which

stands for maintaining the original form of the data and (3)

availability, which determines the access to the data at any

instant for authorized users. The transmission layer of the

H-IoT architecture is responsible for the transmission of

data from sensors to the cloud or servers. At this layer,

numerous threats can undermine the authenticity and

integrity of the data. As shown in Fig. 2, the threats at the

network layer of WBAN technologies are classified as

either, (1) internal attacks or (2) external attacks [5]. The

internal attacks affect the nodes from within the network,

that is, either a legitimate node is compromised, or a

malicious node is introduced. These nodes may also have

cryptographic information about the network and are,

therefore, able to obtain private data. Since the malicious

node has the trust of the network, it is a very challenging

task to identify the internal attacks. While on the other

hand, external attacks can be launched from outside the

network. In an external attack, no internal information

about the network such as cryptographic keys or node

identity is available to the attacker [29].

Tomić et al. [25] identified various threats and their

mode of operation at the network layer of the WBAN in an

IoT network. Figure 2 provides an insight into the classi-

fication of various attacks according to their categories at

the WBAN network layer. Numerous efforts have been

made to propose counter-measures to tackle these security

threats. In this paper, we focus on SF and WH attacks,

which fall under internal threats at the WBAN network

layer. These attacks are difficult to detect, as their effects

can be similar to the network disruptions caused by factors

like weak channel, poor link quality, and node failure or

even energy constraints. There is an increased threat of

compromising the highly sensitive patient-generated data

during these two attacks. Additionally, it has been observed

that the WH attack is accompanied by attacks [30]. Thus,

its detection could help in securing the network from a

range of network layer attacks too. Therefore, owing to the

severity of these threats, we discuss the nature of these

attacks, their significance, and their counter-measures in

detail.

Table 1 List of abbreviations acronyms used in this paper

Acronyms Full description

AODV Adhoc on-demand distance vector

BS Base station

CAR Computer assisted rehabilitation

DOS Denial of service

EMRS Emergency medical response system

ETX Emergency medical response system

H-IoT Healthcare Internet of Things

IDS Intrusion Detection System

IoT Internet of Things

MANET Mobile adhoc network

PGD Patient generated data

QoS Quality of service

RDC Radio duty cycle

RPL Routing protocol for low power & lossy networks

RTT Round trip time

SF Selective forwarding attack

TCP Transmission control protocol

UHM Ubiquitous health monitoring

WBAN Wireless body area networks

WH Wormhole attack
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2.1 Selective forwarding attack

In an SF attack, a malicious node drops selective packets

from specific internal nodes. Whereas, if the malicious

node blindly drops all the packets, it is called a Black Hole

attack [31]. Figure 3 depicts the operation of an SF attack

in WBAN. SF attack is difficult to detect as there can be

several reasons for the packet dropping, such as an unre-

liable channel or medium access collisions; hence, careful

analysis is required for the detection of SF attack. The

malicious node can selectively forward packets with reli-

ability, therefore suppressing the suspicion about the errors

in routing protocols. Several measures have been presented

for the detection and mitigation of SF attack by using

different features of an IoT network. In the next section, we

cover a comprehensive review of the counter-measures

against SF attacks.

2.2 Wormhole attack

The nature of WH attack is passive, which creates a

malafide link between two points (nodes), usually itself to

the malicious node, within the network. Wormhole attack

creates a high-quality wireless link between the target

nodes for the construction of a WH tunnel as shown in

Fig. 4. In WH, an attacker creates tunnel either by using

encapsulation, creation of out-of-band channels, or by high

power transmission. If an attacker is able to execute a WH

attack, there is a high probability that malicious nodes can

use it for traffic analysis. The attacker can also cause a

Denial-of-Service (DoS) attack by dropping certain data or

control packets [32].

Fig. 2 Classification of WBAN network layer attacks [25]

Fig. 3 Operation of selective forwarding attack Fig. 4 Wormhole attack in a network
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3 The counter measures against
the selective forwarding and wormhole
attacks

In this section, a comprehensive review of the counter-

measures against SF and WH attacks in WBAN is present.

The pros and cons of the different methodologies are

weighed upon, and the limitations of these counter-mea-

sures are identified. The various authors have proposed

multiple approaches, that include manipulating the existing

standards and protocols. Additionally, modern techniques

like machine learning (ML)are also exploited.

Bo et al. [33] present a scheme for the detection of the

SF attack using a mechanism with three types of packets;

report packet, acknowledgment packet, and alarm packet.

The detection of an attack includes upstream and down-

stream detection tasks that are implemented by the

uncompromised nodes according to their respective posi-

tions. All the nodes in the routing path are responsible for

attack detection. In an upstream process, a report packet is

generated when an unusual event takes place in the net-

work. The report packet sets a counter to a pre-defined

metric which decrements at each hop during the report

packet’s journey to the destination node. Each node

decrements a tracking counter after forwarding the report

packet to the next hope. If the counter reaches zero at any

node, an acknowledgment packet is sent by the node to the

actual sender of the report packet via the same path. Once

the report packet and the previous acknowledgment packet

from the nodes along the path are received before the

stipulated time, an acknowledgment packet is sent; other-

wise, an alarm packet is sent to the source node, which

retransmits the data. The failure to receive the acknowl-

edgment packets helps in creating the suspicious node list.

On the other hand, the downstream process generates alarm

packets to inform the sender if there is any suspicious node

in the network. In this counter-measure, the message

overhead associated with the data is a major drawback, and

it increases smoothly with an increased number of con-

nected nodes.

Liu et al. [34] propose an SF attack detection

scheme that utilizes a per-hop acknowledgment (PHACK)

mechanism to detect the malicious node. Their proposed

methodology detects the SF attack effectively and enables

the network to recover from the attack. In this approach, all

the intermediate nodes along the route are required to send

an acknowledgment of the received packet. In this mech-

anism, single path failure is averted by utilizing multiple

paths to send the confirmation information to the sink node.

The PHACK based approach is also able to identify the

suspicious nodes and removes the suspicious nodes from

the forwarding path. The data packets are rerouted and

resent in an attempt to recover the lost data. The detection

accuracy of this method is high, but the energy consump-

tion at the network hotspots remains unimproved as com-

pared to the previous techniques. The performance

evaluation results show an increase in energy usage at the

periphery of the network. Furthermore, this scheme is not

apposite for mobile WSN’s. Therefore, it is not suitable for

H-IoT applications where the subjects are mobile.

Mathur et al. [35] postulated a detection and defense

mechanism against the SF attack. They proposed a modi-

fied Ad-hoc On-Demand Distance Vector (MAODV)

routing protocol to shift the control from the source node to

the BS, enhancing trust and energy efficiency. The Radio

Duty Cycle (RDC) layer is also modified to aid the

detection capabilities of this mechanism. All upstream and

downstream data packets traveling through these nodes can

be monitored for SF attack. The mitigation process is aided

using a control packet (CP), a timer, and a threshold. The

timer is set after an aggregated CP is forwarded to the next

node. If the CP fails to reach the subsequent node during

the threshold period, the CP is broadcasted in the network

until it reaches the intended destination node via a redun-

dant route. However, the nodes, which reside far from the

BS, are prone to high latency that can prove detrimental to

the healthcare applications.

Ren et al. [36] presented a Channel Aware Reputation

with Adaptive Threshold (CSR-A) method for the detection

and localization of the SF attack. It detects the attack by

comparing the estimated packet loss with the actual packet

loss in the network between the nodes. Each node in the

network maintains a reputation table, which determines the

reliability of a node in the network. The average lifetime of

a network is divided into time slots called the evaluation

periods. Each evaluation period starts with the channel

estimation step, during which the packet loss rate is eval-

uated. The evaluation period ends with the reputation

update in which the reputation table is updated with the

reputation metrics of the node. Since the link quality of the

node at different areas is varied, an adaptable threshold

value is calculated. If the node reputation falls above this

threshold, the node is included in the routing path else it is

left out. This methodology can be applied to any routing

protocol. It has a significant detection accuracy and

improves the data delivery ratio by 10%. However, there is

a considerable calculation overhead associated with the

technique and requires computational power and storage

capabilities for reputation tables.

An Intrusion Detection System (IDS) has been proposed

by Gara et al. [37]. It is focused on intrusion detection in

mobile WSN’s based on IPv6 Routing Protocol for Low

Power & Lossy Networks (RPL). This technique combines

the use of the Sequential Probability Ratio Test (SPRT) and

the adaptive threshold of acceptable probability of dropped
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packets based on Expected Transmission Count (ETX).

The process consists of four steps. The first step includes

the collection of neighborhood information by sending and

receiving ‘‘hello’’ packets. The second step, called the data

analysis step involves computing the number and proba-

bility of packet drops. A node is quarantined if the prob-

ability exceeds the threshold value, which is calculated by

using ETX. The decision step aims to detect malicious

nodes and minimize the number of legitimate nodes

detected as malicious, and the number of malicious nodes

detected as legitimate nodes. SPRT is used to find com-

promised and legitimate nodes. The final step is the elim-

ination step that entails the removal of malicious nodes

from the routing path. The simulations have shown

promising results with a 100% detection rate but at the

expense of a large overhead.

In certain SF attacks, a malicious node may only try to

disrupt a particular data flow instead of all the flows

through that node. This type of attack is termed as the

Selective Gray Hole attack (SGHA). The proposed method

by Prabhakar et al. [31] is aimed at detecting the SGHA

and improving the data delivery ratio for wireless multi-

hop networks in IoT systems. Each node monitors the

downstream traffic in an attempt to detect the SGHA. All

the nodes maintain two reputation tables to evaluate the

flow of the downstream nodes neighboring it. The

tables contain short-term and long-term reputation scores

of the neighboring nodes, which are updated continuously

based on the network dynamics. The network is evaluated

throughout its lifetime. The lifetime is divided into evalu-

ation slots during which the conditions of the channel

remain constant. During each slot, the reputation is updated

using the following steps.

1. The reputation evaluation It is also known as the First-

Hand Reputation. The upstream nodes evaluate the

reputation score by calculating the packet loss. A

counter is used to monitor the number of packets sent

by the upstream node to the downstream node and also

the number of packets that the downstream node

forwards further. The packet loss helps in calculating

the short-term reputation score.

2. The reputation propagation This score is also called

Second-Hand Reputation. It contributes to the calcu-

lation of short-term reputation score. The nodes are

assigned priorities and weights based on their reputa-

tion scores calculated earlier and their vicinity to the

gateway or cluster head.

3. Reputation integration The short-term score evaluated

during the above two steps is used to formulate the

long-term score, which takes into account the previous

behavior of the node. Thus, if the compromised node

implements a strategy to intermittently drop a flow in

order to suppress the suspicion of its malicious intents,

the proposed IDS would still be able to detect the

attack.

4. Identification of the malicious node The reputation

tables are sent to the gateway periodically based on the

algorithm. The reputation scores are compared with the

threshold limits. If the deviation is within the permis-

sible limits, the nodes remain in the flow; otherwise,

the neighboring nodes are informed about the identity

of the malicious node and removed from the flow.

This approach successfully identifies the SGHA, which is

usually hard to detect for the traditional approaches. The

overhead and the computing limitations imposed by the

design of the H-IoT challenge the suitability of this

mechanism for such applications. The maintenance of

reputation tables is energy-intensive process and requires

additional storage capabilities.

Ioannou et al. [38] postulate an anomaly-based intrusion

detection system called mIDS. The mIDS system supports

multi-layer monitoring of the sensors and takes into con-

sideration the locally generated data of the sensors. A

statistical modeling tool known as Binary Logistic

Regression (BLR) is used for sensor parameter classifica-

tion. The proposed method collects network parameters

like data packets received, data packets sent, packets for-

warded, packets dropped, and announcements received.

These values constitute a vector, and a vector is created for

each run. The anomaly detection system involves the cre-

ation of a network profile based on the above-stated net-

work parameters at the time of network deployment. A

profile for a normal or benign scenario as well as the viral

or malignant scenario is prepared. A Runtime Management

Tool (RMT) collects the vectors at periodic intervals. The

vectors are compared with the standard profiles. If the

vector trespasses the thresholds, the network is classified as

malignant. The BLR is used to classify the network activity

based upon independent variables, which constitute the

network parameter vector. The BLR goes through a train-

ing phase, and then evaluation is carried out after intervals.

The accuracy of this approach lies in the range of

88–100%, based on various test runs in different scenarios.

One of the advantages of this system is that it does not

require the sensors to be online for the detection of intru-

sion. The locally generated parameters are evaluated for

the detection of intrusion. This reduces network traffic and

overhead. However, the computing capabilities of sensors

are minimal, and thus, it is not feasible to implement this

system at the client level. The clustering approach can be

taken up for such applications. Additionally, a significant

number of false alarms were reported during the evalua-

tion. For a large-scale deployment of a critical IoT system,

false alarms can cause performance degradation. The
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flawed models at deployment can affect the detection

accuracy.

Dorri [39] propose a mechanism for detecting and mit-

igating Blackhole (BH) attacks in MANETs. BH attacks

are a subset of SF attacks in which all the data packets are

blindly dropped by the malicious nodes. The proposed

scheme aims at eliminating the attack caused by co-oper-

ating malicious nodes, which help in each other to evade

the commonly used counter-measures. The proposed

method is based on the use of an additional data-packet

type control packet and an Extended Data Routing Infor-

mation (EDRI) table. The approach is designed over the

AODV protocol in MANETs. The transmission control

protocol (TCP) is used for the transmission of the proposed

control packet. The EDRI table contains information of the

neighboring nodes, previously neighboring nodes and the

nodes classified as malicious. Each node maintains this

table and advertises it to the neighbors. The Proposed

Control Packet (PCP) appears like a data packet, which is

usually dropped by the malicious node but may forward

this packet to the co-operating malicious nodes. The

malicious nodes, usually to avoid suspicion, transmit the

ordinal Control Packet (CP). Therefore, by knowing which

nodes forward both types of packets, it could be determined

if the forwarding node is secure or a malicious node. Each

node updates the other nodes about its next-hop neighbors

(NHN) and sends the EDRI tables of their NHNs along

with the control packets. The PCP also contains a random

number that remains constant for all nodes. The nodes

which do not forward the PCP are contacted with an

ordinal CP. The proposed security mechanism has the

following three steps; (1) determining a freshest path,

which introduces the NHNs of each node (2) checking the

freshest path, which involves validating the metrics in the

PCP and CP and (3) eliminating malicious nodes from the

forwarding path, which is essentially removing the mali-

cious nodes from the network and adding their ID to the

BH nodes list. This approach can detect collaborative BH

attacks reliably. However, the delay and overhead can be

improved for a critical IoT system.

Pu et al. [40] propose a three-tier solution. Firstly, a

single checkpoint counter-measure called SCAD is used.

Secondly, it includes the utilization of timeout and hop-by-

hop retransmission technique for the recovery of unex-

pectedly lost packets caused by the forwarding misbehav-

ior or poor channel. Thirdly, their method is aided using the

alarm packet. The packet forwarding nodes on the routing

path receives the acknowledgment packets. These nodes

verify the authenticity of the acknowledgment packets

from the source information. To aid in its accuracy a timer

is set, during which the acknowledgment packet should be

received otherwise an alarm packet is sent. This entire

method attracts an increasing computational overhead, and

it is not highly effective in active detection as multiple

colluding malicious nodes can bypass this system.

Mehetre et al. [41] propose a secure and trusted routing

scheme with an aim to identify and avoid malicious nodes

based on active trust for cluster WSN. This protocol

computes a secure and trusted route from source to desti-

nation for the WSNs. It is founded on three principal steps

viz. detection of malicious nodes, securing the packets, and

finding a secure route. The use of Detection Packet (DP)

for node detection is coupled with a trust mechanism.

Then, a dual assurance scheme is employed which includes

a Selective Forwarding-based packet validation, and the

data from the source node is encrypted using the elliptic

curve cryptography (ECC) to make the forwarded data

packet secure. A secure routing path is identified in the

entire path transmission using the trust path selection, and

Cuckoo Search (CS) algorithm. This algorithm provides an

energy-efficient and reliable counter-measure against SF

attack. The comparative analysis showed a satisfactory

performance, but the latency incurred was not suitable for

healthcare applications that essentially should be minimal.

Khabbazian [32] propose a timing-based measurement

approach for the WH attack detection algorithm. Each node

validates its neighbors in two round communication-pro-

cess. The first round comprises of every node sending a

signed ‘‘Hello’’ message and recording the time informa-

tion. This message contains the sender ID and a nonce.

After sending the ‘‘Hello’’ message, each node obtains the

list of its neighbors. In the second communication round,

the response messages are exchanged which include the

following information; (1) Time at which the node’s

‘‘Hello’’ message was sent, (2) The list of all the ID’s in the

received Hello messages along with their corresponding

nonce and (3) The times at which they were received.

These messages are termed as ‘‘follow-up packets.’’ This

collected time information is used to estimate the distance

between the nodes. When a node receives the ‘‘follow-up’’

packet, it first checks its corresponding nonce in the packet

and verifies the sender’s signature. It then calculates the

time for the two-round transmissions using 1.

ðty;x � tyÞ � ðtx � tx;yÞ
2

� c� Tmax; ð1Þ

where tx is the sending time of node x’s ‘‘Hello’’ message

recorded by node x, tx;y is the receiving time of node y’s

‘‘Hello’’ message recorded by node x and Tmax is the

maximum transmission range. Similarly, tx � tx;y is the

delay between the time when node y’s ‘‘Hello’’ packet is

received at node x. If the response packet is received within

the Tmax, a neighborhood relationship is established. This

method does not require synchronized clocks, and there is

no requirement for one-to-one communication with the

neighbors, which increases the computational load.
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However, this method depends on the assumption that the

time at which the packets are sent and received is known

and the communication takes place at the speed of light.

Modirkhazeni et al. [42] propose that a pre-shared key

be distributed among the neighboring nodes at the time of

the deployment of the network. The authentication process

includes sending a ‘‘Hello’’ message which is verified by

the neighbor, and in response sends a ‘‘Response’’ mes-

sage, to authenticate the node identity. Thus, tackling the

threat of a WH attack. However, if a malicious node is

present during the time of deployment, the key can be

easily obtained by the attacker and invalidate this

approach.

Qazi et al. [43] propose a protocol that is used to secure

the Dynamic State Routing (DSR) protocol. In this

approach, the round-trip time between the nodes is calcu-

lated and is compared with the data rate offered by IEEE

802.11g to verify if a WH exists in a network. The source

node calculates the round-trip time of all the neighboring

nodes involved in the route. Depending upon the time

information that is received in the reply packet and the

processing time, the node detects the Wormhole attack by

comparing them with the data rate. If the difference

between the expected and measured round trip time (RTT)

is zero, then the network is secure from the Wormhole

attack. However, if the difference is greater than zero, the

Wormhole attack is said to exist. Its advantage lies in the

fact that it can be implemented for both, multi-rate trans-

mission as well as fixed-rate transmission. However, this

process requires additional memory to store the RTT data,

and it has additional computational requirements for

measuring the RTT.

Bendjima et al. [44] propose a technique that couples the

WH link detection algorithm and reorganization of the

network based on the use of sectors and mobile agents. The

main objective is to strengthen the creation of highly

reliable and secure routes. The Mobile Agents are circu-

lated through a sector which aggregates the collected data

from the nodes and jointly transfers them as a joint unit.

During the deployment phase, keys are shared between all

the nodes. When the sectors are drawn in the network, keys

are exchanged by the BS within each sector. The Mobile

Agent itinerary is drawn with an optimal path. On receiv-

ing the Mobile Agent, the sink verifies the source of data. If

the source node is found in the list of the assumed mali-

cious nodes which have been formulated on the basis of the

location of the nodes, then the sink advertises the identity

of the node to the entire network. However, this approach

is not effective against the simultaneous vulnerabilities that

accompany the WH attack. There is an increased utilization

of energy and packet data loss during the attack that was

observed during the simulations.

Sharma et al. [45] postulate that the routing protocols

such as AODV do not have a node capability check before

updating the routing table, therefore making it easy to

introduce a high transmission power node in the routing

table. To mitigate this threat, a modified AODV is intro-

duced with a capability check that helps in blacklisting an

unlimited number of malicious nodes. However, the initial

capability checks increase the delay, and additionally, jit-

ters have also been observed. The WH Resistant Hybrid

Technique (WRHT) has been proposed by Singh et al. [46].

It combines the use of Watchdog algorithm and the Delphi

method to detect the presence of a WH attack. WHRT is

considered as an offshoot of the AODV routing protocol.

During the route discovery phase of AODV, time delay

probability per-hop (TDPH) is calculated, and thus, time

delay probability for the complete path is measured. The

TDPH is measured to further calculate time delay proba-

bility (TDPP) for the complete path. Then packet loss

probability per hop is calculated to determine the packet

loss probability for the complete path. These values are

used to determine if a Wormhole link exists or not. This

approach has been found highly effective against Worm-

hole attack with better detection accuracy. However, its

effectiveness against multiple wormhole channels is not

established. Additionally, it requires complex calculations.

Amish et al. [47] presented a modified version of the

AODV protocol for detecting multiple paths existing

between two nodes, named as, Ad-Hoc On-Demand Mul-

tipath Distance Vector (AOMDV) routing protocol. The

data sending nodes send a request (RREQ) packet to the

destination node via a known path registered in the routing

table. In case of an absence of a route, the sender nodes

broadcast the RREQ packet. In response to the RREQ

packet, the sender via multiple paths existing between the

two communicating nodes receives a response (RREP)

packet. For the detection of the malicious path or the

Wormhole tunnel, the sender node calculates the round-trip

time (RTT) of each path from which it receives the RREP

packet. Using the average RTT and hop counts of each

path, a threshold RTT is computed. If the RTT of a path is

less than the threshold value and the number of hops is two,

the path is declared as a WH. The next step involves

removing the malicious nodes from the routing paths. This

method can be applied in mobile WSN’s like H-IoT but

suffers from a large computational overhead.

Shukla et al. [48] present an IDS based on machine

learning called ML-IDS. It combines three machine

learning (ML) based approaches tailored for RPL based

IPv6 over Low-Power Wireless Personal Area Networks

(6LoWPAN). The first approach is called KM-IDS, which

is K-means based clustering algorithm. The network is

divided into ‘K’ clusters or safe zones. The value of K

should be optimal and is calculated by using distortion cost
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function and Elbow Method sequentially. Each safe zone

has a centroid that connects the cluster to the gateway that

is denoted as 6BR. Nodes are assigned to each cluster

based on their physical co-ordinates. Within each cluster,

the centroid is moved in 30 iterations to determine the

optimal centroid position and hence, an optimal safe zone.

The KM-IDS detects a WH when a node from another safe

zone requests neighborhood status.

In the second approach called DT-IDS, which is based

on the decision trees (DT), the DT is initially trained with a

given network topology. The training helps in determining

the threshold distance for establishing neighborhood. This

threshold distance is the maximum permissible distance

between any two directly connected neighbors. If a node

sends a neighborhood request from a distance greater than

the threshold, the request is denied and classified as mali-

cious. Additionally, a network can be trained by a topol-

ogy, which is similar in distribution; else the optimum

threshold distance cannot be determined.

The third approach is the hybrid approach, which

combines the clustering from the KM-IDS and threshold

formulation from the DT-IDS. The request to add a

neighbor from another safe zone is granted, only if the

requesting node is within the threshold distance. The

accuracy found using these three approaches is significant,

taking into account that this is one of the first ML-based

approaches. The limitations of this approach are based on

finding the optimal K as well as distance values. The

number of false positives is high if the K value is large, and

the detection rate is low if the K value is small. The hybrid

approach tries to make a tradeoff between the two. How-

ever, the detection accuracy is comparatively low. Fur-

thermore, such calculations require significant power

resources, which are essentially limited in H-IoT nodes.

Ahsan et al. [49] propose two approaches for Wormhole

detection in RPL networks. In the case of a failure of one

approach, the alternative provides the backup. This

approach uses the Area Border Router (ABR) and the

Sensing Aware Nodes (SANs) for detection. Both the

techniques calculate the received signal strength (RSS).

The ABR is a sink that connects the nodes to the internet. It

provides a bi-directional link for establishing Point to

Multi-Point (P2MP) and Multi-Point to Point (MP2P)

connections. It has a neighborhood radius set at a default

100 m. When a node requests to be added as a neighbor, its

RSS is calculated and converted into distance. If it exceeds

the safe limit, the attack alert is raised. The IDs of all the

nodes are verified, and the nodes having malicious nodes in

the neighborhood tables are warned to remove the mali-

cious nodes from their neighborhood tables.

The second approach uses sensing aware nodes to detect

WH links. The SANs are special nodes having the capa-

bility to identify their geographical location. Before the

network is initialized, the SANs broadcast a message. The

nodes in the region reply with their IDs. If the IDs are

incorrect, the nodes are rejected. After initialization, if a

node from the region of another SAN requests to be added

as a neighbor, the prospecting SAN requests the details of

this node from the current SAN to authenticate its cre-

dentials. The second step involves calculating the RSS for

determining the distance of the requesting node from the

SAN. If it exceeds the default radius, the request is rejec-

ted, and a notification will be raised. The normal neighbors

also contribute to the authentication process by checking

the neighborhood tables after fixed intervals and authenti-

cating the neighboring nodes using the RSS values. In case

of discrepancies, the ABR and SANs are notified. This

method provides enhanced security against the Wormhole

attack by providing alternates in case one method fails.

However, this method is not suitable for H-IoT applications

as the SANs are specialized nodes that need positioning

systems and enhanced capabilities to calculate the RSS.

This is an immensely complex system that requires cal-

culating power that is limited for H-IoT devices.

Rmyati et al. [50] present a graph-based method for the

detection of WH attack specialized for Mobile Ad-hoc

Networks (MANETs). The essential principle behind its

working is that a WH tunnel reduces the length of the path

between two nodes significantly. The proposed method

utilizes the routing information enclosed by the transmitted

messages. The method analyzes the received RREQ mes-

sages to determine the number of hops in the path between

two communicating nodes. When an intermediary node

receives an RREQ packet, it looks up its routing table to

check for existing routes. In case the entry is already in the

table, it updates its neighborhood relation information

containing next-hop and number of hops. The graph is thus

constructed, and the distances are calculated for the routes

from source to destination. The nodes with the shortest path

are grouped as suspected nodes. A link is termed as WH

when the ratio between the length of the shortest path

through the neighbors and the shortest path through the

suspect nodes is greater than the detection threshold value.

This method does not require any special positioning tools

or clock synchronization. The accuracy of this method is

based on the accuracy of the threshold value. The threshold

value determines the number of false positives. Further-

more, the detection rate is better for longer values of the

WH tunnel. For smaller values, the accuracy is not up to

the mark but for hop length greater than five nodes; the

detection accuracy is 100%. This method, however,

increases the end-to-end delay (ETE).

Tables 2 and 3 present the summary of the counter-

measures used against the SF and WH attacks, respec-

tively. The tables highlight the significance and limitations

of the currently deployed counter-measures.
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4 Proposed framework for mitigating SF
and WH attacks

The majority of the current H-IoT systems follow a cen-

tralized model in which various nodes are identified,

connected, and verified through a central node from cloud

services with high data storage capabilities [51]. How-

ever, such kind of centralized model requires highly

specialized and expensive infrastructure that impedes the

large scale deployment of H-IoT systems. Another chal-

lenge associated with such network models is scalability,

as the number of wearables is growing exponentially. This

increased communication in the network leaves the net-

work to become more vulnerable to security threats.

Hence, securing the communication between the critical

devices in an H-IoT system is becoming more complex.

Table 2 Counter-measures against selective forwarding attack and their limitations

References Key concept Significance Limitations

[31] Reputation Table based method to detect and eliminate

Selective Grayhole attack (SGHA)

Can detect SGHA that usually

confuse other approaches

Computationally and resource

intensive approach

Improves data delivery rate near

the gateway node

Additional memory requirements

for table maintenance

[33] Attack detection using three types of control packets,

Report, Acknowledgment and Alarm packets

Upstream and downstream

detection processes are varied

Is prone to increased calculation

and overhead

False alarms are generated which

need to be verified by the

source node or BS

Large delay incurred

[34] Attack detection and data recovery using Per-Hop

Acknowledgment (PHACK)

High detection accuracy Not effective for mobile IoT

Lost data recovery Poor energy efficiency at the

periphery

[35] Implemented a modified AODV protocol Can detect and mitigate single as

well as collaborative Selective

Forwarding attack

Has been tested for a small

network only

Nodes away from the BS face

high latency

Not suitable for a large network

[36] CSR-A methodology implemented to detect the

Selective Forwarding attack

Improves packet delivery ratio by

approx. 10%.

High computational overhead

Can be implemented along with

any routing protocol

Storage requirements for

reputation table

[37] Sequential Probability Ratio Test (SPRT) and adaptive

threshold of acceptable probability of dropped packets-

based methodology

Suited to mobile networks using

IPv6 based RPL protocol

High overhead involved

High detection rate Network congestion due to large

number of ‘Hello’ packets

[38] Anomaly-based Intrusion Detection System called mIDS Less overhead as parameters are

locally evaluated

False alarms affect the

performance

Uses Binary Logistic Regression (BLR) for classification Offline evaluation

[39] Extended Data Routing Information (EDRI) based

approach for MANETs

Used for detection of Blackhole

attack, a subset of SF attack

High overhead caused due to use

of additional control packets

Suitable for collaborating nodes

and detection of multiple

malicious nodes

Increased network traffic

Delay increased

[40] Attack detection using a three-tier solution. Can recover lost packets Additional computational

overhead

Composed of SCAD, timeout and hop by hop

mechanism

Not suitable for active detection

when multiple nodes are

colluding

[41] Three tier approach, detection of malicious, securing the

data using ECC & packet validation and secure routing

using CS algorithm

High performance and energy

efficiency

Latency not optimized for H-IoT
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Therefore, a decentralized approach is required to tackle

such issues. Next, in this section, we briefly explain the

blockchain technology and its potential advantages for

H-IoT. At the end of the section, we propose a block-

chain-based framework for mitigating SF and WH attacks

in H-IoT.

4.1 Blockchain technology and its advantages
for H-IoT

Blockchain technology is a distributed decentralized ledger

that maintains data records and transactions (TX), where

TXs are made by the nodes of the network and are recorded

in the block [26]. The blocks are arranged in a time

sequence and are assigned a timestamp, once added to the

chain. The decentralized nature of blockchain does not

require any central entity for administration. Moreover,

blockchain technology is a cryptographic technology that is

designed to ensure the prevention of data distortion and

guarantee highly secure TXs. The blocks in the blockchain

are hashed to their previous blocks, which means that a

new block (possibly the malicious) cannot be substituted in

between the blocks. Essentially, an extended block cannot

be changed as well.

Today, blockchain integration into the IoT systems is

rising [52]. A growing number of IoT-based industries are

investing in blockchain technology. Therefore, one of the

most interesting emerging trends is the potential integration

of blockchain technology and H-IoT. A decentralized IoT

network can provide blockchain technology with the ability

to solve many of its security challenges, such as SF attack

and the WH attack. The capabilities like decentralization,

trustworthiness, autonomy, and scalability, make block-

chain a potential complementing technology in the H-IoT

ecosystems. For example, in the context of H-IoT security,

blockchain can be used to ensure the secure and trustful

Table 3 Counter-measures against wormhole attack and their limitations

References Key concept Significance Limitations

[32] Timing based approach Reduced computational load Failure to record timing renders

process ineffectiveNo requirement for synchronized clocks

and one-to-one communication between

the neighbors

[42] Uses a pre-shared key among the neighbouring

nodes to verify the identity of the nodes

Highly effective in detecting the wormhole

attacks

Not effective if the malicious node

is present at the deployment stage

[43] Based on calculation of the RTT and

comparison with the system data rates of

IEEE 801.11g

Protocol for securing the Dynamic State

Routing (DSR) protocol

Additional computational

requirements. Increased latency

[44] Network partitioning into sectors using

‘Mobile Agents’

Prevents the participation of malicious

nodes in the routing table formulation

Increased energy consumption

Increased packet drop ratio

[45] Verifies the high capability nodes using

hardware checks to keep malicious nodes out

of routing tables

For mitigation process, End-To-End delay

is improved

For normal process, ETE delay is

increased

Jitters are observed when mitigating

the Wormhole attack

[46] The Wormhole Resistant Hybrid Technique

(WRHT) is implemented

Highly promising detection accuracy and

can be used with any routing protocol

Effectiveness against multiple

wormhole channels is not

established

High computational cost

[47] Modified AODV protocol for multipath

detection called AOMDV

Increased throughput Additional computational overhead

[48] Machine learning based IDS called ML-IDS Tailored for RPL based 6LoWPAN Need computational resources for

complex calculations

Three sub approaches, KM-IDS, DT-IDS and

Hybrid IDS

Significant accuracy Number of false alarms is

significant

[49] Area Border Router (ABR) and the Sensing

Aware Nodes (SANs)

High accuracy Requires specialized hardware for

positioning

Provides backup mechanism Complex to implement

[50] Graph Based Approach for MANETs High accuracy with optimal values The value of threshold requires

careful selection. Process of

selection not clear

Requires no additional hardware Increased End-to-End delay
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processing of critical TXs, the tracking of TXs, and the

coordination of a large number of IoT-based smart devices.

Another key importance is that blockchain technology can

ensure the proper management of the health-related infor-

mation at various levels. In addition to this, it records TXs

in order, which means that the history of connected H-IoT

devices can be recorded.

Owing to the fact that blockchain technology operates

without the necessity of a centralized administrator, we see

that integration possibilities and advantages are actually

endless. There are three key benefits of using blockchain

for H-IoT; building trust among the connected nodes,

reduces costs, and accelerates transactions among the

connected nodes [53]. By building trust between parties

and devices, it reduces the risk of collusion and tampering.

Blockchain technology reduces cost by removing overhead

associated with intermediate nodes. It accelerates TXs

between the connected nodes by reducing settlement time

from days to near-instantaneous.

4.2 Blockchain-based framework for H-IoT
security

In this section, we propose a blockchain-based framework

for mitigating SF and WH attacks in an H-IoT environ-

ment. Our proposed framework suggests two scenarios for

using blockchain technology to provide H-IoT network

security (as shown in Fig. 5). In the first scenario, an H-IoT

service provider integrates healthcare devices (sensors,

wearables) to receive and transmit data and connects these

devices to a blockchain network. At this point, blockchain

technology provides the ability for the connected H-IoT

devices to exchange messages, make orders, and complete

TXs. The trustworthiness of the blockchain can mitigate

the security attacks like SF and WH because these attacks

use trust-less backdoors to attack the network. The client

nodes (sensors) are connected to the gateway, which has

sufficient energy and memory resources. Therefore, the

gateway acts as an edge node. The blockchain is imple-

mented at the edge node, which keeps the record of all the

sensor nodes that join the network and who are authorized

to send and receive data. If a malicious node tries to

impersonate an authentic node, the blockchain is able to

identify the malicious node. Additionally, all the sensor

nodes keep track of the data traffic sent by them and update

the gateway periodically. Since the gateway also knows the

amount of data it receives from each client, it is able to

detect any traffic pattern anomalies and also localize the

source of the problem. The cloud also maintains a larger

blockchain that implements the same principles for

enhancing the scalability of the system. The stored data is

processed using Big Data analytics to obtain a diagnosis for

the user. Additionally, the analysis of the traffic flow from

the gateway blockchain can help in real-time detection of

SF and WH attacks.

The transparency in the blockchain makes it a suit-

able candidate for technology for enhancing the security of

the network. In order to build trust between the nodes, the

nodes connected with the gateway, share a pair of cryp-

tographic keys. The keys are generated when a node is

added to the network. Each of the transactions that they

make, i.e., send or receive the data, is signed with their

respective keys. The blockchain is implemented on the

gateway that acts as an edge node. The gateway checks

Fig. 5 The blockchain-based SF and WH attacks mitigation framework scenarios
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each nodes’ block for the cryptographic key. If the keys

match, only then the block is allowed to be broadcasted in

order to be approved by the miners. This authentication at

the gateway can help in building trust in the nodes and

avoid malicious nodes to take up false identities. Addi-

tionally, the malicious data from attackers can be prevented

from being added to the database, thus protecting the

integrity of the datasets. Algorithm 1 summarizes this

approach.

In the second proposed scenario, Ethereum [54] smart

contracts can be implemented into the H-IoT system in

order to automate and regulate the healthcare services

subscribed by the trustful nodes. Ethereum is a global,

open-source blockchain platform for decentralized IoT

applications, which provides the facility to write code that

controls the digital information, runs as it is programmed

and can be accessed from everywhere over the Internet.

The reason we propose the use of Ethereum into the H-IoT

framework for mitigating security issues is that it allows a

seamless and safe exchange of TXs between connected

nodes just as it performs in blockchain-based digital

cryptocurrencies [55]. The services that are subscribed by

the user are regulated by the terms and conditions of the

smart contract, and if there are any violations of the terms

and conditions, remedial actions can be automatically put

into motion. The nodes in the blockchain subscribe to a

service according to a smart contract. The wearables or

nodes are identified using their unique keys. They enter in

an agreement with the service provider to use the block-

chain services provided by the Ethereum. The crypto-

graphic-authentication of the nodes using the keys helps in

securing the network from malicious nodes destabilizing

the H-IoT. The Algorithm 2 illustrates the same.

4.2.1 Sample implementation scenario

Considering a WBAN based health monitoring system in a

closed environment. The WBANs consist of a number of

sensors connected to a gateway. A number of WBANs

work collaboratively with each other to constitute a H-IoT.

Figure 6 depicts this implementation scenario. The gate-

ways, which are more capable than the other nodes par-

ticipate in the blockchain. The gateways, which act as

miners in the blockchain are able to verify a transaction by

participating in a consensus algorithm [56]. The gateways

are also able to create blocks and add to the blockchain

after completing the consensus algorithm. The gateway

nodes join the H-IoT and join the blockchain as miners.The

Algorithm 1 is followed by the nodes to agree upon the

identity of the nodes that try to add the data to the block-

chain via the gateway that they are connected with. The use

of consensus mechanism allows the participants in the

blockchain to validate the authenticity of the block [57].

Since, the H-IoT system has a number of constraints in

terms of resources, a lightweight mechanism proposed in

[58] is followed for consensus. The TrustChain algorithm

proposed is a permission-less and tamper-proof data

structure that is used to store the transactions. The

TrustChain is observed to be resistant to the Sybil attack

[59]. The resistance against the Sybil attack allows a

measurable defense against the 51% attack [60].

Additionally, the access to the blockchain can be gov-

erned by a LSA. In the structure as depicted in the Fig. 6,

the gateways are able to access the blockchain via a set of

rules defined in a smart contract, implemented using

Ethereum. The Algorithm 2 governs the interaction

between the gateway and the blockchain in this scenario.

5 Future research and recommendations

The limitations in the state-of-the-art counter-measures

against the security threats in H-The methodologies dis-

cussed in Sect. 3 are insufficient for use in H-IoT due to
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several critical drawbacks. The essential features of H-IoT

include low latency and low overhead. Therefore, we

identify and highlight these flaws in the H-IoT. The limi-

tations identified in the preceding sections open vast ave-

nues for research in mitigating SF and WH attacks. We

classify future research directions as follows,

1. Scalability The majority of current methodologies have

limited effectiveness in large-scale networks. Since the

H-IoT concept has been conceived for large-scale

deployment, the current methods face issues like large

delay and increased packet drops during packet trans-

port. Large-scale IoT deployment requires maintenance

of packet delivery ratio and negligible latency through-

out the entire network. Methodologies based on

distributed network controllers such as Software

Defined Networks (SDNs) and Edge Computing can

assist in alleviating this challenge.

2. Computational overhead The sensor nodes in the

H-IoT are constrained in terms of power and energy.

However, the current techniques incur a high compu-

tational cost, which requires computational and energy

resources. Low computational methods take prefer-

ence. Edge computing can play a definitive role in

mitigating overhead constraints as the nodes can share

the computational load with the edge devices. Low

computational requirements also enhance energy

efficiency.

3. Active detection or real-time operation As the security

threats are becoming increasingly adaptable to current

methods, the techniques for active detection of the

attacks are required. Several colluding nodes may carry

out orchestrated attacks, which are not detected by the

traditional methods. Thus, an approach to counter such

attacks is essential for better network security. Machine

learning (ML) can contribute to the development of

real-time detection methodologies. Additionally,

H-IoT networks are highly dynamic. To differentiate

between the malicious and genuine nodes in a changing

environment, active attack detection, and localization

techniques can be implemented. Artificial Intelligence-

based approaches can trigger critical breakthroughs in

this direction [61]. However, current ML algorithms

are computationally complex. Therefore, low com-

plexity and energy efficient ML algorithms are

required.

4. Energy efficiency The WBAN nodes are designed for

high energy efficiency, but the counter-measures

against the network attacks require additional power.

The energy efficiency remains the most critical chal-

lenge in the deployment of H-IoT systems. Energy-

efficient sensor designs and alternative novel power

sources can be explored to enhance the energy

efficiency of the nodes [62]. The use of energy

harvesting from the human body can be explored

[63]. The implantable sensors can utilize the body heat

for fulfilling the energy requirements, therefore

improving the lifetime of the overall system. The

development of light-weight protocols can further

improve energy efficiency without compromising the

QoS of the system.

5. Latency The H-IoT is a time-critical system, and hence,

the latency is required to be minimal. The need for low

latency counter-measures is of paramount importance.

The implementation of distributed architecture can

effectively improve the delay-wise performance of the

system. The fog/edge paradigm enables the implemen-

tation of security mechanisms that require higher

computational capabilities in a decentralized scenario.

The virtualization of network management functions

using SDNs can be explored to implement security

protocols without incurring an additional computa-

tional load on the resource-constrained nodes.

6. Modern technologies The effect of ML on various

operational aspects of H-IoT is very profound. The

contribution of ML as an enabling technology for

Fig. 6 Sample scenario for

proposed implementation
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underlying processes as well as for data processing is

immense. ML is being used for securing the data and

network information. Intrusion detection systems

(IDSs) based on the ML algorithms are highly efficient,

but they require computational power, which is scarce

in H-IoT nodes. Therefore, RL methods can be

explored for the implementation of security systems

in H-IoT scenario. The introduction of ML especially

the Reinforcement Learning (RL) techniques can

enhance the energy efficiency in mesh networks

without incurring the computational overhead [64].

The use of AI-based solutions for ensuring the data

delivery can be explored while considering multiple

uncertainty introducing factors [65].

The use of distributed architectures can effectively

improve the security of the system as the segments of

the network can be analyzed thoroughly to detect any

anomalies. The Fog/Edge computing enables the

distributed design of an H-IoT network. The Fog/Edge

nodes allow the implementation of security mecha-

nisms that require higher computational capacities

which are otherwise not available in an H-IoT system

[66]. The immutable and transparent nature of the

blockchains has allowed them to find their way in a

diverse set of applications [67]. Blockchain involves a

network of nodes that can view all the information and

therefore maintain trust and security by scrutinizing the

data that is added to the blockchain. Blockchains can

be used for maintaining the record of the sensor in the

network, their contribution to the data sets and building

trust among the participating nodes. Taking into

consideration the issues mentioned above, we can

additionally explore the areas like cryptographic ver-

ification techniques for neighborhood sensing. Trust-

based approaches can enhance the security of data

shared between the neighboring nodes [68].

6 Conclusion

The H-IoT constitutes a system of sensors that monitor the

physio-chemical data generated by the physiological pro-

cesses in the human body. The processed data is used for

generating the mathematical models for the detection of

anomalies and detecting any emergencies. The transmitted

data is highly sensitive and demands immunity from

unauthorized modifications. This paper presents the char-

acteristics of the Selective Forwarding (SF) and Wormhole

(WH) attacks in IoT systems which cause an information

deficit in the network. A variety of approaches have been

adopted by to protect this sensitive data from being

accessed and modified without authorization. A number of

diverse counter-measures are reviewed to highlight their

significance and limitations. These counter measures use a

diverse methodologies, including modifying network layer

protocols, modifying control data, implementing ML. The

limitations of the state-of-the-art counter-measures are

highlighted. These drawbacks are studied to generate a

blockchain based security model. In addition, we propose a

framework to exploit the features of blockchain for miti-

gating these security issues in H-IoT systems. Proposed

framework suggests using two scenarios for the imple-

mentation of blockchain for security in H-IoT. Finally, we

outline a number of future research directions aimed at

improving the security of the H-IoT systems against SF and

WH attacks.

As future work, we aim to implement our proposed

framework for mitigating trust-based security issues in

H-IoT. Moreover, the requirements of H-IoT remain very

critical of latency and data integrity; hence, a guarantee of

these features remains of utmost importance. Therefore, we

also aim to explore the proposed framework from the point

of view of these key requirements.
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