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Abstract

The Internet of Things (1oT) revolution is allowing an explosive growth in the number of connected devices over
the internet, especially in the field of medical monitoring. The network of sensors transmitting vital patient-
generated data connected to each other constitute the healthcare internet of things or H-loT. The Selective
Forwarding attack and the Wormbhole attack cause information deficit in the network and disrupt the routing paths
of the patient-generated data respectively. Therefore, the need for security is paramount as ever increasing volume
of sensitive medical data is transmitted over the internet. In this paper, we explore the threats faced by the body
area networks due to Selective Forwarding attack and the Wormhole attack and we also study the counter-
measures that are deployed against these attacks and identify their merits and limitations.

l. Introduction

A network of sensors and actuators associated with human bodies, which are connected together over a radio
network is termed as a Wireless Body Area Network or WBAN. A typical WBAN follows a three layered
architecture [1]. The first layer is the sensor or the device layer. It consists of wearables or implants that can measure
physiological data called Patient-Generated Data (PGD). These sensors are connected to a Base Station (BS) [2].
Between the first and BS, Bluetooth Low Energy (BLE), ZigBee and Wi-Fi are the most popular communication
technologies used to transmit data from the end devices to the BS. The PGD is received at the base station from the
sensors and is then sent for storage and processing. The second layer is constituted by a long range link that connects
the gateway to the cloud or the servers. Low Power Wide Area Network (LoRaWAN), Sigfox and Narrowband
(NB-10T) are used in this layer [3]. The PGD is then sent over to the third layer, the cloud or servers for storage and
analytics. The analytics help in the modeling of physiological processes in the human body and diagnosis [4].

The communication between the three layers is secured by the use of security protocols. However, there are
loopholes and vulnerabilities that can be exploited to listen to PGD without authorization, interrupt the data stream,
introduce malicious data or even bring the entire system down. Selective Forwarding attack is one such threat that
is responsible for creating information deficit in the network by dropping selective data packets during transmission.
Similarly, Wormhole attack tries to disrupt the transmission routes by creating unauthorized links within a network.
Therefore, it is necessary to secure the network from such threats.

The rest of the paper is organized as follows. The Selective Forwarding and Wormhole attacks and the appropriate
counter-measures are discussed in section I1. Section 111 explores the limitations of these countermeasures and future
research directions. Section IV concludes the paper.

I1. Security Challenges

The transmission or the network layer of the H- 10T architecture is responsible for the transmission of data from
sensors to the cloud or servers. At this layer, there are a number of threats that can undermine the authenticity and
integrity of the data. The two major attack types at the network layer are, 1) internal attacks and 2) external attacks.
The internal attacks affect the nodes from within the network, either a legitimate node is compromised or a malicious
node is introduced that has internal information about the network. On the other hand, external attacks are launched
from outside the network where the attacker has no internal information about the network. [5]

Tomi¢ et.al [6] identified various threats and their mode of operation at the different layers of the 10T network.
Selective Forwarding attack operates by filtering the data packets from certain nodes while allowing data from other
nodes. However in the Black Hole attack information deficit is created by dropping all the packets coming into the
node. Wormhole attack creates an unauthorized link between two malicious nodes at different locations in a network
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Figure 1. Operation of Selective Forwarding Attack

and sends data to the undesirable destination node. In this paper, we focus on the Selective Forwarding and the
Wormhole attacks, which are internal threats at the network layer. These attacks are hard to detect as their affects
can be similar to network disruptions caused by factors like poor channel, link quality, and node failure or even
energy constraints. The overall performance of the network is degraded by the erroneous routing decisions. There
is an increased threat of compromising the highly sensitive patient-generated data during these two attacks. The
Wormhole attack has been observed to accompany other attacks [7], thus, its detection could help in securing the
network from a range of network layer attacks too. In this paper we explore some of the most recent works in this
direction.

a. Selective Forwarding Attack

The Selective Forwarding attack (SFA) involves the dropping of certain packets from the selective internal nodes.
When a node drops all the packets, it is termed as a Black Hole attack. Figure 1 depicts the SFA operation. SFA is
difficult to detect as there can be a number of reasons for the packet dropping such as an unreliable channel or
medium access collisions, hence, careful analysis is required for the detection of SFA. The malicious node can
selectively forward packets with reliability, therefore suppressing the suspicion about the errors in routing. Several
measures have been presented for the detection and mitigation of SFA by using different features of an loT network.

1. Multi Approach Mechanism: Mehetre et al [8] propounded a protocol that computes a secure and trusted
route from source to destination for the WSNSs. It is founded on three principal steps viz. detection of
malicious nodes, securing the packets and finding a secure route. The use of Detection Packet (DP) for node
detection is coupled with trust mechanism. Then, a dual assurance scheme is employed which includes a
Selective Forwarding-based packet validation, and the data from the source node is encrypted using the
elliptic curve cryptography (ECC) in order to make the forwarded data packet secure. A secure routing path
is identified in the entire path transmission using the trust path selection, and Cuckoo Search (CS) algorithm.
This algorithm provides an energy efficient and reliable counter-measure against SFA attack. The
comparative analysis showed a satisfactory performance, but the latency incurred was not suitable for
healthcare applications which essentially should be minimal.

2. Acknowledgement Based Approach: Liu et al. [9] proposed a Per-Hop Acknowledgement (PHACK) based
detection scheme for SFA, which can effectively detect the attack and additionally recover from the attack.
In this scheme, each intermediate node along a forwarding path is responsible for sending acknowledgement
packets (ACK) to the source node for each packet received. The confirmation information is sent to the sink
node via different paths to avoid single path failure. This method is also able to identify the suspect nodes
and removing them from the routing path. The routing path is reorganized and packets are resent in a bid to
recover the lost data. This method has an improved detection accuracy but makes no improvement in energy
efficiency of the network hotspots. The simulations have shown an increase in energy use at the periphery
of the network. Additionally, this scheme is not suitable for mobile WSN’s like in case of H-IoT.

3. Rule Based Approach: Alajami et al. [10] presented a rule based intrusion detection system (IDS) to detect
the SFA. The system has three layers viz. (1) Data Receiving Layer which stores the information required
for rule processing; (2) Rule Processing Layer is used for matching the information with the applicable
rules; (3) The Detection Layer makes the routing decisions based on the information from the above layers.
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Figure 2. Wormhole Attack in a Network

This approach uses low energy and computational resources, however, it is not suited for detecting dynamic
attacks which are adaptable to the network security mechanisms.

b. Wormhole Attack

A Wormhole attack is a passive nature attack which creates a malafide link between two points, usually to the
malicious node, within the network. Wormhole attack creates a shortcut between source and destination by creating,
either a high-quality wireless out-of- band link or a wired link for the construction of Wormhole tunnels [22] as
shown in Figure 2. If an attacker is able to execute a Wormhole attack, there is a high probability that malicious
nodes can use it for traffic analysis or cause a Denial-of-Service (DoS) attack by dropping certain data or control
packets [17].

1. Probability Based Approach: The Wormhole Resistant Hybrid Technique (WRHT) has been proposed by
Singh et al [11]. It combines the use of Watchdog algorithm and Delphi method to detect the presence of a
Wormhole attack. WHRT is considered as an offshoot of the Ad-hoc On Demand (AODV) routing protocol.
During the route discovery phase of AODV, time delay probability per hop is calculated and using this time
delay probability for the complete path is calculated. The per hop time delay probability (TDPy) is measured
to further calculate time delay probability (TDPs) for the complete path. Then packet loss probability per
hop is calculated and also the packet loss probability for the complete path. These values are used to
determine if a Wormhole link exists or not. This approach has been found highly effective against
Wormhole attack with a better detection accuracy

2. Modified AODV: Amish et al. [12] postulated a modified version of the AODV protocol called Ad-hoc On-
demand Multipath Distance Vector (AOMDYV) routing protocol which detects the multiple paths that exist
between two nodes. The sender nodes sends a request (RREQ) packet to the destination node from a known
route in the routing table. If no route is present, the sender broadcasts it. As a reply, the response (RREP)
packet is received by the sender via multiple paths that exist between the two nodes. To detect the malicious
path or the wormhole, the node calculates the round trip time (RTT) and a threshold RTT value to compare
the reliability of different paths. This method can be applied in mobile WSN’s but have a large
computational overhead.

3. Range Free Localization Methods: Garcia-Otero et al [13] put forth two counter-measures against the
wormhole attacks using range free localization scheme. The novel approaches postulated use the “sensor
localization with ring overlapping based on comparison of received signal strength indicator” (ROCRSSI)
algorithm. The first method detects and localizes the Wormhole node simultaneously. The second approach
tries to localize the Wormhole node post detection. The simultaneous detection and localization approach
involves calculation of the location and Received Signal Strength (RSS) by the unknown-location nodes
based upon the information broadcasted by the anchor nodes via beaconing packets. The node is able to
decide the real distance from each anchor node by applying a monotonicity constraint. The unknown-
location node computes the endorsements from each cell in its periphery to determine if it wants to join the
network. In the localization post detection approach, the similar process is carried out with the roles reversed.
The tested node broadcasts its information to the anchor nodes so that the anchor nodes calculate the RSS
values. The verification is positive if the RSS values are consistent with the advertised position. The
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decision node gives a decision based on the number of discrepancies at each anchor node which should be
less than the threshold value. This approach is very accurate if a large number of anchor nodes are present.
The shadowing effects prove detrimental to the accuracy of this approach.

I11. Limitations and Future Scope

The methodologies discussed in the section 1l face some drawbacks. The requirements of H-10T include low latency
and low overhead due to its critical nature. Therefore, we identify and highlight these weaknesses. Table 1 presents
the summary of the counter-measures discussed in the preceding sections and also provides an insight into the
limitations of these countermeasures. The current techniques usually have limited effectiveness in large networks.
Since, H-1oT concept is aimed for large scale deployment, the current methods face issues like large delay and
increased packet drops when deployed in large scale scenarios. There is a need to develop methods suited for a large
scale deployment. The nodes deployed are usually low on computational power due to energy constraints. Therefore,
low overhead incurring methodologies need to be explored. Active Detection Methods (ADM) or real-time
operation should be developed for ever evolving security threats that are adapting to the new network scenarios.
Needless to say, the energy efficiency needs be improved by introducing low computational methodologies. One of
the primary requirements is the reduction of latency as H-10T is a time critical system.

1VV. Conclusion

H-loT constitutes a network of body sensors which transmit the physio-chemical data of the body over the internet.
The data being sent is highly sensitive and is prone to a multitude of attacks. Therefore, in this paper we reviewed
the conceptual working of the Selective Forwarding and Wormhole attacks, their significance and the counter-
measures deployed to tackle these attacks. Each counter-measure is weighted for its advantages and the limitations.
The need for security in such networks is critical and thus, the highlighted limitations invite a need for novel and
effective solutions. Finally, we presented the open research issues and future directions pertaining to the mitigation
of Selective Forwarding and Wormhole attacks.

Table 1: Countermeasures and their limitations against Selective Forwarding and Wormhole attack

Attacks | References Key Concept Significance Limitations
o Three tier approach, detection of | e High performance and | e Latency not optimized for
malicious, securing the data using energy efficiency. Healthcare loT.
Mehetre et o
ECC & packet validation and
al. [8] - -
secure  routing using CS
algorithm.
e Per-Hop Acknowledgement | e Good detection accuracy. | ¢ Not suitable for mobile
L _ (PHACK) based detection and | e Recovery of lost packets. WSN’s
) Liu etal. [9] recovery. e Energy efficiency  needs
improvement.
e Rule based Intrusion Detection | e Low storage | e Not suited for dynamic
Alajmi et al. System (IDS) requiremen_ts. N attacks.
[10] o Energy saving ability.
e The Wormhole Resistant Hybrid | e Highly promising | e Effectiveness against multiple
; Technique (WRHT) is detection accuracy and wormhole channels is not
Singh et al. . - -
[11] implemented. can be used with any established.
routing protocol. e Complex calculation required.
e Modified AODV protocol top | e Improved throughput. ¢ High computational overhead.
Amish et al. detect multiple paths called o Red_uced Packet Delivery
T AOMDV Ratio.
[12]
=
¢ ROCRSSI based Wormhole | e High detection accuracy. | e Not effective under
localization and detection. e Simultaneous  detection shadowing effects.
Garcia-Otero and localization approach | e Accuracy depends on number
etal [13] as well as localization | of anchor nodes.
post detection approach is
presented.
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