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Preface

Medical informatics, also known as healthcare analytics, is a useful tool that can assess and monitor

health-related behavior and conditions of individuals outside the clinic. The benefits of medical infor-

matics are significant, including improving life expectancy, disease diagnosis, and quality of life. In

many individual situations, a patient requires continuous monitoring to identify the onset of possible

life-threatening conditions or to diagnose potentially dangerous diseases. Traditional healthcare sys-

tems fall short in this regard.

Meanwhile, rapid growth and advances have occurred in the digitization of information, retrieval

systems, and wearable devices and sensors. Our times demand the design and development of new

effective prediction systems using machine learning approaches, big data, and the Internet of Things

(IoT) to meet health and life quality expectations. Furthermore, there is a need for monitoring systems

that can monitor the health issues of elderly and remotely located people. In recent times, big data and

IoT have played a vital role in health-related applications, mainly in disease identification and diag-

nosis. These techniques can provide possible solutions for healthcare analytics, in which both struc-

tured and unstructured data are collected through IoT-based devices and sensors. Machine learning

and big data techniques can be applied to collected data for predictive diagnostic systems. However,

designing and developing an effective diagnostic system is still challenging due to various issues

like security, usability, scalability, privacy, development standards, and technologies. Therefore

machine learning, big data, and IoT for medical informatics are becoming emerging research areas

for the healthcare community.

Outline of the book and chapter synopses
This book presents state-of-the-art intelligent techniques and approaches, design, development, and

innovative uses of machine learning, big data, and IoT for demanding applications of medical infor-

matics. This book also focuses on different data collection methods from IoT-based systems and

sensors, as well as preprocessing and privacy preservation of medical data. We have provided potential

thoughts and methodologies to help senior undergraduate and graduate students, researchers,

programmers, and healthcare industry professionals create new knowledge for the future to develop

intelligent machine learning, big data, and IoT-based novel approaches for medical informatics appli-

cations. Further, the key roles and great importance of machine learning, big data, and IoT techniques

as mathematical tools are elaborated in the book. A brief and orderly introduction to the chapters is

provided in the following paragraphs. The book contains 23 chapters.

Chapter 1 presents a survey of machine learning and predictive analytics methods for medical in-

formatics. This chapter focuses on deep neural networks with typical use cases in computational med-

icine, including self-supervised learning scenarios: these include convolutional neural networks for

image analysis, recurrent neural networks for time series, and generative adversarial models for cor-

rection of class imbalance in differential diagnosis and anomaly detection. The authors then continue

by assessing salient connections between the current state of machine learning research and data-

centric healthcare analytics, focusing specifically on diagnostic imaging and multisensor integration

as crucial research topics within predictive analytics. Finally, they conclude by relating open problems
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of machine learning for prediction-based medical informatics surveyed in this article to the impact of

big data and its associated challenges, trends, and limitations of current work, including privacy and

security of sensitive patient data.

Chapter 2 presents a proposed model for geolocation aware healthcare facility with IoT, Fog, and

Cloud-based diagnosis in emergency cases. An end-to-end infrastructure has been modeled for the

healthcare system using geolocation-enabled IoT, fog, and cloud computing technology to identify

the nearest hospital or medical facility available to the patient. It has also achieved 25%–27% less delay

and 27%–29% less power consumption than the cloud-only environment.

Chapter 3 aims to capture the status of medical computer vision threats and the recent defensive

techniques proposed by researchers. This chapter intends to shed light on the vulnerability of machine

learning models in medical image analysis, e.g., disease diagnosis, and to become a guide for any

researcher working in medical image analysis toward the development of more secure machine

learning-based computer-aided diagnosis systems.

Chapter 4 demonstrates a model for skull stripping and tumor detection from brain images using 3D

U-Net. The demonstrated model has been tested over 373 MRIs of the LCG Segmentation Dataset,

showing good standard performance over metrics of dice coefficient, and the accuracy results are

competitive with the existing methods.

Chapter 5 addresses the issue of corrupted laparoscopy video by haze, noise, oversaturated illumi-

nation, etc., in minimally invasive surgery. To effectively address the issue, the authors have proposed

a novel algorithm to ensure the enhancement of video with faster performance. The proposed C2D2A

(Cross Color Dominant Deep Autoencoder) uses the strength of (a) a bilateral filter, which addresses

the one-shot filtering of images both in the spatial neighborhood domain and psycho-visual range; and

(b) a deep autoencoder, which can learn salient patterns. The domain-based color sparseness has further

improved the performance, modulating the classical deep autoencoder to a color dominant deep

autoencoder. The work has shown promise toward providing a generic framework of quality enhance-

ment of video streams and addressing performance. This, in turn, improves the image/video analytics

like segmentation, detection, and tracking the objects or regions of interest.

Chapter 6 presents an alternative way of estimating respiratory rate from ECG and PPG by using

machine learning to improve estimation accuracy. The proposed methods are based on respiratory sig-

nals extracted from raw signals and use a support vector machine (SVM) and neural network (NN) to

estimate respiratory rate. The proposed methods achieve comparable accuracy to current methods

when the number of classes is low. Once the number of classes increases, the accuracy drops

significantly.

Chapter 7 serves as an introductory guideline to address the challenges and opportunities while de-

signing machine learning-enabled Healthcare Internet of Things (H-IoT) networks. It provides a dis-

cussion on traditional H-IoT, challenges, and opportunities in the Network 2030 paradigm. It also

discusses potential machine learning techniques compatible with H-IoT and points out open issues

and future research directions.

Chapter 8 presents a skin lesion segmentation approach based on the Elitist-Jaya optimization al-

gorithm. The proposed method contains two stages: image preprocessing and edge detection. The ex-

perimental sample consists of a set of 320 images from the skin lesion dataset. The outcomes proved

that the proposed approach improved the segmentation accuracy of the affected skin lesion area and

outperformed the compared methods.

Chapter 9 provides its readers with an all-encompassing review that will enable a clear understanding

of the current trends in glove-based gesture classification and provide new ideas for further research. The
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authors have analyzed deep learning approaches in terms of their current performance, advantages over

classical machine learning algorithms, and limitations in specific classification scenarios. Furthermore,

they present other deep learning approaches that may outperform current algorithms in glove-based

gesture classification.

Chapter 10 presents an ensemble approach for evaluating the cognitive performance of the human

population at high altitude. The authors identify the key multidomain cognitive screening test

(MDCST) and clinical features among the lowlander (�350 m) and highlander (�1500 but

<4300 m) populations, staying at an altitude�4300 m for a prolonged duration. A goodness-of-fit test

was applied to the two population cohorts for identifying significant independent measures. Rule-based

mining was followed to discover associative rules between the clinical, behavioral, and cognitive

screening parameters. Conclusively, a unique set of association rules have been identified with at

least 30% support and more than 60% confidence in behavioral and clinical features associated with

the cognitive parameters.

Chapter 11 presents the role of machine learning in expert systems for disease diagnostics in human

healthcare. The authors discuss essential existing expert systems for human disease diagnosis in detail.

They also provide a brief evaluation of various techniques used for the development of expert systems.

Chapter 12 presents an entropy-based hybrid feature selection approach for medical datasets. A

stable linear-time entropy-based ensembled feature selection approach is introduced, mainly focusing

on medical datasets of several sizes. The suggested approach is validated using three state-of-the-art

classifiers, namely C4.5, naı̈ve Bayes, and JRIP, over 14 benchmark medical datasets (drawn from the

UCI machine learning repository). The empirical results achieved from the datasets demonstrate that

the proposed ensemble model outperforms the selected learners.

Chapter 13 shows how to utilize machine learning algorithms to create models that can predict

healthcare systems’ critical issues. The chapter’s discussion relates to the COVID-19 pandemic and

highlights the solutions offered by machine learning in such scenarios. The chapter also highlights

the significance of feature engineering and its impact onmachine learning models’ accuracy. The chap-

ter ends with two case studies. The first case study shows how to build a prediction model that can

predict the number of diabetic patients who will visit certain hospitals in a specific geographic location

in future years. The second case study analyzes health records during the COVID-19 pandemic.

Chapter 14 presents an interpretable semisupervised classifier for predicting cancer stages. Authors

illustrate the self-labeling gray-box applications on the omics and clinical datasets from the cancer ge-

nome atlas. They show that the self-labeling gray-box is accurate in predicting cancer stages of rare

cancers by leveraging the unlabeled instances from more common cancer types. They discuss insights,

the features influencing prediction, and a global representation of the knowledge through decision trees

or rule lists, which can aid clinicians and researchers.

Chapter 15 presents an overview of applications of blockchain technology in smart healthcare. The

authors overviewed the fundamental blockchain concepts and applications to be used for different as-

pects of the smart healthcare industry and proposed a live patient monitoring system by deploying

blockchain technology in the model. Keeping an eye on recent technologies in connected healthcare,

they finally presented various research factors and potential challenges where blockchain technologies

can play an outstanding role in realizing the concept of smart optimization in the healthcare industry.

Chapter 16 focuses on clustering and classification techniques for the prediction of leukemia. The

proposed work consists of Phase I, which will be dealing with the collection of datasets and visuali-

zation of datasets, whereas Phase II will be dealing with the machine learning and data mining
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techniques for the prediction of leukemia disease. The authors claim that the proposed techniques

would give higher performance than the existing techniques.

Chapter 17 presents a performance evaluation of fractal features toward seizure detection from

electroencephalogram signals. The authors have evaluated the ability of three well-known fractal

dimension feature extraction methods (the Katz fractal dimension, Higuchi fractal dimension, and

Petrosian fractal dimension) to classify epileptic and nonepileptic electroencephalogram signals.

The features are fed to an SVM classifier for the classification of epileptic and nonepileptic electro-

encephalogram signals. The SVM classifier results show that the fractal features are good measures to

characterize the complex information of epileptic signals.

Chapter 18 presents an integer period discrete Fourier transform-based algorithm to identify tandem

repeats in the DNA sequences. The authors have discussed the importance of tandem repeats in diverse

applications. They proposed an integer period discrete Fourier transform (IPDFT)-based algorithm to

detect the tandem repeats in DNA sequences. A comparison of the proposed algorithm’s performance

has also been made with existing methods.

Chapter 19 discusses the scope, applicability, and usage of blockchain technology to preserve pa-

tients’ sensitive medical data. A framework is also proposed that allows patients and hospitals to store

medical records. The framework allows patients to share the information by providing access to their

data and by invoking smart contracts for automatic payments for their medical claims.

Chapter 20 presents a novel approach to securing e-health applications in the cloud environment.

The authors provide an algorithm to secure data in e-health applications in the cloud environment.

A new architecture for e-health applications in the cloud environment is proposed, which will provide

application-level security and server-level security using certificates.

Chapter 21 presents different ensemble learning algorithms and explains how these algorithms can

be used to classify health disorders. The authors have discussed an ensemble classifier approach for

thyroid disease diagnosis using the AdaBoostM algorithm.

Chapter 22 presents a review of the latest artificial intelligence research in this immense medical

science field, including various architectures and approaches, with special attention given to brain

tumor analysis. The authors discuss various deep learning architectures used to diagnose brain tumors

and compare results with existing architectures. They have examined case studies from basic

clustering techniques such as K-means clustering to fuzzy and neurotrophic C-means clustering

techniques and kernel graph cuts (KGC) to advanced artificial intelligence techniques such as deep

convolution neural networks (DCNs), atrous convolution neural networks (ACNs), and unit

architectures to find the area of interest in the coherent/incoherent regions.

Finally, Chapter 23 focuses on machine learning in precision medicine. An overview of how ma-

chine learning is used in precision medicine and its potential use in the detection, diagnosis, prognosis,

risk assessment, therapy response, and discovery of new biomarkers and drug candidates is presented

in this chapter.

We especially thank the Intelligent Data-Centric Systems: Sensor Collected Intelligence Series

Editor, Prof. Fatos Xhafa, for his continuous support and insightful guidance.

We would also like to thank the publishers at Elsevier, in particular, Chiara Giglio, Editorial

Project Manager, and Sonnini Ruiz Yura, Acquisitions Editor–Biomedical Engineering, for their

helpful guidance and encouragement during this book’s creation.

We are sincerely thankful to all authors, editors, and publishers whose works have been cited

directly/indirectly in this manuscript.
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1 Introduction: Predictive analytics for medical informatics
Medical informatics is a broad domain at the intersection of technology and health care which

aims to (1) make medical data of patients available to them and to healthcare providers, thus

enabling them to make timely medical decisions; and (2) manage this data for educational and

research purposes. According to Morris Collen, the first articles on medical informatics appeared

in the 1950s (Collen, 1986). However, it was first identified as a new specialty in the 1970s

(Hasman et al., 2014).

This section surveys goals, the state of practice, and specific task definitions for machine learning in

medical fields and the practice of health care. These sectors produce an enormous amount of data which

is highly complex and comes from heterogeneous sources: electronic health records (EHRs) (Thakkar

and Davis, 2006), medical equipment and devices, wearable technologies, handwritten notes, lab re-

sults, prescriptions, and clinical information. The application of predictive analytics to this data offers

potential benefits such as improved standards of care for patients, lower medical costs, and higher

resultant patient satisfaction with healthcare providers.

1.1 Overview: Goals of machine learning
Predictive analytics is a branch of data science that applies various techniques including statistical

inference, machine learning, data mining, and information visualization toward the ultimate goal of

forecasting, modeling, and understanding the future behavior of a system based on historical and/or

real-time data. This chapter focuses on machine learning (Samuel, 1959; Jordan and Mitchell,

2015) algorithms for building predictive models. In addition, we will survey applications of machine

learning to automation and computer vision, especially image classification, which in some medical

domains has achieved accuracy comparable to that of a human expert (Esteva et al., 2017). Sidey-

Gibbons and Sidey-Gibbons (2019) provided an introduction to machine learning using a publicly

available data set for cancer diagnosis. In recent years, deep learning (LeCun et al., 2015;

Goodfellow et al., 2016) has attained technical success and scientific attention in application domains

including medicine (Miotto et al., 2018) and health care (Kwak and Hui, 2019). Deep neural networks

such as convolutional neural nets (ConvNets or CNNs) have become the predominant state-of-the-art

method for analysis of images such as magnetic resonance imaging (MRI) scans, to predict diseases

such as Alzheimer’s disease (Liu et al., 2014).

Deep learning models face several challenges in medical domains which hinder their accept-

ability to the medical community—temporality of data, domain complexity, and lack of interpret-

ability (Miotto et al., 2018). According to Miotto et al. (2018), the most used deep architectures

in the health domain, briefly discussed in Section 3, include recurrent neural networks (RNNs)

(Schuster and Paliwal, 1997), ConvNets (Lawrence et al., 1997), restricted Boltzmann machines

(Nair and Hinton, 2010; Fischer and Igel, 2012), autoencoders (Baldi, 2012; Baxter, 1995), and

variations thereof. This chapter focuses on five tasks of medical informatics: differential diagnosis

(Sajda, 2006), prediction (Chen and Asch, 2017), therapy recommendation (Gr€aßer et al., 2017),
automation of treatment (Mayer et al., 2008a), and analytics in integrative medicine (Kawanabe

et al., 2016).
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1.2 Current state of practice
A trend forecast study (Healthcare, 2021) published by the Society of Actuaries indicates a growing

usage of predictive analytics for health care. In 2019, 60% of healthcare organizations were already

using predictive analytics, and 20% indicated that they would be using the same in the following year.

Among those that currently use predictive analytics, 39% reported a decrease in healthcare costs and

42% improvement in patient satisfaction. These statistics demonstrate the interest of organizations in

using predictive analytics in medical domain for improving their services.

1.3 Key task definitions
This section provides an overview of machine learning goals in health informatics. The goals of

prediction are introduced in Section 1.1.

1.3.1 Diagnosis
Differential diagnosis is defined as the process of differentiating between probability of one disease

versus that of other diseases with similar symptoms that could possibly account for illness in a

patient. A technical series published byWorld Health Organization (WHO) in 2016 states that the most

important task performed by primary care providers is diagnosis (World Health Organization, 2016).

Machine learning tools have been used primarily for disease diagnosis throughout the history of med-

ical informatics. Graber et al. (2005) conducted a study to determine the causes of diagnostic errors and

to develop a comprehensive taxonomy for the classification of these errors.

Miller (1994) provided a representative bibliography of the state of the art and history of medical di-

agnostic decision support systems (MDDSS) at the time. These systems can be divided into several sub-

categories, among which expert systems have been used most often (Shortliffe et al., 1979). Many of the

earliest rule-based expert systems (Giarratano and Riley, 1998) were developed for medical diagnosis.

Shortliffe (1986) gave insights into the design of expert systems for diagnosticmedicine developed during

the 1970s and 1980s, including: (1) MYCIN (Shortliffe and Buchanan, 1985; Shortliffe, 2012), which

focused on infectious diseases; (2) INTERNIST-1 (Miller et al., 1982); (3) QMR (Miller and Masarie,

1989; Rassinoux et al., 1996); (4) DXplain (Barnett et al., 1987; mghlcs, n.d.; Bartold and Hannigan,

2002), a diagnostic decision support system developed continuously between 1986 and the early 2000s.

The most prominent limitation of expert systems was the acquisition of knowledge (Gaines, 2013)

or building a knowledge base, which is both, time-consuming and a complex process that requires ac-

cess to expert domain knowledge. In addition, updating the knowledge base requires significant human

effort. These systems were usually designed to support users with an expert level of medical

knowledge. Amore recent review of expert systems is presented by Abu-Nasser (2017). Expert systems

are still around but their limitations led to advances in rule learning and classification for differential

diagnosis. Salman and Abu-Naser (2020) developed a diagnostic system for COVID-19 using medical

websites for the knowledge base. COVID-19 is a novel viral disease that has affected millions of people

around the world. The system was tested by a group of doctors and they were satisfied with its perfor-

mance and ease of use. Another expert system for COVID-19 was built by Almadhoun and Abu-Naser

(2020) for helping patients determine if they have been infected with COVID-19. The system gives

instructions to the user based on the symptoms. The knowledge base was compiled using medical sites

such as NHS Trust.
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Kononenko (2001) provided an historical overview of ML methods used in medical domain and a

discussion about state-of-the-art algorithms: Assistant-R and Assistant-I (Kononenko and Simec,

1995), lookahead feature construction (Ragavan and Rendell, 1993), naı̈ve Bayesian classifier (Rish

et al., 2001), seminaı̈ve Bayesian classifier (Kononenko, 1991), k-nearest neighbors (k-NN)

(Dudani, 1976), and back propagation with weight elimination (Weigend et al., 1991). The paper’s

experimental findings show that most classifiers have a comparable performance which makes model

explainability a deciding factor behind the choice of classifier.

1.3.2 Predictive analytics
Prognosis is defined as a forecast of the probable course and/or outcome of a disease. It is an important

task in clinical patient management. Cruz and Wishart (2006) outlined the focal predictive tasks of

prognosis/predictions for cancer. Based on these predictive tasks, the general definition of the prog-

nosis task comprises these variants: (1) prediction of disease susceptibility (or likelihood of developing

any disease prior to the actual occurrence of the disease); (2) prediction of disease recurrence (or pre-

dicting the likelihood of redeveloping the disease after its resolution); and (3) prediction of survivabil-

ity (or predicting an outcome after the diagnosis of the disease in terms of life expectancy, survivability,

disease progression, etc.).

Ohno-Machado (2001) defined prognosis as “an estimate of cure, complication, recurrence of

disease, level of function, length of stay in healthcare facilities, or survival for a patient.” The author

focused on techniques that are used to model prognosis—especially the survival analysis methods. A
detailed discussion of survival analysis methods is beyond the scope of this chapter. We refer the in-

terested readers to the book (Cantor et al., 2003) and a review of survival analysis techniques (Prinja

et al., 2010). Prognostic tasks are categorized as (1) prediction for a single point in time and (2) time-

related predictions. Methods used to build prognostic models include Cox proportional hazards (Cox

and Oakes, 1984), logistic regression (LR) (Kleinbaum et al., 2002), and neural networks (Hassoun

et al., 1995).

Mendez-Tellez and Dorman (2005) published an article that states that intensive care units (ICUs)

have increased the critical care being provided to injured or critically ill patients. However, the costs for

the ICU treatments are very high, which has given rise to prediction models, which are classified as

disease-specific or generic models. These systems work by employing a scoring system that assigns

points according to illness severity and then generate a probability estimate as an outcome of the model.

We do not discuss scoring systems in this chapter. We refer the interested reader to a compendium of

scoring systems for outcome distributions (Rapsang and Shyam, 2014). A few of the outcome predic-

tion models used for intensive care predictions include Mortality Probability Model II (Lemeshow

et al., 1993), Simplified Acute Physiology Score (SAPS) II (Le Gall et al., 1993), Acute Physiology

and Chronic Health Evaluation (APACHE) II (Knaus et al., 1985), and APACHE III (Knaus et al.,

1991). These systems build LR models to predict hospital mortality by using a set of clinical and phys-

iology variables.

Another important application of learning is cancer prognosis and prediction. Early diagnosis and

prognosis of any life-threatening disease, especially cancer, presents crucial real-time requirements

and poses research challenges. Machine learning is being used to build classification models for cat-

egorization of cases by risk level. This is essential for clinical management of cancer patients. Kourou

et al. (2015) reviewed methods that have been used to model the progression of cancer. The methods
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used for this task include artificial neural networks (ANNs) (Hassoun et al., 1995) and decision trees

(Brodley and Utgoff, 1995), which have been used for three decades for cancer detection. The authors

also noticed a growing trend of using methods such as support vector machines (SVMs) (Suykens and

Vandewalle, 1999; Vapnik, 2013) and Bayesian networks (BN) (Friedman et al., 1997) for cancer pre-

diction and prognosis.

1.3.3 Therapy recommendation
A classic example of a machine learning application is a recommender system (Portugal et al., 2018;

Melville and Sindhwani, 2010). Recommender systems are widely used to recommend items, services,

merchandise, and users to each other based on similarity. However, the use of recommender systems in

health and medical domain has not been widespread. The earliest article on recommender system in

health is from the year 2007 and by 2016 only 17 articles were found for the query “recommender

system health” in web of science (Valdez et al., 2016).

Valdez et al. (2016) argued that the lack of popularity of recommender systems in the medical do-

main is due to several reasons: (1) the benchmarking criteria in medical scenarios, (2) domain com-

plexity, (3) the different end-user groups. The end users or target users for recommender systems

can be patients, medical professionals, or people who are healthy. Recommender systems can be

designed to recommend therapies, sports or physical activities, medication, diagnosis, or even food

or other nutritional information. This chapter also outlines major challenges faced by recommender

systems in the medical domain. Challenges include a lack of clear task definition for recommender

systems in the health domain. The definition depends on the target user and the item being

recommended.

Wiesner and Pfeifer (2014) proposed a health recommender system (HRS) that recommend relevant

medical information to the patient by using the graphical user interface of the personal health record

(PHR) (Tang et al., 2006). The HRS uses the PHR to build a user profile and the authors argued that

collaborative filtering is an appropriate approach for building such a system.

Gr€aßer et al. (2017) proposed two methods for recommending therapies for patients suffering from

psoriasis: a collaborative recommender and a hybrid demographic-recommender. The two are com-

pared and combined to form an ensemble of recommender systems in order to combat drawbacks

of the individual systems. The data for the experiments were acquired from University Hospital Dres-

den. Collaborative filtering (Sarwar et al., 2001; Su and Khoshgoftaar, 2009) is applied, where ther-

apies are items and therapy responses are treated as user preferences.

Stark et al. (2019) presented a systematic literature review on recommender systems in medicine

that covers existing systems and compares them on the basis of various features. Some interesting finds

from the review include the following observations: (1) most studies attempt to develop the general-

purpose recommender systems (i.e., one system for all diseases); (2) disease-specific systems focus on

drug recommendation for diabetes. The review points to several future research directions that include

building a recommender system for recommending dosage of medicine and finding highly scalable

solutions. Recommender systems can be used to suggest drugs for treatment. A popular commercial

solution is IBM’s AI machine Watson Health (IBM Watson AI Healthcare Solutions, 2021), which

is used by healthcare providers and researchers to make suitable decisions about providing treatment

to patients based on insights from the system.
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1.3.4 Automation of treatment
In surgical area, research focus has been on automating tasks such as surgical suturing, implantation,

and biopsy procedures. Taylor et al. (2016) presented a broad overview of medical robot systems within

the context of computer integrated surgery. This article also provides a high-level classification of such

systems: (1) surgical CAD/CAM systems and (2) surgical assistants. The former refers to the process of

preoperative planning involving the analysis of medical images and other patient information to pro-

duce a model of the patient. This article presents examples of both kinds of robotic systems.

Mayer et al. (2008b) developed an experimental system for automating recurring tasks in minimal

invasive surgery by extending the learning by demonstration paradigm (Schaal, 1997; Atkeson and

Schaal, 1997; Argall et al., 2009). The system consists of four robotic arms which can be equipped

with minimally invasive instruments or a camera. The benchmark task selected for this work is min-

imally invasive knot-tying.

Moustris et al. (2011) presented a literature review of commercial medical systems and surgical

procedures. This work solely focuses on systems that have been experimentally implemented on real

robots. Automation has also been used for simulating treatment plans on virtual surrogates of patients

called phantoms (Xu, 2014). The phantoms represent the anatomy of a patient but they are too generic

and hence cannot accurately represent individuals. These phantoms are especially used in pediatric

oncology to study the effects of radiation treatment and late adverse effects. Virgolin et al. (2020)

proposed an approach to build automatic phantoms by combining machine learning with imaging

data. The problem of structuring a pediatric phantom is divided into three prediction tasks: (1) pre-

diction of a representative body segmentation, (2) prediction of center of mass of the organ at risk,

and (3) prediction of representative segmentation. Machine learning algorithms used for all three

prediction tasks are least angle regression (Efron et al., 2004), least absolute shrinkage and selection

operator (Tibshirani, 1996), random forests (RFs) (Breiman, 2001), traditional genetic programming

(GP-Trad) (Koza, 1994), and genetic programming—gene pool optimal mixing evolutionary algo-

rithm (Virgolin et al., 2017).

1.3.5 Other tasks in integrative medicine
The Consortium of Academic Health Centers for Integrative Medicine (imconsortium, 2020) defines

the term integrative medicine as “an approach to the practice of medicine that makes use of the best-

available evidence taking into account the whole person (body, mind, and spirit), including all aspects

of lifestyle.” There are many definitions for integrative medicine in the literature, but all share the com-

monalities that reaffirm the importance of focusing on the whole person and lifestyle rather than just

physical healing. According to Maizes et al. (2009), integrative medicine gained recognition due to the

realization that people spend only a fraction of time on prevention of disease and maintaining good

health. The authors presented a data-driven example to promote the importance of integrative medi-

cine—walking every day for 2 h for adults afflicted with diabetes reduces mortality by 39%. It is im-

portant to note that integrative medicine is not synonymous with complementary and alternative

medicine (CAM) (Snyderman and Weil, 2002). We refer interested readers to Baer (2004), which

chronicles the evolution of conventional and integrative medicine in the United States.

CAM refers to medical products and practices that are not part of standard medical care. Ernst

(2000) presented examples of techniques used in CAM which include but are not limited to the fol-

lowing: acupuncture, aromatherapy, chiropractic, herbalism, homeopathy, massage, spiritual healing,

and traditional Chinese medicine (TCM).
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Zhao et al. (2015) presented an overview of machine learning approaches used in TCM. TCM spe-

cialists have established four diagnostic methods for TCM: observation, auscultation and olfaction,

interrogation, and palpation. This article explains each of the four diagnostic methods and provides

a list of machine learning methods used for each task. The most common methods are kNNs and

SVM. Other methods include decision trees, Naı̈ve Bayes (NB), and ANNs.

1.4 Open research problems
A recently published editorial by Bakken (2020) highlights five clinical informatics articles that reflect

a consequentialist perspective. One of the articles that we discuss here focuses on a methodological

concern, that is, predictive model calibration (Vaicenavicius et al., 2019). Predictive models are an

important research topic as discussed in Section 1.3.2, but many studies continue to focus on model

discrimination rather than calibration. Ghassemi et al. (2020) outlined several promising research di-

rections, specifically highlighting issues of data temporality, model interpretability, and learning ap-

propriate representations. Machine learning models in most of the existing literature have been trained

on large amount of historical data and fail to account for temporality of data in the medical domain,

where patient symptoms and or treatment procedures change with time. The authors cited Google Flu

Trends as an example of the need to update machine learning models to account for this data tempo-

rality, as it persistently overestimated flu (Lazer et al., 2014). Another promising research area is model

interpretability (Ahmad et al., 2018; Chakraborty et al., 2017). The authors suggested many directions

toward the achievement of this goal: (1) model justification to justify the predictive path rather than just

explaining a specific prediction; (2) building collaborative systems, where humans and machines work

together. A final research topic is representation learning, which can improve predictive performance

and account for conditional relationships of interest in the medical domain.

1.4.1 Learning for classification and regression
Classification is the identification of one or more categories or subpopulations to which a new ob-

servation belongs, on the basis of a training data set containing observations, or instances. In the data

sciences of statistics and machine learning, classification may be supervised (where class labels are

known) (Caruana and Niculescu-Mizil, 2006), unsupervised (where they are not and assignment is

based on cohesion and similarity among instances) (Ghahramani, 2003), or semisupervised. Dreiseitl

and Ohno-Machado (2002) surveyed early work using LR (particularly the binomial logit model) and

ANNs (particularly multilayer perceptrons or MLP) for dichotomous classification, also known as

binary classification or concept learning, on diagnostic and prognostic tasks from 72 papers in the

existing literature. In parallel with this broad study of discriminative approaches to diagnosis and

prognosis, Dybowski and Roberts (2005) compiled a comprehensive anthology of probabilistic

models primarily for generative classification.

In contrast with these broad surveys, which are included for completeness and historical breadth,

application papers tend to focus on specific use cases for classification, such as prediction of mortality.

Eftekhar et al. (2005) presented one such paper which addresses the task of predicting head trauma

mortality rate based on initial clinical data, and focuses methodologically on LR and MLP, as do

Dreiseitl and Ohno-Machado (2002).

Regression is the problem of mapping an input instance to a real-valued scalar or tuple, which in data

science is defined as an estimation task. In medical informatics, many predictive applications can be

71 Introduction: Predictive analytics for medical informatics



formulated as risk analysis tasks, that is, tasks requiring estimation of syndrome probability, given data

from electronic medical records. Typical examples include estimating risk of a particular form of cancer,

such as in a study by Ayer et al. (2010), where they use LR and MLP to estimate risk of breast cancer. In

some additional use cases, the predictive task requires estimation of a continuous value such as the size

(widest diameter) of a cancermass, rather than a probability of occurrence. Royston and Sauerbrei (2008)

presented a methodological introduction to numerical estimation methods for such tasks.

1.4.2 Learning to act: Control and planning
Another general category of tasks falls under the rubric of learning to act, or intelligent control and
planning in engineering terminology. This includes the application of machine learning to the overlap-

ping subarea of optimal control, the branch of mathematical optimization that deals with maximizing

an objective function such as cost-weighted proximity to a target.

One example of an optimal control task, which was investigated by Vogelzang et al. (2005), is

maintaining a patient’s blood glucose level via automatic control of an insulin pump. The functional

requirement of the system is to regulate the change in pump rate as a function of past pump rate, target

glucose level, and past blood glucose measurements. The Glucose Regulation in Intensive care Patients

(GRIP) system developed by Vogelzang et al. (2005) used a fixed weighted optimal control function

based on previous clinical studies. Other optimal control tasks include prolonging the onset of drug

resistance in treatment applications such as chemotherapy, a task studied by Ledzewicz and

Sch€attler (2006), who formulated a dynamical system for the development of drug resistance over time

and applied ordinary differential equation solvers to the task. Such numerical models can also be de-

veloped for therapeutic objectives such as minimizing tumor volume as a function of angiogenic in-

hibitors administered over time, an optimal control task studied by Ledzewiecz et al. (2008).

By formulating parametric models for problems such as maintaining a patient’s healthcare charac-

teristics (e.g., blood glucose level, tumor size) within desired ranges while minimizing the total cost of

doing so, optimization methods from industrial engineering and operations research, such as control

charts, can be used. For example, Dobi and Zempl�eni (2019) applied Markov chain models and a va-

riety of control charts to this cost-optimal control task (Dobi and Zempl�eni, 2019).
Yet another family of intelligent control approaches originates from classical planning, particu-

larly the inverse problem of plan recognition (mapping from observed action sequences to individual

plan steps, preconditions, and desired postconditions) and the problem of plan revision, which entails

modifying a plan (such as a course of drug therapy) due to an identified complication (such as a toxic

episode or other adverse reaction or interaction). Such systems are discussed by Shahar and Musen

(1995). Plan revision may be necessitated as a consequence of historical observation (case studies),

predictive simulation, or inference using a domain theory.

Finally, enterprise resource planning (ERP) is an integrative planning task of managing business

processes (in health care, these include sales and marketing, patient services, provider human re-

sources, specialist referrals, procurement of equipment and materials, treatment, billing, and insur-

ance). van Merode et al. (2004) surveyed ERP requirements and systems for hospitals.

1.4.3 Toward greater autonomy: Active learning and self-supervision
Machine learning depends on availability of a training experience, but this experience needs not come

in the form of labeled data, which is expensive to acquire even with copious available resources such as

expertise and nonexpert annotator time, whose cost may be reduced by gamification or other means of
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crowd sourcing to volunteers. In this section, we survey three species of learning without full super-

vision that help to free machine learning users from some aspects of these data requirements and other

experiential requirements. These are

1. active learning (Settles, 2009), the problem of developing a learning system that can seek out its

own experiences;

2. transfer learning (Pan and Yang, 2009), training on a set of experiences for one or more tasks or

domains and using the resulting representations to facilitate learning, reasoning, and problem

solving in new tasks and domains; and

3. self-supervised learning (Ross et al., 2018), the generalized task of learning with unlabeled data and
inducing intrinsic labels by discovering relationships between subcomponents of the training input

(such as views or parts of an object in computer vision tasks).

Active learning in medical informatics spans a gamut of experiential domains from text to case studies,

to controllers and policies. An example of active learning in text is the work of Druck et al. (2009), who

applied categorical feature labels to words. This is a typical methodology in biomedical texts, where

domain lexicons are organized into syndromic, pharmaceutical, and anatomical hierarchies, among

others. Chen et al. (2012) used active learning with labels on two text categorization tasks. The first

of these is at the sentence level, on the ASSERTION data set, a clinical healthcare text corpus for the

2010 i2b2/VA natural language processing (NLP) challenge. The second is at the whole-document

level, on the NOVA data set, an email corpus with labels corresponding to a generic “religion versus

politics” topic classification task. In subsequent work, Chen et al. (2017) applied a conditional random

field (CRF)-based active learning system to the corpus of the 2010 i2b2/VA NLP challenge to show

how annotation time could be reduced: by using latent Dirichlet allocation for sentential topic modeling

(sentence-level clustering) and by bootstrapping the process of set expansion for the named entity rec-

ognition (NER) task using active learning. Dligach et al. (2013) also developed an active learning sys-

tem for the i2b2 task, but focused on document-level phenotyping (prefiltering of ICD-9 codes, CPT

codes, laboratory results, medication orders, etc. followed by category labeling). In their work, a doc-

ument consists of EHRs and all associated data for a given patient, which may be generated at multiple

stages of an admission and treatment workflow.

Transfer learning is typically defined as task to task or domain to domain but what constitutes a do-

main in medical informatics can vary. Wiens et al. (2014) investigated interhospital transfer learning by

training on subsets of 132,853 admissions at three different hospitals, amongwhich 1348 positive cases of

Clostridium difficile infection were diagnosed, to boost hospital-specific precision and recall as measured

holistically using the area under the receiver operating characteristic curve. As with active learning, trans-

fer learning can be based on natural language features, typically at the word, sentence, or document level

for medical informatics. For example, Lee et al. (2018) outlined a neural network approach to deidenti-

fication in patient notes, which is an instance of NER and crucial for compliance with patient confiden-

tiality laws such as the Health Insurance Portability and Accountability Act in the United States. They

applied a long short-term memory (LSTM), a type of deep learning neural network for sequence model-

ing, to classify named entities that represented protected health information. The transfer learning task,

training on a large labeled data set to a smaller one with fewer labels, is another case of interdomain

transfer. Yet another NER transfer learning problem for EHRs is defined and studied by Wang et al.

(2018), who applied a bidirectional LSTM (Bi-LSTM) on a shared training corpus to create a shared

representation (specifically, a word embedding) for text classification that is then fine-tuned for source
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and target domains by training a CRF model with labeled training data as available, to achieve label-

aware NER. The experimental corpus, in this case, is a Chinese-language medical NER corpus

(CM-NER) consisting of 1600 anonymized EHRs across four departments: cardiology (500), respiratory

(500), neurology (300), and gastroenterology (300). Wang et al. (2018) demonstrated effective interde-

partmental NER (domain-to-domain) transfer through experiments on CM-NER. Similar deep learning

approaches for NLP are applied by Du et al. (2018), who demonstrated transfer using RNNs from clinical

notes on psychological stressors to tweets on Twitter, to detect posts by users at risk of suicide. New

architectures for implementing transfer are demonstrated by Peng et al. (2019), who used the deep bidi-

rectional transformers BERT and ELMo to achieve cross-domain transfer among 10 benchmarking data

sets from the Biomedical Language Understanding Evaluation (BLUE) compendium.

Self-supervised learning consists of generating labels by means of (1) comparing objects (e.g., clus-

tering), (2) extracting relationships, or (3) designing experiments (especially model selection). The first

approach applies similarity or distance metrics over entire instances (unlabeled examples) and has tra-

ditionally been similar to unsupervised learning for classification tasks in general, while the second

involves using relational patterns and/or probabilistic inference over structured data models to capture

new relationships, and the third involves generating multiple candidate models (by random sampling or

parameter optimization methods such as identifying support vectors for large margin discriminative

classifiers), and then applying model selection.

Hoffmann et al. (2010) took the second approach, introducing LUCHS, a self-supervised, relation-

specific system for information extraction (IE) from text. Roller and Stevenson (2014) also used a

relation-specific, ontology-aware approach to relation extraction; rather than being based on lexicon ex-

pansion, however, it uses the curated Unified Medical Language System, a biomedical knowledge base.

Stewart et al. (2011) presented an application of the third approach to the task of event detection in

the domain of social media-based epidemic intelligence, where self-supervised learning consists of

tokenizing text corpora, namely ProMED-Mail and WHO outbreak reports, to obtain bag of words

(BOW or word vector space) embeddings. An SVM classifier is then trained, to which the authors ap-

plied model selection, testing the result against an avian flu text corpus.

As Blendowski et al. (2019) noted, self-supervision in medical imaging applications is a necessity

because of the comparatively high cost of supervision for medical images and video versus general

computer vision and video. In medical domains, annotation may require specialization in radiology

and other medical subdisciplines, whereas generic images and videos may be annotated via microwork

systems such as Amazon Mechanical Turk, or even via volunteer crowdsourcing. Blendowski et al.

presented a modern, deep learning-based approach to self-supervision, applying convolutional neural

networks (CNNs) to capture 3D context features.

2 Background
2.1 Diagnosis
2.1.1 Diagnostic classification and regression tasks
Nadeem et al. (2020) presented a very comprehensive survey on classification of brain tumor. Jha et al.

(2019) evaluated 32 supervised learning methods across 17 classification data sets (in domains that

include cancer, tumors, and heart and liver diseases) to determine that decision tree-based methods

10 CHAPTER 1 Predictive analytics and machine learning for medical informatics



perform better than others on these data sets. Mostafa et al. (2018) used three classification methods

(decision trees, ANNs, and NB) to determine the presence of Parkinson’s disease by using features

extracted from human voice recordings, reaching a similar conclusion that decision trees performed

best on this data set.

Polat and G€uneş (2007) presented a binary classification task for categorizing breast cancer as

malignant or benign. The authors used least square support vector machine (LS-SVM) (Suykens

and Vandewalle, 1999) for classification.

Another machine learning task used for diagnosis is regression. Kayaer et al. (2003) used general

regression neural network (GRNN) (Specht et al., 1991) for diagnosing diabetes using the Pima Indian

diabetes data set (http://archive.ics.uci.edu/ml). The results show that it performs better than standard

MLP and radial basis function (RBF) feedforward neural networks (Broomhead and Lowe, 1988) that

have been used by other studies using the same data set. Hannan et al. (2010) have also used GRNN and

RBF for heart disease diagnosis. Jeyaraj and Nadar (2019) proposed a regression-based partitioned

deep CNN for the classification of oral cancer as malignant or benign. The network obtains accuracy

comparable to that of a human expert oncologist.

2.1.2 Diagnostic policy-learning tasks
Yu et al. (2019b) presented the first comprehensive survey of reinforcement learning (RL) applica-

tions in health care. The aim of the survey is to provide the research community with an understand-

ing of the foundations, methodologies, existing challenges, and recent applications of RL in

healthcare domain. The range of applications vary from dynamic treatment regimes (DTRs) in

chronic diseases and critical care, automated clinical diagnosis, to other tasks such as clinical re-

source allocation and scheduling.

Early RL systems for medical informatics were predominantly designed for medical image pro-

cessing and analysis (as a specialized application of computer vision). Sahba et al. (2006) developed

such a system, based on Q-learning, for ultrasound image analysis, focusing on tasks such as local

thresholding, feature extraction, and segmentation of organs (in this case, the prostate gland). In sub-

sequent work, Sahba et al. (2007) extended this Q-learning system for organ segmentation to an ad-

versarial framework that they termed “Opposition-Based Learning.” This framework allowed for

more flexible formulation of utility gradients for RL problems such as balancing exploration versus

exploitation.

Peng et al. (2018) introduced REFUEL, a deep Q-network (DQN)-based system for reward shaping

and feature construction (“rebuilding”) in differential diagnosis of diseases. Such systems are examples

of reinforcement-based metalearning and can potentially incorporate aspects of both self-supervision

and active learning of representation. DQN has also been used by researchers such as Al and Yun

(2019) to learn policies for recognizing anatomical landmarks in X-ray-based computerized tomogra-

phy (CT) and MRI images. In addition, DQN has recently been applied to learn control policies for

clinical decision support tasks such as guiding a healthcare professional or first responder, especially

an emergency medical technician, in obtaining ultrasound images as a remote sensing step before ad-

ministering treatment. Milletari et al. (2019) presented a novel application of this method to Point of

Care Ultrasound (POCUS) for scanning the left ventricle of the heart.

Utility functions for deep RL in medical informatics may be tied to anatomical mapping and other

automation tasks of internal medicine. Examples of such mapping include the context maps of Tu and

Bai (2009), which are based on learning, i.e., parameter estimation, inMarkov random fields and CRFs.
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In this work, the authors trained and applied inference using these models to solve high-level vision

tasks such as image segmentation, configuration estimation (orientation), and region labeling of 3D

brain images.

A key family of RL applications is that of control policies for medical treatment. Weng et al. (2017)

described a deep RL method using a sparse autoencoder for glycemic control in septic patients. While

experimental validation of this system was performed using historical data, the RL framework pre-

sented can include medical devices and mixed-initiative systems.

Finally, RL can also be applied to interactive differential diagnosis using natural language

(i.e., dialogue). Liu et al. (2018) described a dialogue-based system for disease phenotype identifi-

cation (eliciting observable characteristics or traits of diseases, such as the presentation and devel-

opment of symptoms, morphology, biochemical or physiological properties, or patient behavior).

The dialogue policy formulated here is a Markov decision process (MDP). The RL problem is that

of detecting symptoms of any or all four known pediatric diseases by simulating query-based dia-

logue using an annotated corpus. The authors showed that DQN for dialogue outperforms SVM for

supervised classification learning, random dialogue generation, and a rule-based dialogue agent.

2.1.3 Active, transfer, and self-supervised learning
Sánchez et al. (2010) proposed a computer aided diagnosis (CAD) (Castellino, 2005) system for dia-

betic retinopathy screening using active learning approaches. There are four components that constitute

the DR screening process: quality verification, normal anatomy detection, bright lesion detection, and

red lesion detection (Niemeijer et al., 2009). The findings from these four components need to be fused

in order to generate an outcome for a patient. The outcome is in the form of a likelihood that the patient

will be referred to an ophthalmologist. The output from the four components of the DR screening are

used to extract some features which are further used to train a kNN classifier. Active learning is applied

in the training phase to select an unlabeled sample from the pool of samples and pose a query to the

expert in order to acquire a label for the sample. This is an iterative process that only stops when a

stopping criterion has been reached. This work used two different query functions: uncertainty sam-

pling (Lewis and Gale, 1994) and query-by-bagging (QBB) sampling (Abe, 1998).

Apostolopoulos and Mpesiana (2020) used a transfer learning approach for the classification of med-

ical images to diagnose COVID-19. This study uses publicly available thoracic X-rays of healthy people

as well as patients suffering from COVID-19 to build an automatic diagnostic system. The aim of their

work is to evaluate the effectiveness of state-of-the-art pretrained CNN models for the diagnosis of

COVID-19. The CNN used for this study include VGG19 (Simonyan and Zisserman, 2015), Mobile-

Netv2 (Sandler et al., 2018), Inception (Szegedy et al., 2015), Xception (Chollet, 2017), and Inception-

ResNet v2 (Szegedy et al., 2017). The study formulates the task as a multiclass classification problem

with three classes: normal people, pneumonia patients, and COVID-19 patients. The study does accom-

plish its goals of establishing the benefits of transfer learning by using state-of-the-art CNN models.

Bai et al. (2019) used a semisupervised approach for learning features from unlabeled data for the

task of cardiac MR image segmentation. This segmentation is important for characterizing the function

of the heart. The authors discussed the different angulated planes at which the MR images are acquired.

For brevity, we refer the readers to Bai et al. (2019). Specific views of the scans and their labels have

been traditionally used to train a network from scratch. The authors used a standard U-Net architecture

(Ronneberger et al., 2015) with three variations to it. The results of their work show that by using self-

supervised learning even a small data set is able to outperform a standard U-Net that has been trained

from scratch.
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2.2 Predictive analytics
2.2.1 Prediction by classification and regression
We start by discussing prediction of disease susceptibility: Kim and Kim (2018) tried to predict an

individual’s susceptibility to cancer by using genomic data. The authors used kNN for building a multi-

class classification model.

Next we move on to prediction of survivability: Choi et al. (2009) proposed a hybrid ANN and BN

model to predict 5-year survival rates for breast cancer patients. The model combines the best of both

worlds using black box ANN for their higher accuracy and BNs for their explainability.

The survivability of a cancer patient depends on the stage of cancer, which is based on tumor size,

location, spread, and other factors. Machine learning models that predict survivability in breast cancer

research usually use breast cancer stage as a feature for training the model. Kate and Nadig (2017)

referred to such a model as a joint model. Their work used the SEER data set (SEER Incidence

Database—SEER Data & Software, 2021), which classifies cancer into four stages: in situ, localized,

regional, and distant.

Mobadersany et al. (2018) proposed an approach called Survival Convolutional Neural Network

(SCNN), which uses a CNN integrated with Cox survival analysis technique for the task of survivabil-

ity prediction for patients with brain tumors. The CNN includes a Cox proportional hazards layer that

models overall survival. The proposed approach surpasses the prognostic accuracy of human experts.

The final task that we discuss is prediction of recurrence: The task involves correctly predicting the
recurrence of disease with a binary outcome. Abreu et al. (2016) presented a literature review to eval-

uate the performance of machine learning methods for the task of predicting breast cancer recurrence.

The review covers literature during the years 2007–14 and find that the key algorithms used for the task

include: decision trees, LR, ANN, NB, K-Means, RFs, and kNN. These algorithms are discussed in

Section 3. The authors outlined a few challenges based on their review that make this task less popular:

(1) lack of publicly available data of reasonable size—most of the studies have used local data sets

usually with a small number of patients; (2) data imbalance is not handled in most cases; (3) feature

selection was performed manually in most studies with the help of domain experts—there is no agree-

ment on variables that are important for the study of breast cancer recurrence; (4) accuracy as evalu-

ation metric for classification performance which is not appropriate for imbalanced data sets; and

(5) lack of model interpretability of machine learning models—these challenges provide a scope

for future research in the area. A more recent review was published by Zhu et al. (2020) who covered

the usage of deep learning for the task of cancer prognosis. The study also presents similar challenges

encountered by deep learning models in the domain as were pointed by Abreu et al. (2016). Some of the

challenges listed include: (1) availability of small data sets; (2) handling data imbalance; (3) handling

sparse and missing data; (4) handling high-dimensional sequencing data; and (5) need of researchers

with expertise in both, machine learning and biomedical domain.

2.2.2 Learning to predict from reinforcements and by supervision
The advent of institution-wide terascale to petascale data mining, considered “big data” as of 2020, has

brought machine learning for predictive analytics to the fore in many clinical domains. Shah et al.

(2018) presented a commentary piece on the state of the field in data mining for predictive analytics

in medical informatics. It cites theCHA2DS2� V ASc score as an example of a predictive rule regarding

the doubling of thromboembolic risk in atrial fibrillation as a function of congestive heart failure, hy-

pertension, age, diabetes, and previous stroke or transient ischemic attack, citing it as a use case of
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predictive models with consequence for finely balanced treatment decisions, which the authors note are

commonplace. Rajkomar et al. (2019) reviewed a broader set of diagnostic and prognostic applications,

along with best practices for using machine learning as an augmentative technology for clinicians.

Shameer et al. (2018) surveyed the field of artificial intelligence (AI) in medicine even more broadly,

discussing the species of machine learning surveyed in this chapter and the actionable products thereof,

from classification rules and regression formulas to annotated images and policies from RL.

Many predictive analytics applications involve estimating risk of adverse effects, or detecting im-

minent adverse outcomes in time for preventative or anticipatory measures. For example, Kendale et al.

(2018) developed an LR-based system for predicting hypotension in patients after surgical anesthesia.

Just as supervised learning finds precedent in rule-based expert systems for differential diagnosis,

RL finds precedent in both educational technology and early automation for the practice of internal

medicine and general surgery. Examples are surveyed in Section 4. One general use case of RL for

predictive analytics is given by Khurana et al. (2018), who cast feature engineering for predictive ap-

plications as an RL task where the policy is defined in terms of data transformations.

Taking such diverse use cases as a whole, a major consideration in medical predictive analytics,

which overlaps with AI, ethics, and society (AIES), as well as with AI safety and security, is how

to determine appropriate regulatory standards of clinical benefit. Parikh et al. (2019) discussed mean-

ingful minimum standards of functionality and interoperability, in the context of endpoints (clinical

outcomes), appropriate benchmarks, and the importance of associating predictive systems with

interventions.

2.2.3 Transfer learning in prediction
Gliomas are a type of tumors that are found in the brain. They are of different types and are usually

graded from I to IV with grade IV being the most aggressive type. MRI images are used for grading

gliomas into two categories: lower-grade glioma (LGG), which is grade II and III and higher-grade

glioma, which is a grade IV. Cabezas et al. (2018) proposed a model using CNN for classifying

LGG and HGG by analyzing MRI images. Two CNN architectures were explored for this purpose,

namely: AlexNet and GoogLeNet. These two architecture are discussed in Section 3.3.2. The results

indicate that with transfer learning and fine-tuning the performance improved for both deep learning

architectures (DLAs). Yang et al. (2018) presented a transfer learning approach to segment the gliomas

and its subregions and use the results along with other clinical features to predict patient survival. The

approach is divided into two main tasks, where the first task focuses on segmentation of glioma using a

3D U-Net (Ronneberger et al., 2015). The second task segments the tumor subregions using a small

ensemble net (Kamnitsas et al., 2017). Their work uses a VGG-16 network, which is discussed in

Section 3.3.2.

2.3 Therapy recommendation
2.3.1 Supervised therapy recommender systems
Therapy recommendation remains a common use case of supervised learning, beyond diagnosis.

General-purpose models for classification such as nearest-neighbor and rule-based classification are

often effective, particularly when explainability is desired. Zhang et al. (2013) discussed supervised

learning for therapy recommendation in the domain of physical therapy, where class imbalance is a
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frequent issue, and derive both a modified rule-learning algorithm (ARIPPER) and an application of the

selective minority oversampling technique (SMOTE) for this task.

Mental health and wellbeing are major health issues in the world. There is a growing research effort

to alleviate the symptoms of depression. Rohani et al. (2020) built a recommender system for the men-

tal health domain. The authors cited the motivation behind such systems stemming from research that

suggests that when participants regularly participate in a pleasant activity then it has a beneficial impact

on the mental health of the individual (MacPhillamy and Lewinsohn, 1982; Fredrickson, 2000). An

effective treatment for depression has been the pleasant event scheduling system (Lewinsohn and

Libet, 1972). Wahle et al. (2016) described multiuser and personalized variants of an affective recom-

mender system developed using data from two mobile health applications for both clinically depressed

users and nonclinical users. Mood ratings for activities are predicted using trained NB and SVM

models. These classification-based predictions enable personalized treatment recommendations using

a mobile app.

2.4 Automation of treatment
2.4.1 Classification and regression-based tasks
Learning in the presence of hybrid training data (consisting of continuous and discrete or nominal

variables) is a frequent and typical necessity in medical AI applications. Schilling et al. (2016) de-

scribed the use of Classification and Regression Trees (CART) to identify thresholds for cardiovas-

cular disease. Such hybrid tasks can also be addressed using binary response models such as probit

models, but as the authors note, three distinct strengths of CART are that: (1) its hierarchical structure

makes it more human comprehensible than linear or LR models; (2) it can capture nonlinearity in

response and some multivariate interactions; and (3) it has more expressiveness than regression

models.

For some predictive applications, accuracy, precision, and recall are of highest significance and

may be considered more important than explainability by diagnosticians. Taylor et al. (2018) pre-

sented a task where regression methods, gradient boosting improvements, and committee machines

such as bagged RFs and Adaboost are highly effective. In some cases, association rule mining and

basic NLP methods suffice: De Silva et al. (2018) described a social media mining task, analytics of

online social groups for cancer patients, where the technical objective is to extract information about

user demographics in relation to terms indicating patient age, cancer stage, side effects reported, and

sentiments.

2.4.2 RL for automation
An essential task in automation of surgical tasks is optimal path planning to avoid collisions between

tool and surrounding tissue before resection automation. Baek et al. (2018) aimed to create a global

path to cut a tissue during surgery without colliding with the surrounding tissue. The generated path

was simulated on APOLLON, which is a Single Incision Laparoscopic Surgery system developed by

KAIST Telerobotics and Control Lab (Medical RobotjKAIST Telerobotics and Control Lab, 2021).

Their work uses a popular path planning method called probabilistic roadmap (RPM) (Kavraki

et al., 1998), which creates a path from a static environment to a desired point and Q-learning

(Watkins and Dayan, 1992), an RL technique.
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2.4.3 Active learning in automation
In a hospital setting, hand hygiene is one of the most important factors for the prevention of infectious

diseases. Monitoring hand hygiene could be vital in reducing any outbreak within an operating room

(OR). Kim et al. (2020) proposed a fully augmented automatic hand hygiene monitoring tool for mon-

itoring the anesthesiologists on OR video. The aim is to identify the alcohol-based hand rubbing actions

of anesthesiologists in the OR presurgery and postsurgery. The proposed approach uses a 3D CNN for

classification task with two classes: rubbing hands and other actions. The data were collected from a

hospital over a span of 4 months from a single OR. Additional data were generated by simulating a

situation in OR for synthetic data. The proposed approach uses I3Dmodel, an Inception v1 architecture

that inflates 2D convolutions into 3D convolutions to train three models: I3D networks for RGB, I3D

networks for optical flow inputs, and a joint model. Transfer learning approach is employed by pre-

training the CNN on Kinetics-400 (Carreira and Zisserman, 2017) data set. The I3D for RGB outper-

forms the other two models.

2.5 Integrating medical informatics and health informatics
This section surveys machine learning at the interface of medical informatics and health informatics,

particularly clinical health and medical informatics (HMI).

2.5.1 Classification and regression tasks in HMI
Ralston et al. (2007) discussed patient web services in integrated delivery system portals, which pro-

vide access to EHRs as well as financing and delivery of other healthcare products such physician

consultation, medical devices, and prescription medicines. These comprise point of care (POC) and

post-POC services, which serve as both information retrieval and EHR compilation mechanisms that

can produce data for subsequent machine learning and data science. Data integration is a key require-

ment of such systems (Ralston et al., 2007). As underscored by the work of Oztekin et al. (2009) on

predicting heart-lung transplant survival using a combination of case data, elicited subject matter

expertise, and commonsense reasoning from a basic domain theory, the most effective learning strat-

egy is sometimes to incorporate all available data sources and then use algorithms for feature selec-

tion and construction on these. Furthermore, Holzinger and Jurisica (2014) advocated for an

integrative and interactive approach to knowledge discovery and data mining in biomedical infor-

matics (BMI)—specifically, one that is informed by objectives of both human-computer interaction

and knowledge discovery in databases.

2.5.2 Reinforcement learning for HMI
Medical informatics is a field where medical practitioners have traditionally used mixed-initiative AI,

especially human-in-the-loop systems. In such systems, performance elements of machine learning are

used for recommendation and decision support rather than for full automation at the POC. Holzinger

(2016) discussed this general practice and its rationale in modern interactive POC systems, specifically

when humans in the loop are beneficial. They note that there are specific usage contexts where humans

are good at spotting irrelevant features, assessing novelty and anomaly in annotation, and behavioral

modeling of adversaries in security and safety contexts (such as anonymity and privacy of patient data

in HMI systems). This is an important consideration for mixed-initiative HMI because the interactive

machine learning (iML) framework they advocate is rooted in RL.
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RL is not limited to Q-learning and its dynamic programming relatives, the temporal differences

and SARSA family of algorithms, but can include complex adaptive systems such as multiarmed ban-

dits and contextual bandits. Yom-Tov et al. (2017) explored the problem of generating physical activity

reminders to diabetes patients using RL in a contextual bandit. They show a slightly positive slope in

reduction of hemoglobin A1c (HbA1c) for experimental users of this system over a 6-month period,

compared to a slightly negative slope for a control group.

Deep RL (DRL) systems for HMI often frame treatment tasks as optimal control problems as out-

lined in Section 1.4.2. Raghu et al. (2017) gave one example of such a DRL application: the admin-

istration of intravenous fluids and vasopressors in septic patients. Their DQN-based approach

calculates discounted return from off-policy (historical) data rather than by directly controllable re-

inforcements. Liu et al. (2017) applied DQN to a high-dimension space of (about 270) actions cor-

responding to medicines given to acute myeloid leukemia (AML) patients who received

hematopoietic cell transplantation (HCT), with the goal of preventing acute graft versus host disease

(GVHD). The training data set consists of historical medical registry data for 6021 AML patients who

underwent HCT between 1995 and 2007; these data are sequential but asynchronous (with standard

follow-up forms collected at 100 days, 6 months, 12 months, 2 years, and 4 years). The authors dem-

onstrated value enhancement of up to 21.4% using DQN and note that a larger training data set com-

piled by the Center for International Blood and Marrow Transplant Research (CIBMTR) can

potentially be used for DRL.

Inverse reinforcement learning (IRL) is the problem of inferring the reward function of an observed

agent, given its behavior as reflecting a policy. Yu et al. (2019c) addressed the IRL task of capturing the

reward functions for mechanical ventilation and sedative dosing in ICUs from the Medical Information

Mart for Intensive Care (MIMIC III), an open data set containing records of demographics, vital signs,

laboratory tests, diagnoses, and medications for nearly 40,000 adult and 8000 neonatal ICU patients.

The authors demonstrated that IRL from this critical care data is feasible using a Bayesian inverse

Q-learning algorithm (fitted Q-iteration) applied to an MDP representation.

An MDP is also used by Yu et al. (2019a) in a direct RL application. Here, they incorporate causal

factors between options of anti-HIV drugs and observed effects into a model-free policy gradient RL

learning algorithm, to learn DTRs for human immunodeficiency virus (HIV). This approach is shown

to facilitate direct learning of causal policy gradient parameters without requiring a model-based in-

termediary, a finding which has potential relevance to DRL and IRL as well.

2.5.3 Self-supervised, transfer, and active learning in HMI
Qiu and Sun (2019) applied this paradigm to RL in vision, for iterative refinement of tomographic im-

ages and in order to improve diagnostic image classification. The specific type of imaging is called

optical coherence tomography.
Self-supervision is also used in other deep learning representations. Among the earliest of these to

be developed were CNNs, which in HMI are designed to perform visual phenotyping. Gildenblat and

Klaiman (2019) developed a Siamese network for segmentation of pathological images (e.g., into re-

gions corresponding to stromata, tumors infiltrating lymphocytes, blood vessels, fat, healthy tissue,

necrosis, etc.). Sarkar and Etemad (2020) used a CNN to learn relevant patterns from electrocardio-

grams for emotion recognition.

Another self-supervised learning representation is found in word embedding models in NLP. Meng

et al. (2020) used BERT to classify radiology reports by urgency, learning a contextual representation
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rather than using more traditional sentiment analysis or other methods requiring word-level grading or

subjective annotation of the training corpus.

Yet another self-supervised learning architecture is the generative adversarial network (GAN),

which has been applied to create artificial images (DeepFakes) and achieve style transfer from draw-

ings and paintings to photographic images. Tachibana et al. (2020) used a GAN to improve the elec-

tronic cleansing process to remove fecal artifacts in CT colonoscopy images.

3 Techniques for machine learning
3.1 Supervised, unsupervised, and semisupervised learning
We provide a very brief description of each of the machine learning methods that have been used in the

medical informatics literature.

3.1.1 Shallow
A decision tree (Brodley and Utgoff, 1995) is a directed tree model that is used as a rule-induction

system where each node represents a feature (univariate decision tree) and following a path of features

(represented as nodes in the tree) leads to a specific classification.

NB (Rish et al., 2001) is a probabilistic classifier used for binary or multiclass classification prob-

lems. It is based on the poor assumption of conditional independence among the features and uses

Bayes’ theorem.

ANNs (Hassoun et al., 1995) are inspired by biological neural network and the brain’s ability to

process massive amount of information in parallel that allows it to recognize and classify the world

around it. Researchers introduced ANN that can be created using a weighted directed graph to process

information in parallel where nodes of the graph are connected together in a similar way the neurons in

the brain are connected.

SVMs (Suykens and Vandewalle, 1999) use a mathematical function called kernel that transforms

linearly inseparable data to linearly separable by finding the hyper-plane (decision boundary) that max-

imizes distance from data points on either side of the plane.

RFs (Breiman, 2001) are initially a group of decision trees where each tree randomly selects a sam-

ple from the data set. Once the trees (forest) have been built, each tree produces a class prediction,

which is used in the vote for the most popular class. The majority vote is used as the final classification

of an input example.

kNN (Dudani, 1976) is a supervised, nonparametric, and lazy learning algorithm that is used for

classification and regression problems. A kNN implementation has three important components—

training and test data set; an integer value K; and a distance metric such as Euclidean, Manhattan,

or Hamming.

3.1.2 Deep
Convolutional neural networks Tajbakhsh et al. (2016) explained CNNs as a special class of ANNs

where each neuron from one layer does not fully connect to all neurons in the next layer. CNNs work

by using convolutional layers that are mainly for detecting certain local features in all locations of

their input images. A set of convolutional kernels is responsible for learning a set of local features
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within input images, which results in a feature mapping. Anwar et al. (2018) showed that CNNs are

wildly used in medical imaging which help to achieve the following tasks: segmentation, detection

and classification of abnormality, computer-aided detection or diagnosis, and medical image

retrieval.

A U-Net (Ronneberger et al., 2015) is a CNN network that consists of a contracting path to capture

context, and a symmetric expanding path that enables precise localization (class label is supposed to be

assigned to each pixel). The architecture of the network resembles a U-shaped network of CNNs where

the left side of the U-shape consists of a contracting path and the right side consists of an

expansive path.

Stacked denoising autoencoders (SDAE) (Vincent et al., 2010) are multilayered denoising autoen-

coders that are stacked together for training purposes. These networks are trained by adding noise to the

raw input, which is then fed to the first denoising autoencoder in the stack. After minimizing the loss

(convergence), the information in the hidden layer (latent features) is obtained and again noise is added,

and the resulting features are fed to the next denoising autoencoder in the stack. This process continues

for all denoising autoencoders in the stack.

GANs (Goodfellow et al., 2014) consist of two models—a generative model and a discriminative

model that are simultaneously trained. The generative model captures the data distribution by produc-

ing fake data, and the discriminative model determines if a sample comes from the real training data or

from the generative model (fake data). The training goal is to maximize the probability of the discrim-

inative model making a mistake.

RNNs (€Ubeyli, 2010) are a special type of neural network where the output from previous step is fed

as input to the current step. The most important feature of RNN is their internal states which allow the

network to have the ability of remembering information about a sequence of inputs. This is especially

useful when trying any kind of prediction that relies on information that can be viewed as a sequence,

such as an EEG signal.

3.2 Reinforcement learning
3.2.1 Traditional
Q-learning (Watkins and Dayan, 1992) is a simple RL algorithm that given the current state, seeks to

find the best action to take in that state. It is an off-policy algorithm because it learns from actions that

are random (i.e., outside the policy). The algorithm works in three basic steps: (1) the agent starts in a

state and takes an action and receives a reward; (2) for the next action, the agent has two choice—either

reference the Q table and select an action with the highest value or take a random action; and (3) agent

updates the Q-values (i.e., Q[State, Action]). A Q-table is a reference table for the agent to select the

best action based on the Q-value.

3.2.2 Deep RL
The Deep Q-Network (DQN) model by Sorokin et al. (2015) combine Q-learning (discussed earlier)

with a deep CNN. The goal of this model is to train a network to approximate the value of the Q function

which maps state-action pairs to their expected discounted return. The inputs to the neural network are

the state variables and the outputs are the Q-values.
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3.3 Self-supervised, transfer, and active learning
3.3.1 Traditional
Although the term “self-supervised” dates back to learning systems that used shallow representa-

tions rather than deep neural networks and similar representations (Hoffmann et al., 2010;

Stewart et al., 2011; Roller and Stevenson, 2014), we can see from the distinct purpose and

methodology used to achieve self-supervision that deep learning has emerged as a paradigm that

facilitates new forms of self-supervised learning. Transfer learning has similarly been studied ex-

tensively since the advent of deep learning, but compared to self-supervision, is better understood

as an independent task. A broad and comprehensive overview of the problem is provided by Torrey

and Shavlik (2010).

3.3.2 Deep
AlexNet (Krizhevsky et al., 2012) is an eight-layered CNN network of five convolutional layers

followed by three fully connected layers with 60 million parameters and 650,000 neurons. The authors

trained this network using a subset of the popular ImageNet image corpus.

VGG (Simonyan and Zisserman, 2015) is a very deep CNN for large-scale image recognition

developed as part of the Large-Scale Visual Recognition Challenge (ILSVRC).

ResNets (He et al., 2016), or residual neural networks, are a type of deep neural net architecture

modeled on pyramidal cells (high-connectivity cortical neurons). To alleviate the difficulty of train-

ing deeper neural networks, ResNets contain shortcut (skip) connections that propagate activations

forward by one or more layers; these activation blocks are referred to as residual blocks and this

structure reformulates a baseline plain network into its counterpart residual version. ResNets have

a typical depth of 50 to over 150 layers (ResNet-152), which is very big compared to VGG.

SqueezeNet (Iandola et al., 2016) is another CNN architecture which was mainly developed to

achieve a similar accuracy to AlexNet, but with far less number of parameters and size. It maintains

an accuracy on ImageNet data set that is comparable to that of AlexNet.

DenseNet (Huang et al., 2017) was developed based on the observation that CNNs can be deeper,

more accurate, and very efficient to train if they contain shorter connections between layers close to the

input and those close to the output. DenseNet consists of dense blocks where each block connects each

layer to every subsequent layer in that block. The advantages of DenseNet include avoiding the

vanishing-gradient problem, strengthening feature propagation, feature reuse, and reduce the number

of training parameters.

4 Applications
We now survey selected popular test beds for medical predictive analytics.

4.1 Test beds for diagnosis and prognosis
Themost used data set for breast cancer diagnosis is the Breast CancerWisconsin (Diagnostic) Data Set

2.1.1 (http://archive.ics.uci.edu/ml). This data set is publicly available from the University of Califor-

nia Irvine (UCI) Machine Learning Repository.

20 CHAPTER 1 Predictive analytics and machine learning for medical informatics

http://archive.ics.uci.edu/ml


Data sets used for the task of predicting breast cancer recurrence (Abreu et al., 2016) include:

(1) The Wisconsin prognostic breast cancer (WPBC) data set from the UCI ML repository (http://

archive.ics.uci.edu/ml) and (2) the data set from the SEER database (SEER Incidence Database—

SEER Data & Software, 2021; Choi et al., 2009).

An RNA-seq data set for cancer prediction (Xiao et al., 2018) is freely available from The Cancer

Genome Atlas (TCGA) program database (The Cancer Genome Atlas Program, 2021). TCGA is a can-

cer genomics program that has generated over 2.5 petabytes of genomic, epigenomic, transcriptomic,

and proteomic data. These data have been used to facilitate improvements in the diagnosis, treatment,

and the prevention of cancer.

4.1.1 New test beds
We refer the interested reader to work by Deserno et al. (2012), Murphy et al. (2015), and Svensson-

Ranallo et al. (2011), and the guidelines of the National Heart, Lung, and Blood Institute (NHLBI) for

preparation of clinical study data (Guidelines for Preparing Clinical Study Data Sets for Submission to

the NHLBI Data Repository, 2021).

4.2 Test beds for therapy recommendation and automation
We refer the interested reader to relevant work by Valdez et al. (2016), Son and Thong (2015), and

Thong et al. (2015).

4.2.1 Prescriptions
We refer the interested reader to work by Galeano and Paccanaro (2018), Kushwaha et al. (2014),

Zhang et al. (2015), Bao and Jiang (2016), Bhat and Aishwarya (2013), and Guo et al. (2016).

4.2.2 Surgery
We refer the interested reader to relevant work by Ciecierski et al. (2012), Petscharnig and Sch€offmann

(2017), Wang and Fey (2018), and Shvets et al. (2018).

5 Experimental results
5.1 Test bed
As an experimental example, we include a test bed introduced by Fanconi (2019) in this chapter.

This consists of a subset of 3600 pictures extracted from the data set in the International Skin

Imaging Collaboration Archive (ISIC), which contains more than 23,000 mole pictures. The test

bed contains balanced cases of malignant (1) and benign (0) skin moles. Here, we present a simple

performance comparison between different pretrained DLAs that classify a skin mole as being ma-

lignant or benign.

This data set has been used by several recent publications (Zhang et al., 2019; Tschandl et al., 2019;

Nida et al., 2019; Mahbod et al., 2019).
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5.2 Results and discussion
We use weighted accuracy, precision, recall, and F1-score to test the performance of the DLAs. Table 1

shows the performance of the different DLAs used in this comparison. In terms of weighted accuracy,

AlexNet have achieved the best accuracy. SqueezeNet and Resnet-18 achieved the best precision score

when classifying a mole as benign, but the worst precision score when classifying a mole as malignant.

AlexNet has the best precision score when classifying a mole as malignant and the best F1-score as

well. We can also see that the difference in the performance of the DLAs is only marginal and we be-

lieve that different data set would yield different performance between the tested DLAs.

6 Conclusion: Machine learning for computational medicine
This chapter has introduced machine learning tasks for diagnostic medicine and automation of treat-

ment, comprising supervised, self-supervised, and RL. After surveying task definitions, we outlined

existing methods for diagnosis, predictive analytics, therapy recommendation, automation of treat-

ment, and integrative HMI. We now look forward to current and continuing work in applied machine

learning for medical applications.

6.1 Frontiers: Preclinical, translational, and clinical
Machine learning has developed into a cross-cutting technology across areas of medical informatics,

from theory, education, and training (preclinical) aspects to the observation and treatment of patients

(clinical computational medicine), to translational medicine, which aims toward bridging experimen-

tal tools and treatments to deployed ones used in clinical practice. For preclinical surveys, we refer the

interested reader to the following: Prashanth et al. (2016), who discussed experimental Parkinson’s

treatments (Prashanth et al., 2016; Kolachalama and Garg, 2018) surveyed machine learning as a sub-

area of AI, particularly in medical education (Kolachalama and Garg, 2018); and Bannach-Brown et al.

(2018) reviewed natural language learning and text mining in medical informatics. Ravı̀ et al. (2016)

surveyed deep learning in translational health informatics; Weintraub et al. (2018) reviewed transla-

tional text analytics; and Shah et al. (2019) broadly examined machine learning and AI in translational

Table 1 Classification of skin cancer: accuracy, precision, recall, and F1-score for deep learning

neural networks.

Network

Acc Precision Precision Recall Recall F1 F1

wtd. benign malignant benign malignant benign malignant

AlexNet 0.87 0.91 0.85 0.87 0.89 0.89 0.87

VGG11_bn 0.85 0.91 0.81 0.82 0.90 0.86 0.85

Resnet18 0.83 0.92 0.77 0.78 0.91 0.84 0.84

SqueezeNet 0.85 0.92 0.80 0.81 0.92 0.86 0.85

DenseNet 0.84 0.90 0.80 0.81 0.89 0.85 0.84
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medicine, from sensors and medical devices to drug discovery. Finally, Savage (2012) provided an

early survey of big data for improving clinical medicine, while Char et al. (2018) addressed ethical

considerations.

6.2 Toward the future: Learning and medical automation
As of this writing in 2020, the coronavirus disease SARS-Cov-2 is of pervasive interest as a highly

time-critical use case of intelligent systems for improved diagnosis and epidemiological modeling,

as discussed by Randhawa et al. (2020), and for understanding etiology toward vaccine discovery,

as discussed by Alimadadi et al. (2020). The (Stanford HAI (2021)) conference surveys broad methods

for combatting Covid-19 and future pandemics. More generally, the fields of diagnostic medicine and

predictive analytics have grown significantly since the early work of Kononenko (2001) and the health

informatics applications of Pakhomov et al. (2006), but there are deep technical gaps and significant

challenges remaining before the “eDoctor” envisioned by Handelman et al. (2018) becomes a reality.

Meanwhile, AI safety concerns, as mapped out by Yampolskiy (2016) in both historical and anticipa-

tory contexts of risks and remedies, loom large.
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Sánchez, C.I., Niemeijer, M., Abràmoff, M.D., van Ginneken, B., 2010. Active learning for an efficient training

strategy of computer-aided diagnosis systems: application to diabetic retinopathy screening. In: International

Conference on Medical Image Computing and Computer-Assisted Intervention, pp. 603–610.
Sandler, M., Howard, A., Zhu, M., Zhmoginov, A., Chen, L.-C., 2018. Mobilenetv2: inverted residuals and linear

bottlenecks. In: Proceedings of the IEEE Conference on Computer Vision and Pattern Recognition,

pp. 4510–4520.
Sarkar, P., Etemad, A., 2020. Self-supervised ECG representation learning for emotion recognition. IEEE Trans.

Affect. Comput. https://doi.ieeecomputersociety.org/10.1109/TAFFC.2020.3014842.

Sarwar, B., Karypis, G., Konstan, J., Riedl, J., 2001. Item-based collaborative filtering recommendation

algorithms. In: Proceedings of the 10th International Conference on World Wide Web, pp. 285–295.

31References

https://doi.org/10.1197/jamia.M2302
https://doi.org/10.1197/jamia.M2302
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0830
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0830
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0830
https://doi.org/10.4103/0972-5229.130573
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0840
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0840
https://doi.org/10.1109/JBHI.2016.2636665
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0850
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0850
https://doi.org/10.1109/TETC.2020.2972007
https://doi.org/10.1109/TETC.2020.2972007
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0860
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0860
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0865
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0865
https://doi.org/10.1007/s11548-018-1772-0
https://doi.org/10.1002/9780470770771
https://doi.org/10.1002/9780470770771
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0880
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0880
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0885
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0885
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0885
https://doi.org/10.1146/annurev.bioeng.8.061505.095802
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0895
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0895
https://doi.org/10.1147/rd.33.0210
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0905
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0905
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0905
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0910
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0910
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0910
https://doi.ieeecomputersociety.org/10.1109/TAFFC.2020.3014842
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0920
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0920


Savage, N., 2012. Better medicine through machine learning. Commun. ACM 55 (1), 17–19. https://doi.org/
10.1145/2063176.2063182.

Schaal, S., 1997. Learning from demonstration. In: Advances in Neural Information Processing Systems,

pp. 1040–1046.
Schilling, C., Mortimer, D., Dalziel, K., Heeley, E., Chalmers, J., Clarke, P., 2016. Using classification and regres-

sion trees (CART) to identify prescribing thresholds for cardiovascular disease. Pharmacoeconomics 34 (2),

195–205. https://doi.org/10.1007/s40273-015-0342-3.
Schuster, M., Paliwal, K.K., 1997. Bidirectional recurrent neural networks. IEEE Trans. Signal Process. 45 (11),

2673–2681. https://doi.org/10.1109/78.650093.
Anon., 2021. SEER Incidence Database—SEER Data & Software. https://seer.cancer.gov/data/. (Accessed 12

March 2021).

Settles, B., 2009. Active Learning Literature Survey. Department of Computer Sciences, University of Wisconsin-

Madison.

Shah, N.D., Steyerberg, E.W., Kent, D.M., 2018. Big data and predictive analytics: recalibrating expectations.

Jama 320 (1), 27–28. https://doi.org/10.1001/jama.2018.5602.

Shah, P., Kendall, F., Khozin, S., Goosen, R., Hu, J., Laramie, J., Ringel, M., Schork, N., 2019. Artificial intel-

ligence and machine learning in clinical development: a translational perspective. npj Digit. Med. 2 (1), 1–5.
https://doi.org/10.1038/s41746-019-0148-3.

Shahar, Y., Musen, M.A., 1995. Plan recognition and revision in support of guideline-based care. In: Working

notes of the AAAI Spring Symposium on Representing Mental States and Mechanisms, pp. 118–126.
Shameer, K., Johnson, K.W., Glicksberg, B.S., Dudley, J.T., Sengupta, P.P., 2018. Machine learning in cardiovas-

cular medicine: are we there yet? Heart 104 (14), 1156–1164. https://doi.org/10.1136/heartjnl-2017-311198.
Shortliffe, E.H., 1986. Medical expert systems—knowledge tools for physicians. Western J. Med. 145 (6), 830.

Shortliffe, E., 2012. Computer-Based Medical Consultations: MYCIN. vol. 2 Elsevier.

Shortliffe, E.H., Buchanan, B.G., 1985. Rule-Based Expert Systems: The MYCIN Experiments of the Stanford

Heuristic Programming Project. Addison-Wesley Publishing Company.

Shortliffe, E.H., Buchanan, B.G., Feigenbaum, E.A., 1979. Knowledge engineering for medical decision making:

a review of computer-based clinical decision aids. Proc. IEEE 67 (9), 1207–1224. https://doi.org/10.1109/
PROC.1979.11436.

Shvets, A.A., Rakhlin, A., Kalinin, A.A., Iglovikov, V.I., 2018. Automatic instrument segmentation in robot-

assisted surgery using deep learning. In: 2018 17th IEEE International Conference on Machine Learning

and Applications (ICMLA), pp. 624–628.
Sidey-Gibbons, J.A.M., Sidey-Gibbons, C.J., 2019. Machine learning in medicine: a practical introduction. BMC

Med. Res. Methodol. 19 (1), 64. https://doi.org/10.1186/s12874-019-0681-4.

Simonyan, K., Zisserman, A., 2015. Very deep convolutional networks for large-scale image recognition. In: 3rd

International Conference on Learning Representations.

Snyderman, R., Weil, A.T., 2002. Integrative medicine: bringing medicine back to its roots. Arch. Intern. Med. 162

(4), 395–397. https://doi.org/10.1001/archinte.162.4.395.
Son, L.H., Thong, N.T., 2015. Intuitionistic fuzzy recommender systems: an effective tool for medical diagnosis.

Knowl. Based Syst. 74, 133–150. https://doi.org/10.1016/j.knosys.2014.11.012.
Sorokin, I., Seleznev, A., Pavlov, M., Fedorov, A., Ignateva, A., 2015. Deep attention recurrent q-network. In:

Deep Reinforcement Learning Workshop. NeurIPS.

Specht, D.F., et al., 1991. A general regression neural network. IEEE Trans. Neural Netw. 2 (6), 568–576. https://
doi.org/10.1109/72.97934.

Stanford Institute for Human-Centered Artificial Intelligence (HAI), 2021. COVID-19 and AI: a virtual confer-

ence. https://hai.stanford.edu/events/covid-19-and-ai-virtual-conference. (Accessed 17 March 2021).

Stark, B., Knahl, C., Aydin, M., Elish, K., 2019. A literature review onmedicine recommender systems. Int. J. Adv.

Comput. Sci. Appl. 10 (8), 6–13. https://doi.org/10.14569/IJACSA.2019.0100802.

32 CHAPTER 1 Predictive analytics and machine learning for medical informatics

https://doi.org/10.1145/2063176.2063182
https://doi.org/10.1145/2063176.2063182
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0930
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0930
https://doi.org/10.1007/s40273-015-0342-3
https://doi.org/10.1109/78.650093
https://seer.cancer.gov/data/
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0950
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0950
https://doi.org/10.1001/jama.2018.5602
https://doi.org/10.1038/s41746-019-0148-3
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0965
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0965
https://doi.org/10.1136/heartjnl-2017-311198
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0975
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0980
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0985
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0985
https://doi.org/10.1109/PROC.1979.11436
https://doi.org/10.1109/PROC.1979.11436
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0995
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0995
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf0995
https://doi.org/10.1186/s12874-019-0681-4
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1005
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1005
https://doi.org/10.1001/archinte.162.4.395
https://doi.org/10.1016/j.knosys.2014.11.012
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1020
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1020
https://doi.org/10.1109/72.97934
https://doi.org/10.1109/72.97934
https://hai.stanford.edu/events/covid-19-and-ai-virtual-conference
https://doi.org/10.14569/IJACSA.2019.0100802


Stewart, A., Diaz-Aviles, E., Nanopoulos, A., 2011. Self-supervised detection of disease reporting events in

outbreak reports. In: 2011 IEEE International Conference on Information Reuse Integration, pp. 416–421.
Su, X., Khoshgoftaar, T.M., 2009. A survey of collaborative filtering techniques. Adv. Artif. Intell. 2009. https://

doi.org/10.1155/2009/421425.

Suykens, J.A.K., Vandewalle, J., 1999. Least squares support vector machine classifiers. Neural Process. Lett. 9

(3), 293–300. https://doi.org/10.1023/A:1018628609742.
Svensson-Ranallo, P.A., Adam, T.J., Sainfort, F., 2011. A framework and standardized methodology for develop-

ing minimum clinical datasets. AMIA Summits Trans. Sci. Proc. 2011, 54.

Szegedy, C., Liu, W., Jia, Y., Sermanet, P., Reed, S., Anguelov, D., Erhan, D., Vanhoucke, V., Rabinovich, A.,

2015. Going deeper with convolutions. In: Proceedings of the IEEE Conference on Computer Vision and

Pattern Recognition, pp. 1–9.
Szegedy, C., Ioffe, S., Vanhoucke, V., Alemi, A.A., 2017. Inception-v4, inception-ResNet and the impact of re-

sidual connections on learning. In: Thirty-First AAAI Conference on Artificial Intelligence, pp. 4278–4284.
Tachibana, R., N€appi, J.J., Hironaka, T., Yoshida, H., 2020. Self-supervised generative adversarial network for

electronic cleansing in dual-energy CT colonography. In: Medical Imaging 2020: Imaging Informatics for

Healthcare, Research, and Applications, vol. 11318, p. 113181E, https://doi.org/10.1117/12.2549234.

Tajbakhsh, N., Shin, J.Y., Gurudu, S.R., Hurst, R.T., Kendall, C.B., Gotway, M.B., Liang, J., 2016. Convolutional

neural networks for medical image analysis: full training or fine tuning? IEEE Trans. Med. Imaging 35 (5),

1299–1312. https://doi.org/10.1109/TMI.2016.2535302.

Tang, P.C., Ash, J.S., Bates, D.W., Overhage, J.M., Sands, D.Z., 2006. Personal health records: definitions, ben-

efits, and strategies for overcoming barriers to adoption. J. Am. Med. Inform. Assoc. 13 (2), 121–126.
Taylor, R.H., Menciassi, A., Fichtinger, G., Fiorini, P., Dario, P., 2016. Medical robotics and computer-integrated

surgery. In: Springer Handbook of Robotics, Springer, pp. 1657–1684.
Taylor, R.A., Moore, C.L., Cheung, K.-H., Brandt, C., 2018. Predicting urinary tract infections in the emergency

department with machine learning. PLoS One 13 (3), e0194085. https://doi.org/10.1371/journal.

pone.0194085.

Thakkar, M., Davis, D.C., 2006. Risks, Barriers, and Benefits of EHR Systems: A Comparative Study Based on

Size of Hospital. In: Perspectives in Health Information Management/AHIMA, American Health Information

Management Association, 3.

Anon., 2021. The Cancer Genome Atlas Program. (website). https://www.cancer.gov/about-nci/organization/ccg/

research/structural-genomics/tcga. (Accessed 16 March 2021).

Thong, N.T., et al., 2015. HIFCF: an effective hybrid model between picture fuzzy clustering and intuitionistic

fuzzy recommender systems for medical diagnosis. Expert Syst. Appl. 42 (7), 3682–3701. https://doi.org/
10.1016/j.eswa.2014.12.042.

Tibshirani, R., 1996. Regression shrinkage and selection via the lasso. J. R. Stat. Soc. B (Methodol.) 58 (1),

267–288. https://doi.org/10.1111/j.2517-6161.1996.tb02080.x.
Torrey, L., Shavlik, J., 2010. Transfer learning. In: Handbook of Research on Machine Learning Applications and

Trends: Algorithms, Methods, and Techniques, IGI global, pp. 242–264.
Tschandl, P., Sinz, C., Kittler, H., 2019. Domain-specific classification-pretrained fully convolutional network

encoders for skin lesion segmentation. Comput. Biol. Med. 104, 111–116.
Tu, Z., Bai, X., 2009. Auto-context and its application to high-level vision tasks and 3D brain image segmentation.

IEEE Trans. Pattern Anal. Mach. Intell. 32 (10), 1744–1757.
€Ubeyli, E.D., 2010. Recurrent neural networks employing Lyapunov exponents for analysis of ECG signals. Expert

Syst. Appl. 37 (2), 1192–1199. https://doi.org/10.1016/j.eswa.2009.06.022.
Vaicenavicius, J., Widmann, D., Andersson, C., Lindsten, F., Roll, J., Sch€on, T.B., 2019. Evaluating model

calibration in classification. In: Proceedings of the 22nd International Conference on Artificial Intelligence

and Statistics (AISTATS), vol. 89.

33References

http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1035
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1035
https://doi.org/10.1155/2009/421425
https://doi.org/10.1155/2009/421425
https://doi.org/10.1023/A:1018628609742
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1050
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1050
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1055
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1055
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1055
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1060
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1060
https://doi.org/10.1117/12.2549234
https://doi.org/10.1109/TMI.2016.2535302
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1075
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1075
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1080
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1080
https://doi.org/10.1371/journal.pone.0194085
https://doi.org/10.1371/journal.pone.0194085
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1090
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1090
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1090
https://www.cancer.gov/about-nci/organization/ccg/research/structural-genomics/tcga
https://www.cancer.gov/about-nci/organization/ccg/research/structural-genomics/tcga
https://doi.org/10.1016/j.eswa.2014.12.042
https://doi.org/10.1016/j.eswa.2014.12.042
https://doi.org/10.1111/j.2517-6161.1996.tb02080.x
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1105
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1105
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1110
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1110
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1115
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1115
https://doi.org/10.1016/j.eswa.2009.06.022
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1125
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1125
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1125
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1125


Valdez, A.C., Ziefle, M., Verbert, K., Felfernig, A., Holzinger, A., 2016. Recommender systems for health infor-

matics: state-of-the-art and future perspectives. In: Machine Learning for Health Informatics, Springer,

pp. 391–414.
vanMerode, G.G., Groothuis, S., Hasman, A., 2004. Enterprise resource planning for hospitals. Int. J. Med. Inform.

73 (6), 493–501. https://doi.org/10.1016/j.ijmedinf.2004.02.007.

Vapnik, V., 2013. The Nature of Statistical Learning Theory. Springer Science & Business Media.

Vincent, P., Larochelle, H., Lajoie, I., Bengio, Y., Manzagol, P.-A., Bottou, L., 2010. Stacked denoising autoen-

coders: learning useful representations in a deep network with a local denoising criterion. J. Mach. Learn. Res.

11 (12), 3371–3408.
Virgolin, M., Alderliesten, T., Witteveen, C., Bosman, P.A.N., 2017. Scalable genetic programming by gene-pool

optimal mixing and input-space entropy-based building-block learning. In: Proceedings of the Genetic and

Evolutionary Computation Conference, pp. 1041–1048.
Virgolin, M., Wang, Z., Alderliesten, T., Bosman, P.A.N., 2020. Machine learning for automatic construction of

pediatric abdominal phantoms for radiation dose reconstruction. In: Medical Imaging 2020: Imaging Informat-

ics for Healthcare, Research, and Applications, vol. 11318, p. 1131815.

Vogelzang, M., Zijlstra, F., Nijsten, M.W.N., 2005. Design and implementation of GRIP: a computerized glucose

control system at a surgical intensive care unit. BMC Med. Inform. Decis. Mak. 5 (1), 38. https://doi.org/

10.1186/1472-6947-5-38.

Wahle, F., Kowatsch, T., Fleisch, E., Rufer, M., Weidt, S., 2016. Mobile sensing and support for people with

depression: a pilot trial in the wild. JMIR mHealth uHealth 4 (3), e111. https://doi.org/10.2196/mhealth.5960.

Wang, Z., Fey, A.M., 2018. Deep learning with convolutional neural network for objective skill evaluation in

robot-assisted surgery. Int. J. Comput. Assist. Radiol. Surg. 13 (12), 1959–1970. https://doi.org/10.1007/
s11548-018-1860-1.

Wang, Z., Qu, Y., Chen, L., Shen, J., Zhang, W., Zhang, S., Gao, Y., Gu, G., Chen, K., Yu, Y., 2018. Label-aware

double transfer learning for cross-specialty medical named entity recognition. In: Proceedings of the 2018 Con-

ference of the North American Chapter of the Association for Computational Linguistics: Human Language

Technologies, vol. 1, pp. 1–15.
Watkins, C.J.C.H., Dayan, P., 1992. Q-learning. Mach. Learn. 8 (3–4), 279–292.
Weigend, A.S., Rumelhart, D.E., Huberman, B.A., 1991. Back-propagation, weight-elimination and time series

prediction. Connectionist Models, 105–116. https://doi.org/10.1016/b978-1-4832-1448-1.50016-0.
Weintraub, W.S., Fahed, A.C., Rumsfeld, J.S., 2018. Translational medicine in the era of big data and machine

learning. Circ. Res. 123 (11), 1202–1204. https://doi.org/10.1161/CIRCRESAHA.118.313944.
Weng, W.-H., Gao, M., He, Z., Yan, S., Szolovits, P., 2017. Representation and reinforcement learning for per-

sonalized glycemic control in septic patients. In: 31st Conference on Neural Information Processing Systems

(NIPS 2017).

Wiens, J., Guttag, J., Horvitz, E., 2014. A study in transfer learning: leveraging data from multiple hospitals to

enhance hospital-specific predictions. J. Am. Med. Inf. Assoc. 21 (4), 699–706. https://doi.org/10.1136/
amiajnl-2013-002162.

Wiesner, M., Pfeifer, D., 2014. Health recommender systems: concepts, requirements, technical basics and chal-

lenges. Int. J. Environ. Res. Public Health 11 (3), 2580–2607. https://doi.org/10.3390/ijerph110302580.
World Health Organization, 2016. Diagnostic Errors. World Health Organization.

Xiao, Y., Wu, J., Lin, Z., Zhao, X., 2018. A deep learning-based multi-model ensemble method for cancer

prediction. Comput. Methods Programs Biomed. 153, 1–9. https://doi.org/10.1016/j.cmpb.2017.09.005.

Xu, X.G., 2014. An exponential growth of computational phantom research in radiation protection, imaging, and

radiotherapy: a review of the fifty-year history. Phys. Med. Biol. 59 (18), R233.

Yampolskiy, R.V., 2016. Artificial intelligence safety and cybersecurity: a timeline of AI failures. CoRR abs/

1610.07997.

34 CHAPTER 1 Predictive analytics and machine learning for medical informatics

http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1130
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1130
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1130
https://doi.org/10.1016/j.ijmedinf.2004.02.007
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1140
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1145
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1145
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1145
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1150
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1150
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1150
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1155
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1155
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1155
https://doi.org/10.1186/1472-6947-5-38
https://doi.org/10.1186/1472-6947-5-38
https://doi.org/10.2196/mhealth.5960
https://doi.org/10.1007/s11548-018-1860-1
https://doi.org/10.1007/s11548-018-1860-1
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1175
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1175
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1175
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1175
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1180
https://doi.org/10.1016/b978-1-4832-1448-1.50016-0
https://doi.org/10.1161/CIRCRESAHA.118.313944
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1195
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1195
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1195
https://doi.org/10.1136/amiajnl-2013-002162
https://doi.org/10.1136/amiajnl-2013-002162
https://doi.org/10.3390/ijerph110302580
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1210
https://doi.org/10.1016/j.cmpb.2017.09.005
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1220
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1220
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1225
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1225


Yang, Y., Yan, L.-F., Zhang, X., Han, Y., Nan, H.-Y., Hu, Y.-C., Hu, B., Yan, S.-L., Zhang, J., Cheng, D.-L., et al.,

2018. Glioma grading on conventional MR images: a deep learning study with transfer learning. Front. Neu-

rosci. 12, 804. https://doi.org/10.3389/fnins.2018.00804.

Yom-Tov, E., Feraru, G., Kozdoba, M., Mannor, S., Tennenholtz, M., Hochberg, I., 2017. Encouraging physical

activity in patients with diabetes: intervention using a reinforcement learning system. J. Med. Internet Res. 19

(10), e338. https://doi.org/10.2196/jmir.7994.

Yu, C., Dong, Y., Liu, J., Ren, G., 2019a. Incorporating causal factors into reinforcement learning for dynamic

treatment regimes in HIV. BMC Med. Inform. Decis. Mak. 19 (2), 19–29. https://doi.org/10.1186/s12911-
019-0755-6.

Yu, C., Liu, J., Nemati, S., 2019b. Reinforcement learning in healthcare: a survey. CoRR https://dblp.org/rec/

journals/corr/abs-1908-08796.html?view¼bibtex.

Yu, C., Liu, J., Zhao, H., 2019c. Inverse reinforcement learning for intelligent mechanical ventilation and sedative

dosing in intensive care units. BMCMed. Inform. Decis. Mak. 19 (2), 57. https://doi.org/10.1186/s12911-019-

0763-6.

Zhang, J., Cao, P., Gross, D.P., Zaiane, O.R., 2013. On the application of multi-class classification in physical

therapy recommendation. Health Inform. Sci. Syst. 1 (1), 15. https://doi.org/10.1186/2047-2501-1-15.

Zhang, Q., Zhang, G., Lu, J., Wu, D., 2015. A framework of hybrid recommender system for personalized clinical

prescription. In: 2015 10th International Conference on Intelligent Systems and Knowledge Engineering

(ISKE), pp. 189–195.
Zhang, J., Xie, Y., Xia, Y., Shen, C., 2019. Attention residual learning for skin lesion classification. IEEE Trans.

Med. Imaging 38 (9), 2092–2103.
Zhao, C., Li, G.-Z., Wang, C., Niu, J., 2015. Advances in patient classification for traditional Chinese medicine: a

machine learning perspective. Evid. Based Complement. Alternat. Med. eCAM 2015. https://doi.org/10.1155/

2015/376716.

Zhu, W., Xie, L., Han, J., Guo, X., 2020. The application of deep learning in cancer prognosis prediction. Cancers

12 (3), 603. https://doi.org/10.3390/cancers12030603.

35References

https://doi.org/10.3389/fnins.2018.00804
https://doi.org/10.2196/jmir.7994
https://doi.org/10.1186/s12911-019-0755-6
https://doi.org/10.1186/s12911-019-0755-6
https://dblp.org/rec/journals/corr/abs-1908-08796.html?view=bibtex
https://dblp.org/rec/journals/corr/abs-1908-08796.html?view=bibtex
https://dblp.org/rec/journals/corr/abs-1908-08796.html?view=bibtex
https://doi.org/10.1186/s12911-019-0763-6
https://doi.org/10.1186/s12911-019-0763-6
https://doi.org/10.1186/2047-2501-1-15
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1260
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1260
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1260
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1265
http://refhub.elsevier.com/B978-0-12-821777-1.00023-9/rf1265
https://doi.org/10.1155/2015/376716
https://doi.org/10.1155/2015/376716
https://doi.org/10.3390/cancers12030603


This page intentionally left blank



CHAPTER

Geolocation-aware IoT
and cloud-fog-based solutions
for healthcare

2
Jaydeep Das

Advanced Technology Development Center, Indian Institute of Technology Kharagpur, West Bengal, India

Chapter outline

1 Introduction ..................................................................................................................................... 37

2 Related work ................................................................................................................................... 39

2.1 Health monitoring system with cloud computing ................................................................. 39

2.2 Health monitoring system with fog computing .................................................................... 39

2.3 Health monitoring system with cloud-fog computing ........................................................... 40

3 Proposed framework ......................................................................................................................... 41

3.1 Health data analysis ......................................................................................................... 42

3.2 Geospatial analysis for medical facility .............................................................................. 42

3.3 Delay and power consumption calculation .......................................................................... 45

4 Performance evaluation .................................................................................................................... 47

5 Conclusion and future work .............................................................................................................. 50

References .......................................................................................................................................... 51

1 Introduction
In the modern age, health has become a priority along with food, clothes, shelter, and other neces-

sities. Health awareness is increasing day by day. Health monitoring, sample collection, diagnosis,

and disease detection are regular practices in the healthcare field. Advanced internet technology such

as the IoT and sensor networks are used to monitor and collect patient health data. Several smart-

phone applications, including Apple HealthKit, Google Fit, and Samsung Health, collect data from

sensor-based devices such as Apple Watch, SmartBand, etc. They collect health data like blood pres-

sure, pulse, body temperature, and oxygen saturation levels in the blood, and send this data via Blue-

tooth. Smartphones are power-hungry because several build-in applications are running with other
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applications. They collect data and send it to nearby servers. Initially, the collected data are analyzed

in the distant cloud server. In this case, the communication delay represents a major challenge

(Doukas and Maglogiannis, 2012; Hassanalieragh et al., 2015) for healthcare and similar real-time

applications.

However, fog computing can overcome these communication delays, as the fog nodes reside

near the health applications and IoT devices (Gia et al., 2015; Negash et al., 2018). In the health-

care system, accurate and real-time results are required. Fog computing challenges related to

healthcare applications are described in Mutlag et al. (2019). Along with faster results, the accu-

racy of the result is also a major concern. A deep learning technique was used to classify data

and predict results with high accuracy (Faust et al., 2018). However, complex methods of deep

learning and neural networks again lead to a time-consuming process. A personalized healthcare

framework in an integrated cloud-fog-edge computing environment is proposed in Mukherjee

et al. (2021) and Ghosh et al. (2020b). Tuli et al. (2020) proposed a deep learning-based edge

resource-enabled computing platform to get accurate results in minimum response time for

health-related applications, such as in heart disease monitoring. Location-based services in a

cloud-fog integrated environment are described in Ghosh et al. (2020a). Das et al. (2016) elabo-

rates different location-based geospatial query processing in a cloud environment and cloud-fog

domain (Das et al., 2020).

In an emergency, patients need to be admitted to a nearby hospital or medical center after the health

data have been analyzed by medical personnel. The nearest pharmacy may need to be located to de-

liver medicine and other medical equipment. Rapid delivery can be crucial for the patient, and the

patient’s geolocation is an important aspect in identifying the nearest hospital or healthcare center

to the patient’s current location. The nearest hospital or healthcare center or pharmacy can be deter-

mined using overlay analysis. The shortest path analysis can then be used to reach the hospital or

healthcare center.

In this chapter, a geolocation-based IoT-fog-cloud-based solution for healthcare is proposed. Health

data are collected through the IoT devices and analyzed through the fog node cluster and cloud server.

Based on the data analysis and review by health personnel, and according to the geolocation of the

patient, the patient can be referred to the appropriate medical facility.

The key contributions of this chapter are:

• Proposing an IoT-fog-cloud-based architecture where healthcare data processing is done along with

geolocation data of the patient.

• Identifying the nearby medical facilities using a geospatial buffer creation mechanism.

• Obtaining the shortest path to reach medical centers or facilities from the patient with geospatial

analysis.

• Comparing the delay and power consumption of the proposed IoT-fog-cloud-based framework with

the IoT-cloud framework.

The rest of this chapter is organized as follows: Section 2 presents the state-of-the-art healthcare

systems in the IoT-fog-cloud environment. Section 3 describes the proposed IoT-fog-cloud-based

healthcare solution framework. It also elaborates on the geospatial analysis to facilitate medical

services to patients depending upon their geolocation. The performance evaluation of the proposed

healthcare solution and comparison with the cloud-only healthcare solution are given in Section 4.

The last section concludes the chapter with future directions.
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2 Related work
Healthcare-related data processing using cloud computing (Hassanalieragh et al., 2015; Mahmud et al.,

2016) and fog computing (Mutlag et al., 2019; Rahmani et al., 2018) is a current emerging research

field. To obtain more efficient results in terms of energy and latency researchers have used both en-

vironments together (Abdelmoneem et al., 2019; Tuli et al., 2020). Existing health monitoring work

can be classified into three categories: (1) cloud computing-based health monitoring systems,

(2) fog computing-based health monitoring systems, and (3) cloud-fog computing merged health mon-

itoring systems.

2.1 Health monitoring system with cloud computing
Hassanalieragh et al. (2015) focused on clinical examination reports and trying to predict different

kinds of diseases. Wearable sensors were used to collect the patient’s health data, such as body tem-

perature, blood pressure, respiratory rate, etc. The collected data were transferred to the remote health-

care center through a concentrator. The cloud was used for long-term data storage, data analysis,

and data visualization. A cloud-based data analysis framework was developed in Mahmud et al.

(2016). They collected population-wise socioeconomic data and health data, and tried to predict the

health shock. A fuzzy-based classifier was used to predict the health-shock level of rural and tribal

areas. The cloud was used for data capturing, data storing, indexing, and visualizing purposes.

Zhang et al. (2015) described a smart health system in which medical data was integrated between

public medical facilities and the patient’s health devices. A large amount of heterogeneous data storage

and data analysis has been carried out on the cloud platform. Another cloud-based work was proposed

in Gupta et al. (2017). The cloud was used to store users’ health data like heart rate, calories burned,

walking speed, and distance traveled. The data were transferred from IoT devices to the cloud through

XML. XML ensured that data collection was fast, secure, and reliable. The proposed model triggered

an alert message to the medical person if any abnormality was found in the person’s collected data. A

machine learning classifier was used in Muhammad et al. (2017) to improve the accuracy of a voice

pathology monitoring system. Voice signals were captured through the IoT devices and transmitted to

the cloud by watermarking, enabling the secure transmission of the signal. The doctor identified the

patient’s data and diagnosed it. The doctor provided feedback after analyzing the patient’s voice.

2.2 Health monitoring system with fog computing
Rahmani et al. (2018) and Negash et al. (2018) elaborated on the methods of IoT-based smart e-

healthcare systems in which fog computing and e-health gateways (UT-GATE) were used. This gate-

way was closer to the sensors and received local health data from the patient. They claimed the e-health

systems show better patient mobility, scalability, interoperability, reliability, and energy efficiency.

The nRF protocol was used in an IoT-based health monitoring system (Gia et al., 2017), for greater

energy efficiency of the sensor nodes. These sensor nodes collected ECG, respiration rate,

and body temperature data from patients, and forwarded them to the gateway using wireless technol-

ogy. Real-time alerts were provided after automated decisions were made by the monitoring system.

Gia et al. (2015) presented a fog-based IoT-enabled health monitoring system. ECG signal feature ex-

traction was performed at the edge devices as a case study. For real-time notification, they extracted
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heart rate, P and T waves, and other features from the ECG signals. They performed all these within an

appropriate bandwidth utilization and service delivery.

2.3 Health monitoring system with cloud-fog computing
Fog computing refers to an intermediate layer between the IoT devices and the cloud server

(Chakraborty et al., 2016; Abdelmoneem et al., 2019). IoT devices collect health data from patients,

process some data within the fog devices for emergency purposes, and perform quick responses with

alarm triggering. Gu et al. (2019) and Ahmad et al. (2016) used a cloud-fog environment for minimiz-

ing data leakage. They worked on the privacy of health data, reducing the transfer of data from IoT

devices to the distant cloud server. Support for patients with diabetes by analyzing glucose level data

with energy efficiency was carried out in Devarajan et al. (2019). For greater accuracy, they used the

J48graft classifier. A telehealth application was proposed in Dubey et al. (2015). The fog device an-

alyzes the data series received from the IoT devices, trying to fit a specific pattern. If new patterns are

received, they are forwarded to the cloud for further action. Diagnosis of heart disease using deep learn-

ing methods in the IoT-fog computing environment was carried out in Tuli et al. (2020). They showed

that the proposed method was delay-aware and energy-efficient. A summary of the related works dis-

cussed here is presented in Table 1.

From this literature survey, it can be observed that geolocation has not been dealt with in any of the

cases. Geolocation has a vital role in the healthcare system. In emergency cases, the patient’s transfer to

a nearby hospital or healthcare center can be urgently needed.

Table 1 Comparison of existing schemes for healthcare systems.

Existing work

Features

Cloud

used

Fog

used

Geolocation

analysis

Power

calculated

Delay

calculated

Muhammad et al. (2017), Hassanalieragh

et al. (2015), Mahmud et al. (2016), Zhang

et al. (2015), Gupta et al. (2017)

✓ X X X X

Mukherjee and De (2014) ✓ X X ✓ X

Rahmani et al. (2018), Negash et al. (2018),

Mutlag et al. (2019), Gia et al. (2015)

X ✓ X X X

Gia et al. (2017) X ✓ X ✓ X

Gu et al. (2019), Devarajan et al. (2019),

Ahmad et al. (2016), Dubey et al. (2015),

Muhammed et al. (2018)

✓ ✓ X X X

Chakraborty et al. (2016), Abdelmoneem

et al. (2019)

✓ ✓ X X ✓

Tuli et al. (2020) ✓ ✓ X ✓ ✓

Proposed work ✓ ✓ ✓ ✓ ✓
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3 Proposed framework
In this section, Fig. 1 elaborates the hierarchical structure of cloud servers, fog devices, and IoT devices

for health data collection, communication, health data analysis, and recommendations from medical

professionals. The workflow of the proposed model is depicted in Fig. 2. Health data are collected

through IoT and sensor devices and sent to the nearest fog devices. If the patient is in a moving vehicle,

then roadside units can serve as fog devices, as well as the router and switches. Fog devices perform the

primary health data analysis as it has low computation power needs. Thus n number of fog devices can

be engaged for m parameters of the health data analysis where n � m. If these aggregated parametric

data are within the normal range, then the parameter values are considered to be normal. If the para-

metric data are not within the normal range, then the results are forwarded to the cloud server

and medical personnel are consulted. According to the severity of the reports, the medical personnel

will contact the nearest medical center or hospital for further treatment.

Moreover, the geospatial data of the region of interest are analyzed and the geolocation of the

patients, hospitals, other healthcare centers, pharmacies, diagnosis centers, etc., are pointed out. It de-

termines the nearby healthcare facilities and obtains the shortest path to reach them. The geolocation-

based analysis is done in the cloud server, and all location information is sent to the medical center.

After getting the doctor’s consult, an ambulance can be sent to the patient’s geolocation to bring the

Cloud server 

Coverage area

Coverage area

Access point [Fog device]

Access point
 [Fog device]

Access point [Fog device]

Coverage area

FIG. 1

Overall hierarchical architecture.
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patient to the healthcare center for further treatment. If this is not possible, then care can be provided to

the patient from the healthcare center by sending medication or a medical team.

3.1 Health data analysis
Health data are collected through smart bands worn by the patients. Health data include heart rate,

blood pressure, body temperature, and other parameters generated every nminutes. CSV files are gen-

erated in different fog nodes for different health parameters. These files are related to individual health

data, and each health parameter has an upper bound and lower bound value or a range of values. If it is

identified that the collected health data parameters are abnormal or out of the normal range, then an

alert will be triggered and the collected health data will be sent to the cloud for further analysis. In the

cloud, all historical health data of the patient are present. A medical practitioner or doctor can analyze

this collected health data. If anything abnormal or any emergency is identified, then the nearest medical

center or hospital is then contacted and a medical team or an ambulance is sent for the patient by the

shortest path.

3.2 Geospatial analysis for medical facility
Geolocation is an important parameter to obtain the current position of the patient, pharmacies, hos-

pitals, diagnosis centers, etc. It has two parts. One is latitude (i.e., Lat) and another is longitude (i.e.,

Lon). The Lat/Lon identifies any geographical location on the earth. However, a patient can move from

one location to another location by ambulance, car, or other vehicle. If the patient is stationary, that may

be at their home, hospital, or any other place for a long time duration. Concern arises if the patient is not

Health data
capture Fog device Critical data

Data 
analysis

IoT device
Data 

forward

Yes

Cloud 
server

No

Medical data
forward

Geolocation

Fog device
Forward geolocation data for geospatial analysis 

Patient

Medical
person

Hospital/health
center

Forward report

Contact n
earby hospital

Send ambulance to
 patient geolocation

FIG. 2

Workflow of proposed model.
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in the hospital or a healthcare center, and needs to be moved to a nearby hospital or healthcare center if

the condition is critical. For such an emergency, the following two geospatial analyses must be

processed:

• Find the nearest hospital or healthcare center.

• Determine the shortest path to reach the nearest hospital or healthcare center.

3.2.1 Overlay analysis to obtain nearest medical facilities
In GIS, there are many layers present in the cartography of any area map. Here, Fig. 3 considers five

layers, that is, land use land cover (LULC), health, road, rail, and medical shops of area X. The LULC

layer describes the overall land structure of area X. The health layer includes hospitals, medical centers,

FIG. 3

Map of area X with five layers.
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public health centers (PHCs), block-level public health centers (BPHCs), which are pointed out as a

red-colored star. The road layer contains high roads and local roads, which are pointed out as gray-

colored lines. Rail is the rail track going through the area X. Black lines indicate these tracks. Medical

shops are indicated by green dots.

A buffer of 1 km around the health points (see Fig. 4) has been created. From Fig. 4, it is easily

understood, within 1 km, how much area is covered by each medical center. Also, this figure identifies

the medical shops within 1 km of the medical centers. Likewise, this can create a buffer around the

patient’s current geolocation of x kilometer to identify the nearest medical centers and medical shops.

The OGC compliant web processing service helps to create a buffer on the fly over the spatial dataset.

In that case, the BufferFeatureCollection service is required to create the buffer over the geospatial

dataset.

FIG. 4

Buffer of 1 km for healthcare centers in area X.
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3.2.2 Shortest path to reach nearest medical centers
Network analysis in GIS (Cadieux et al., 2020) does the shortest path determination. Here, the road is

considered as a network. If the source location is not on the path, then it checks the nearest point that is

on the path. From that point, it calculates the path to the nearest point of the destination that is on the

road network. Dijkstra’s algorithm is used to determine the shortest path between two points (i.e., the

patient’s current location and nearest healthcare center). Also, it determines the distance between

the two points. Our shortest path calculation is portrayed in Fig. 5. Two points (source and destination)

of area X are represented with a GPS logo, and the red line shows the shortest path.

3.3 Delay and power consumption calculation
Here, delays have been measured (Das et al., 2019, 2020) in the overall process. Total delay is the

summation of communication ðDcommÞ, propagation ðDpropÞ, data processing ðDprocÞ, and queueing

ðDqueuÞ delay:
Delay D¼

X
ðDcomm +Dprop +Dproc +DqueuÞ (1)

Dcomm ¼ð1 +FÞ*ðd=RÞ (2)

FIG. 5

Shortest path determination in area X.
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where F is failure rate, d is data amount to transmit, and R is data transmission rate.

Propagation delayDprop is the time taken for the data to be transmitted from sender node to receiver

node:

Dprop ¼ dsr=Sprop (3)

where dsr is distance between data sender node and data receiver node and Sprop is propagation speed.
Processing delay Dproc is time taken to process the data in a node:

Dproc ¼Aproc=Sproc (4)

where Aproc is amount of data processed and Sproc is speed of data processing.

In our case, communications occur between the IoT device and the fog device, fog device and cloud

server (if the health data are critical).

So, here the proposed system communication delay isDsyscomm ¼Difcomm +Dfccomm , whereDifcomm is IoT

to fog and Difcomm is fog to cloud communication delay.

The proposed system’s propagation delay Dsysprop ¼Difprop +Dfcprop , where Difprop is IoT to fog,

and Difprop is fog to cloud propagation delay.

The proposed system’s processing delay Dsysproc ¼Dfproc +Dcproc , where Dfproc and Dcproc are proces-

sing delay in fog node and cloud server, respectively.

The proposed system’s queueing delay is Dsysqueu .

The system’s overall delay is

Dsys ¼ðDsyscomm +Dsysprop +Dsysproc +DsysqueuÞ (5)

The overall power consumption of smartphones has been calculated. During communication with fog

nodes, smartphones are in active state Eactive. The rest of the time smartphones are in idle state Eidle.

Power consumption during the communication stage is

Psyscomm ¼Eactive*Dsyscomm (6)

Power consumption during propagation is

Psysprop ¼Eidle*Dsysprop (7)

Power consumption during data processing is

Psysproc ¼Eidle*Dsysproc (8)

Power consumption at queueing stage is

Psysqueu ¼Eidle*Dsysqueu (9)

So, the overall power consumption is

Psys ¼ðPsyscomm +Psysprop +Psysproc +PsysqueuÞ (10)

A comparison of the device delay and power consumption in our proposed framework with the existing

cloud-only framework is described in Section 4.
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4 Performance evaluation
All experiments have been done using the experimental setup listed in Table 2. The GOQiia health

fitness band was used as an IoT device for tracking the heartbeat, blood pressure, and temperature

of the body. These data are stored in the smartphones through the app as .csv files. A smartphone with

2 GB RAM and 8 GB internal memory and three Raspberry Pi 3 with B+ models were used for exper-

iment purposes. The smartphone and Raspberry Pi act as fog devices. Virtual machine (VM) of the

Google Cloud Platform (GCP) was used with 3.75 GB RAM, 250 GB storage, and a Windows server.

The experiment setup with medical data flow is shown in Fig. 6.

The normal range of human health data is as follows:

Body temperature: 96–98.6°F

Table 2 Experimental setup of proposed healthcare system.

Device Details

VM in GCP 3.75 GB RAM, 250 GB storage and Windows server 2012 OS

Raspberry Pi 3B+ 1 GB LPDDR2 SDRAM, 32GB SD card support, ARM Cortex

�A53 1.4 GHz 64-bit quadcore and Raspbian Stretch OS

Smartphone 2 GB RAM, 8 GB internal memory, 64-bit 1.2 GHz Qualcomm

Snapdragon 410 Quad Core with Android 6.0.1

Smartband GOQii, body temperature, heart rate, SpO2 tracker

Capture raw
health data

Structured 
health data

transfer

Health data
transfer for

analysis

Contact
medical
person

Send ambulance by shortest path

Geolocation
analysis

FIG. 6

Experimental setup for health data transmission.

aSee https://goqii.com/in-en.
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Blood pressure: 60–80 mmHg (diastolic) and 120–140 mmHg (systolic)

Heart rate: 55–80 bpm

In our experiment, hypertension data from research students and faculty members of different age

groups were collected. The pictorial view of the hypertension data analysis is shown in Fig. 7. Hyper-

tension data from 30 research students and 10 faculty members were collected. Among the participants,

10 research students were female and 20 were male. Of the faculty member participants, 4 were female

and 6 were male (refer to Fig. 7A). The number of students with hypertension was 10, and the number
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FIG. 7

Analysis of hypertension data.
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of faculty members was 7 (refer to Fig. 7B). A total of 12 males and 5 females were suffering from

hypertension (refer to Fig. 7C). In total, 10 students and 7 faculty members were suffering from hy-

pertension, whereas 20 students and 3 faculty members were free from it (refer to Fig. 7D).

For geospatial analysis, QGIS 2.18.28 was used, which was installed in the GCP VM. All geospatial

datasets of area X were kept in the GCP VM. LULC, road, rail, medical center, and medical facility

datasets were used for analysis. Five layers were overlaid in the QGIS and integrated, as it is easier to

determine the user’s interest or apply any algorithms related to the multiple layers. The shortest path

creation was carried out using the Dijkstra algorithm. For buffer creation, a built-in function was used

for point vector data, as the health centers are considered to be points. The buffer of these health centers

is a circle. In the experiment, a buffer around a 1 km radius was considered. The results of buffer cre-

ation and the shortest path determination are shown in Figs. 4 and 5.

Delay and power consumption calculations were carried out with varying health data amounts in

megabits. Fig. 8 shows that the delay in the fog-cloud environment is much lower than in the only-cloud

environment. In the only-cloud domain, all data are processed in the remote cloud server. In our pro-

posed fog-cloud integrated environment, small amounts of data are processed in nearby fog devices.

These data are not sent to the remotely located cloud server, which reduces the delay in the overall

process. Only the larger amounts of data are processed in the cloud server.

Similarly, different amounts of health data were transmitted to check the user device power con-

sumption. Fig. 9 shows the power consumption of the user devices is much lower in the fog-cloud en-

vironment than in the only-cloud environment for health data transmission. A better result is achieved

when the data size is increased.
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Delay in only-cloud and proposed fog-cloud for health data transmission.
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5 Conclusion and future work
In this chapter, geolocation-based healthcare solutions with the support of IoT, cloud, and fog com-

puting are discussed. The health data collection is carried out by IoT devices. Primary analysis is

handled in the fog devices. If a critical indication arises in the primary analysis, the system moves

to more detailed analysis. Further analysis is done within the cloud server with the patient’s historical

data analysis by the medical practitioner. In critical situations, an ambulance or medical team can be

sent to the patient’s geolocation using the shortest route. This chapter illustrates how geospatial anal-

ysis can help to find medical necessities in nearby locations and how to reach the medical center or

hospital using the shortest path. Moreover, it is observed that the proposed framework outperforms an

only-cloud platform with 25%–27% less delay, and 27%–29% less power consumption of smart-

phones or IoT devices.

In the future, machine learning techniques can be applied for better medical data analysis and health

data classification. In this chapter, only hypertension data of patients were considered. Other diseases

like diabetes, cancer, hepatitis, etc. can be taken into consideration in future healthcare research with

the proposed hierarchical computing environments. Also, incorporating blockchain technology could

make the medical data transfer more secure and trustworthy. Patients’ data could be generated from the

secured devices, and the generated data treated as transactions on the blockchain. The patient health

information could then be validated with a smart contract. No third person could change the patient data

while it is transferred from the local database to the hospital database. If any health data were to be

tampered with during the data transmission, it could easily be identified.
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Power consumption of smartphone in only-cloud and proposed fog-cloud for health data transmission.
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1 Introduction
Having the ability to see inside the human body and visualize what is happening there, without the need

for surgical access, has long been a goal of medical science. Radiology is the branch of medical science

that mainly deals with this field and provides the means for the other medical branches to diagnose

more effectively. X-ray imaging is a method that captures an image of the inner parts of the human

body, such as the lungs and bones. Computed tomography, ultrasound tomography, and magnetic res-
onance are methods that capture many slices of an organ or body part. There are many other specific

techniques (Beutel et al., 2000) based on these methods, such as coronary angiography and scintigra-
phy, and still others directly use cameras to take internal images. All these methods represent the result

as a single image or a set of images for further analysis.

Medical image analysis is the field that deals with the analysis of the images made from these med-

ical imaging methods. In early times this analysis was performed by a radiologist or a specifically

trained doctor, but as the medical imaging field evolved, the number of images produced increased.

This made diagnosis by a single person more difficult or even impossible. The general idea was to find

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00004-5
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a way to rapidly classify or detect regions of interest in those images and have the doctor decide only

about the “suspicious” ones. Computer vision (CV) seemed to be the key, but in earlier times, when its

decision accuracy was poor, it was not reliable enough, especially for healthcare tasks. After CV

evolved and began to score recognition rates that approached human recognition accuracy, its use

in medical image analysis became feasible. This collaboration seemed very promising, because med-

ical images, due to the manner in which they must be captured, have minimized some problems that

other images have.

When all began to seem ideal for CV, security issues appeared. Security attacks on CV systems cast

doubt on their credibility. Attacks showed the vulnerabilities in CV systems, regardless of the appli-

cation field. Machine learning vulnerabilities became a threat to medical imaging too. Research of

great interest started that not only concerns the applications of CV in medical imaging but in all of

CV’s critical applications. To date, this research has brought to light many effective attack proposals

and also defensive techniques against them. This hunt has improved CV systems, making them more

robust against attacks, but also bringing them closer to human perception.

The contributions of this chapter are:

(1) The security issues of machine learning-based medical imaging systems are discussed thoroughly

for the first time in the literature.

(2) The current status of adversarial attacks and defensive strategies for medical imaging systems is

described.

(3) The importance of developing more secure CV systems for medical imaging is justified through an

in-depth analysis.

Next, terms such as computer vision and adversarial computer vision will be defined and, finally, an

attempt will be made to capture the current status of the research specific to the subfield of medical

imaging CV.

2 Computer vision
Computer vision (CV) or machine vision is the field of artificial intelligence (AI) that deals with image

recognition and analysis by a machine. An integral part of a modern CV system is the machine learning

(ML) model that is used. ML models are systems that, given an input vector of numbers, can compute

an output vector. In order to program this computation, the system can be trained with known

input–output sets called training datasets. When the training process is over, the model has learned

the function between input and output vectors, so that if you feed it with an unknown input vector,

it can compute the most appropriate output, according to the dataset that the ML model learned from.

A computer vision system can be divided into several parts (see Fig. 1). After image acquisition, the

matrices produced, which are three for a colored image or only one for a grayscale image, are processed

to make the image features more distinct, with less noise and ready for analysis. The subfield that is

responsible for this process and contains all converting and processing methods is called image pro-
cessing. The next step, which is necessary only in some cases, is to detect the target object or the regions

of interest and to drop out everything else in the image. Then values representing some chosen features

of the image, which are preselected with “feature selection” methods, are computed from the matrix’s

values.
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During training, the ML model divides the hyperplane that is produced by the feature variables into

areas that represent the output classes of the specific classification problem. In order to classify the

objects from the chosen features, the pretrained ML model is fed with a vector of real numbers repre-

senting these feature values and makes a decision as to which area of the hyperplane this vector be-

longs, classifying the objects that were previously detected in the image, or in some other

instances, classifying the entire image. The ability that ML models have of being able to classify “un-

seen” images, which were not learned during training, is termed the generalizability of the model. To

rate the accuracy of the model, we test only “unseen” images that were correctly labeled. That is why

we usually divide every image dataset into three parts:

• the training set, which is used to train the classifier;

• the validation set, which is used to validate the training procedure;

• and the test set, a smaller set of unused labeled images to test generalizability.

Most of the CV systems have followed this approach; however, the proposal of deep learning (LeCun

et al., 2015) introduced new, efficient models. These models are artificial neural networks with many

hidden layers. Especially in computer vision, a deep neural network like DCNN (Rawat and Wang,

2017) (Deep Convolutional Neural Network) can undertake some of the most critical processes of a

CV system, including feature extraction and decision making (see Fig. 1). Also, the feature selection

process that usually took place before the training procedure is now included in the training procedure.

Therefore, the features chosen to be extracted cannot be clearly seen and they are imperceptibly in-

cluded in the first layers of the DCNN, called convolution filters. The main advantage of deep ML

FIG. 1

The architecture of a medical computer vision system and its usual workflow.
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models is that they can learn from greater datasets, so that they can estimate the output more precisely.

Their significantly higher accuracy scores have demonstrated their integrity.

The usual tasks for a CV system are:

• Classification, when we want to classify an image of an object. The classes can be only two (healthy

or diseased), but can be many more. For instance, the popular ImageNet dataset has 1000 different

classes (all the categories of the objects in the dataset).

• Detection, when we want to detect several objects in an image.

• Segmentation, when we want to find semantic segments and regions of interest in an image.

Other tasks are pose estimation and action recognition, but they have not been applied to medical im-

aging yet. They may be used later for the development of automated capture of medical images.

The evolution of CV systems has made their use feasible in many fields such as robotics, auton-

omous vehicles, security systems, cyber-physical systems (CPS), and Internet of Things (IoT) systems.

In medical science, except for medical image reconstruction (Hosny et al., 2013; Papakostas et al.,

2009), they have been used efficiently in radiology (Rajpurkar et al., 2017); in pathology, especially

for cancer detection (Kose and Alzubi, 2020); in dermatology for skin cancer classification (Hosny

et al., 2018); and in ophthalmology for retinopathy detection (Wang et al., 2020) and retina biometrics

(Badeka et al., 2020). The only problem has seemed to be that sometimes in medical imaging there is a

delineation in producing the “ground truth” label that classifies a medical image, because there are

instances in which even experts disagree about the classification (Njeh, 2008). Creating a medical im-

age dataset and setting the ground truth labels can be a very sensitive operation, because if the labels are

not carefully chosen then the ML system will learn to make wrong decisions.

3 Adversarial computer vision
When it seemed that CV systems could understand medical images, and images in general, as effi-

ciently as an expert, some security issues appeared.

Several security issues in healthcare, such as those involving medical files, medical devices,

and medical analytics security, are of concern to the scientific community. The use of ML models

in healthcare is not related only to CV systems, as these models can also be used for decision making

about pharmaceuticals or device evaluation or approval (Finlayson et al., 2019), or about medical data

derived from IoT or wearable devices, or filtering and clustering data. Adversarial examples that will be

described shortly do not affect only CV systems, but also deep ML models generally. So, the security

issues that will be analyzed concern every other ML model use.

The preliminary security issues were found in references about attacks against digital image water-

marking (Linnartz et al., 1998), but this did not seem to concern the CV or machine learning field. The

first reference to the security of ML was made by Barreno M. et al. in 2008 (Barreno et al., 2008), who

also proposed the first taxonomy of attacks on machine learning, basically driven by the research in

spam email filtering.

In 2013, Szegedy et al. (Szegedy et al., 2013) had the idea that if we add the appropriate impercep-

tible perturbation to an image, we can mislead theMLmodel to make wrong decisions. The appropriate

perturbation for a specific image is made by optimizing the input of the ML model, which is the per-

turbed image, to maximize the prediction error. This first approach means that we know everything
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about, or rather obtain, the trainedMLmodel that is used in the CV system and the image test set, so we

can test the same image adding various kinds of perturbations, which are usually specific noise, finding

in this way the minimum perturbation that causes misclassification. This brought a type of the previ-

ously mentioned security issues directly to the CV field and then generalized it to the ML field.

Adversarial examples are perturbed images whose purpose is to mislead theMLmodels (see Fig. 2).

In the subfield of CV, these techniques, which include all kinds of attacks using adversarial examples

and, in parallel, all the defensive techniques against them, were termed “adversarial computer vision”

(adversarial CV). The corresponding term in the more general field of ML was termed “adversarial

machine learning” (adversarial ML).

The perturbation, which is usually some kind of noise added to clean images to produce adversarial

examples, is not randomly chosen. The main idea that brought up adversarial examples was based on

the observation that no CV system can detect positively or classify correctly all the objects of its task for

the entire image set given. So, there is a subset of the space of images that causes false decisions in the

system, although humans can easily recognize them. This subset of images may be physically perturbed

(distortion, deformation, misillumination, misorientation, occlusion) in a way that they significantly

influence some of the features that were preselected for extraction and feed them as input to the

ML model.

Knowing the trained ML model, we can artificially produce such perturbed images adding noise,

randomly or not, to several of them. If we know the features that are selected for extraction in the “fea-

ture extraction” phase of the CV systems workflow (see Fig. 1), we can easily choose the appropriate

noise to add to an image, so that the applied image feature vector moves to an area of the hyperplane

that has been delimited by the ML model to another inappropriate class, resulting in misclassification

(see Fig. 3).

It seemed that one needed to obtain the specific pretrained ML model of a CV system, or its pa-

rameters and the training dataset, to produce the appropriate adversarial examples. However, based

on the observation that adversarial examples made for a specificMLmodel can surprisingly be efficient

for attacking another ML model with other parameters and trained with a dissimilar dataset, we can

construct adversarial examples with any ML model in order to attack every other model. This is more

effective when we obtain similar ML models or training datasets for producing the adversarial exam-

ples, but is still effective in all other instances. This phenomenon is called “attack transferability”

FIG. 2

A simple representation of adversarial example production. The adversarial example is shown in the third column,

where the parameter k should be optimally minimized while the product effect to the classifier is maximized.
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(Szegedy et al., 2013; Goodfellow et al., 2014; Papernot et al., 2016a). Therefore the knowledge of the

attacked ML model is useful, but it is not the only way to start an attack.

Adding a small, imperceptible-to-humans perturbation, we can artificially produce adversarial ex-

amples, but can they be produced accidentally? The answer is yes. These perturbations, such as noise,

distortion, deformation, misillumination, misorientation, and occlusion, may be physically applied to

an image and if that affects the decision of the ML model, they become accidental adversarial exam-

ples. In medical imaging, avoiding or minimizing the previously mentioned perturbations is considered

a condition of the utmost importance. Capturing the images is a job that must be done in a predeter-

mined way, and very carefully.

4 Methods to produce adversarial examples
There are many methods for generating adversarial examples. Herein, only the methods considered as a

base for other variants and those that can have an effective application to medical imaging due to their

special characteristics are presented. Before that, it would be useful to be clear that the term norm,
which will be mentioned often in the following text, is a function from a vector space over the real

or complex numbers to the nonnegative real numbers space that satisfies some predefined conditions

and has specific properties. Simply, a norm is a way to measure a vector’s distance from the zero vector

or the distance between two vectors. L0 corresponds to the number of nonzero elements in the vector

and cannot be considered as a norm, because it does not satisfy the norm condition. L1 corresponds to
the sum of the absolute values of the vector’s components. L2 or the Euclidean norm corresponds to the

square root of the sum of the squared values of the vector’s components, and it finds the shortest dis-

tance of the route from the vector to the zeroth vector. L-infinity, L∞, or max norm corresponds to the

maximum of the absolute values of the vector’s components. The most popular methods are described

as follows.

FIG. 3

Simplified visualization of the way adversarial examples act in moving from one class area to another, attacking

a classifier. Triangles are images that are classified to the malignant tumor class and stars are images that

should be classified to the benign tumor class.
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Fast Gradient Sign Method (FGSM) (Goodfellow et al., 2014) can be considered the base of a fam-

ily of methods. FGSM generates adversarial examples that are effective in CV systems that use an ar-

tificial neural network (ANN), and therefore CNN and DCNN, as they are subsets of the more general

ANN set, as a classifier. Given are the values of the parameters p of the model and the cost functionC(p,
x,y), where x is the input to the model and y the targets associated with x, which have been used to train
the neural network classifier. The method tries to make the cost function C(p,x,y) linear around the

p values, optimizing the L∞ norm of the constrained perturbation of δ given in Eq. (1).

δ¼ E � sign rx C p, x, yð Þð Þð (1)

where E is a scalar value, sign(.) is the sinus function, andrx is the gradient of function C(.). FGSM has

variants that are based on the gradient of the cost function, such as Fast Gradient-L2 and Fast Gradient-
L∞ (Kurakin et al., 2016a). All the FGSMmethods family are executed in one step. FGSM is generally

designed for attacks that are not aimed at a specific instance or class, but there are variants that aim at a

specific class or the least likely class predicted by the classifier.

Basic Iterative Method (BIM) (Kurakin et al., 2016a) is FGSM based, but it is not a one-step

method. First, it applies a δ perturbation, such as that described in Eq. (1), with a random scalar value

of E,and in every following step, it adds another δ perturbation to the previously perturbed image until it

causes misclassification. A variant of BIM worth mentioning, called the “iterative least likely class

method” (Kurakin et al., 2016b), is aimed at producing the optimal perturbation so that it makes

the classifier misclassify the detected objects or the entire image to the least likely class. Another var-

iant of BIM worth mentioning is projected gradient descent (PGD) (Madry et al., 2017), which is con-

sidered the strongest BIM variant. This can make the adversarial examples more effective

and disastrous.

L-BFGS (Liu and Nocedal, 1989) is an adversarial example production method so named because,

in order to minimize the perturbation’s L2 norm, it uses the limited memory quasi-Newton method for

large-scale optimization.

Carlini & Wagner (C&A) (Carlini and Wagner, 2016) attacks consist of three methods: the C&A-

L2, the C&A-L0, and the C&A-L∞, each minimizing the L2, the L0, and the L∞ norm of a cost function.

That perturbation cost function is different in each of the three variants of the method. C&A attacks are

considered to be among the most efficient attacks in adversarial CV.

Jacobian-based Saliency Map Attack (JSMA) (Papernot et al., 2016b) is a method that iteratively

changes the values of just a few pixels. It changes the value of one pixel at a time, keeping the changes

for the next iteration when it will alter another pixel. After all iterations, it constructs the adversarial

saliency map that measures the effectiveness of every perturbed pixel and, finally, it chooses the re-

gions of the map that are most effective to provoke misclassification. In this way JSMA constructs

adversarial examples, affecting only a few regions and not the entire image. This characteristic makes

the adversarial examples produced imperceptible and suitable for application in medical imaging.

One Pixel Attack (OPA) (Su et al., 2019) is a method that iteratively alters the values of one pixel of

the image at a time, evaluating its effect on the classifier. Consequently, another pixel value is altered

but, contrary to the JSMAmethod iteration, it does not keep the previous pixel altered. If the evaluation

of the next one-pixel perturbation shows it has more effect than the previous one, the method decides to

substitute the perturbation pixel with the last; otherwise it keeps the previously made one. Completing

all the iterations, the method chooses the most effective single-pixel perturbation. This method is

designed to generate adversarial examples only from probabilistic ML models, so that it can evaluate
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every perturbation. The method is not the most effective, but it proves that in some cases only one

specific pixel perturbed is enough to change the classification results. Based on this conclusion, we

can easily understand how important it is to care about all the conditions of the subject, the background,

and the device during image capturing.

Universal Adversarial Perturbation (UAP) (Moosavi-Dezfooli et al., 2017) is a family of methods

that constructs a single perturbation that is added to all images of the image set. In the previously men-

tioned methods, a different perturbation is constructed for each image, in a way so as to be optimally

effective and imperceptible. With UAP, using a single “universal” perturbation applying it to a set of

clean images we can produce a set of adversarial examples. This family of methods is not one of the

most effective ones, but its characteristics make it one of the most easily applicable. UAP methods are

useful because some of them can directly apply to any physical object. Moreover, the perturbation pro-

duced can be materialized, for example a film that can be applied physically on a camera’s lens so that

the universal perturbation can be applied to any image produced, causing misclassification most of

the time.

The first four methods and their variants presented earlier are based on the same idea of maximizing

the effect of the adversarial example on the classifier, overminimizing the perturbation cost that makes

the perturbation imperceptible. This is made either in one step or iteratively. They differ based on the

kind of perturbation they apply, and the cost function of the perturbation used for minimization. The

latter three methods are chosen because of their special characteristics and their applicability to medical

imaging, as described. Other adversarial example constructions that are worth a reference are STAds

(Spatial Transformed Adversarial examples) (Xiao et al., 2018), DeepFool (Moosavi Dezfooli et al.,

2016), ZOO Attack (Zeroth Order Optimization Attack) (Chen et al., 2017), Levy-Attack (Srinivasan

et al., 2019), UPSET and ANGRI (Sarkar et al., 2017), EAD (Elastic-net attacks) (Chen et al., 2018),

and Houdini (Cisse et al., 2017). Many more can be found in the collection of papers in (Carlini, 2019)

and many other sources on the internet that are continuously updated.

5 Adversarial attacks
An adversarial attack in computer vision can be defined as the application of an adversarial example as

input to a CV system, with the purpose of misclassification. We call it misclassification when the CV

system classifies an image in a different class than a human does. However, how should it be defined in

what class a human classifies an image? How can we decide the “ground truth” class labels correspond-

ing to an image set? Clearly, there is a sense of relativity and therefore the labels of each image must be

carefully selected, statistically considering the opinion of a group of specialties and not the classifica-

tion made by only one expert. In (Carlini, 2019) it is stated that “Ground truth is often ambiguous,”

which means that, in some instances, especially in medical image analysis, even specialties do not

agree on the same classification. If we train an ML model with clumsily chosen labels, it will affect

the way the model delimits the classes in the theoretical hyperplane of the feature variables. Choosing a

reliable dataset for the training procedure, as for the testing procedure too, affects directly the accuracy

of the model’s effectiveness and rating. Using a dataset containing adversarial examples, but correctly

labeled, can be used to make the MLmodel more robust to some attacks (Szegedy et al., 2013) and will

be analyzed thoroughly later in this chapter.

In the means of attack transferability described earlier, adversarial examples can be used to attack

either the same model that they have been created and optimized with, or any other model.
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Some adversarial examples can be implemented in the real world, applied physically to objects, but

some others can be used only in the cyberworld for perturbing digital images. Some adversarial exam-

ples are targeting a specific class or a group of classes, and others are constructed for universal attacks.

These ways of using adversarial examples characterize the attacks, so we can taxonomize them.

Many taxonomies have been proposed, but they seem to be influenced by the subject of a specific

research subfield. The research, since the first reference to ML security in 2008 (Barreno et al., 2008)

and adversarial CV in 2013 (Szegedy et al., 2013), has advanced and new directions taken as the phys-

ical implementation of the perturbations appeared (Finlayson et al., 2019; Kurakin et al., 2016a;

Elsayed et al., 2018; Eykholt et al., 2018). The latest taxonomy of adversarial CV attacks

(Maliamanis and Papakostas, 2020a) that will be presented shortly seems to be more general

and updated to the needs of the latest research directions. The taxonomy is based on three axes, the

knowledge of the targeted CV system axis, the specificity of the attack axis, and the applicability to

the physical objects axis, as is seen in Fig. 4:

• Knowledge axis. This consists of three categories of attacks:
d White box attacks. Corresponds to attacks that are constructed having complete knowledge

of the type of the ML model, and all its parameters, that the CV system is using, as

well as the training method and the training dataset. As previously mentioned, in this

FIG. 4

A general taxonomy of adversarial attacks in computer vision (Maliamanis and Papakostas, 2020a).
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way adversarial examples can be constructed optimally, maximizing their effectiveness.

These attacks are the strongest of the three categories.

d Gray box attacks. Corresponds to attacks that are constructed having only some knowledge

about the classifier. These attacks are usually paired with an attack strategy, depending on the

knowledge obtained. These attacks are usually of moderate strength.

d Black box attacks. Corresponds to attacks that are constructed without having any knowledge

about the classifier. In this case, the attack is made using a classifier and training dataset the

attacker already has, hoping that the phenomenon of attack transferability will be effective in

the use case. These attacks do not have a constant effectiveness in every case of application, but

have the advantage of the universality of use.

• Specificity axis. This consists of two categories of attacks:

d Targeted attacks. Corresponds to attacks that try to change the classifier’s decision of a single

class or a deteriorated group of classes. For example, an attack that intends to change the

classification of one disease to another and does not affect the classes of other diseases is a

targeted attack.

d Indiscriminate attacks. Corresponds to those attacks that have an effect on all classes without

discrimination.

• Applicability axis. This consists of two categories of attacks:

d Virtual attacks. Corresponds to attacks that can be found only in digital data forms. These

attacks refer to CV systems used on cyber recognition, as digital images, or text recognition

from text files.

d Implementable attacks. Corresponds to attacks that can also be materialized in physical form in

the real world. These attacks can be applied to physical objects, or in the case of using a

universal perturbation on image-capturing devices.

To fully categorize an attack, we need to choose three characterizations, one for each axis of the pre-

ceding taxonomy. For example, a black box, indiscriminate, and implementable attack is an attack that

was made without any knowledge of the targeted classifier, it affects all of the classes, and it can be

materialized in physical forms in order to be applied directly on objects.

There is also research on attack strategies that can pair with a set of attack categories. An interesting

attack strategy, called the Oracle Attack Method (Goodfellow et al., 2014), attacks a remote classifier,

such as a cloud classifier, monitoring the predictions made by the remote system. In this way it creates a

dataset to train a substitute model locally afterwards. The produced local ML model, which resembles

the remote one a great deal, can be used for producing adversarial examples. This strategy converts

black-box attacks to gray box, obtaining knowledge for the targeted system, concluding in attack ef-

ficiency improvement.

6 Adversarial defensive methods
Some defensive strategies and methods have been proposed for degrading the effect of adversarial

attacks, but among them there is no universal defense capable of making CV systems robust against

every attack. Their application to medical CV systems shows no restrictions or differences
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compared to other CV applications, because, as was mentioned, in medical imaging the conditions

may be different but the CV systems used are the same as in other applications.

Lately, the research has been focused on finding the reason for the effectiveness of adversarial at-

tacks against MLmodels and the reason for the “transfer learning” phenomenon also. These seem to be

the keys to designing ML models that are robust against adversarial attacks. An interesting hypothesis,

that we support, is that a DCNN, which is the most popular ML model for CV systems, models, among

robust features, also nonrobust ones that are imperceptible to humans (Ilyas et al., 2019). Adversarial

examples are altering these nonrobust features, which is why they are so effective and imperceptible.

The same hypothesis can explain the phenomenon of attack transferability, since altering the nonrobust

features of an image can have an effect on another ML model from the targeted one, because it also has

modeled some of the same features during training.

Summarizing the main defense proposals, considering the way they act, we concluded on the fol-

lowing categorization:

• Defensive methods that improve the training process. Using adversarial examples, correctly

labeled, among clean images, to train an ML model with this augmented dataset, is termed

“adversarial training.” Adversarial training is a very popular defensive method but, besides the fact

that it is effective against only the attack methods that are using similar adversarial examples, such

as those used for augmenting the training, it drops the accuracy of the model on clean images

(Papernot et al., 2016a). This observation can be a clue supporting the hypothesis of nonrobust

feature modeling. Another defensive method is the one termed the “distillation method of training”

(Papernot et al., 2016c), which uses an additional probabilistic classifier that outputs probabilities of

the classes rather than classifying to a “hard” label, in order to provide the “soft” made labels.

Subsequently it uses them to train the main ML model. This helps the classifier to classify the

adversarial examples more accurately.

• Defensive methods that improve the image processing step. Applying on an image a common

compression like JPG, which removes the imperceptible high-frequency components from the

images, can cause some attacks to become less efficient (Das et al., 2017). Finding the region of

interest and cropping the image to it, discarding everything else, using foveation-based mechanisms

(Luo et al., 2015), can also reduce the effectiveness of many adversarial attacks.

• Defensive methods that modify the classifier’s architecture. The observation in (Papernot et al.,

2016a) that adversarial training is more effective on deeper DNN classifiers led to the method of

increasing the capacity of a DNN. Adding layers to such a model can also be combined with

appropriate training (Madry et al., 2017), constructing a classifier that is more robust against

attacks. This is an improvement, compared to the single adversarial training, but it is also incapable

of constructing a classifier robust to all attacks but instead only to the trained ones. Another method

that alters the classifier’s architecture is its combination with an autoencoder used before the

main classifier with the purpose of “denoising” the input image. This method was termed

Deep Contractive Networks (DCNs) (Gu and Rigazio, 2014). They are effective because

autoencoders, and especially Contractive Auto-Encoders (CAEs) (Rifai et al., 2011), can optimally

compress the input vector, transforming the features to another form that minimizes the correlation

between them. In addition, in discarding the contained information that is not useful for the

classification process, they discard a major part of the adversarial perturbation applied to an

adversarial example.
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• Defensive methods that detect adversarial examples. These methods are simply trying to detect

adversarial examples before forwarding them as inputs to the classifier. The detection idea may be

simple, but the execution is difficult. None of the methods that have been proposed can detect all

kinds of adversarial attacks (Carlini and Wagner, 2017). If they find an adversarial example,

they can denoise it, or substitute it with a clean image, or even discard it. There is a plethora of such

detection methods because it has been a favorite problem of researchers from early times.

Among others worth referring to are the Convolutional Filter Statistics method (Li and Li, 2017),

Feature Squeezing method (Xu et al., 2017), and Magnet method (Meng and Chen, 2017).

Although the idea of primary detection is simple, the execution is difficult and the methods are not

universally effective. This strategy is of great research interest because, parallel to its evolution,

it challenges the attack methods to try to be “invisible.”

It is easily concluded but worth mentioning that these methods of adversarial defense can be combined

and that is rather necessary when the CV system will be applied to sensitive applications such as health-

care and medical image analysis.

7 Adversarial computer vision in medical imaging
The main physical problems that occur during image capture and that affect CV are distortion, defor-

mation, misillumination, misorientation, and occlusion. Specifically to medical images, occlusion is

missing, misorientation and misillumination are minimized if the images are captured carefully,

and distortion usually is due to lens characteristics that are minimized in modern medical devices. Fi-

nally, deformation could be a real problem in some cases, when for instance the image capturing is

applying pressure to a body part, but with supervision by specialized personnel it is minimized.

The main target during capturing medical images of a body part is to have the same conditions applied

to all of them. As mentioned earlier in this chapter, medical images are ideally captured for CV systems

and that is the reason whymedical CV is one of the most popular applications, with such a large amount

of research interest.

From the previous discussion, it is obvious that general adversarial CV attacks can also attack med-

ical images. The same happens to the defensive mechanisms proposed. However, some specific ques-

tions arise:

• Do all these attacks have the same efficiency against medical imaging?

• Are some of the defensive mechanisms less and some others more powerful when they apply to

medical imaging CV?

• What is the reason for any differentiation?

To answer these, we will analyze some statements that have been studied. In this way we will capture

the status of research on the vulnerabilities and, more generally, the differentiations of the adversarial

medical CV subfield.

Some adversarial attack methods have little or no effect on a large part of medical CV. In
(Taghanaki et al., 2018) Taghanaki et al., among others, discovered that the One Pixel Attack

(OPA) method did not have any effect on the two-class problem of the classification of chest X-ray

images. The OPA attack failed in both ways the attack method was applied, as a black box attack
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and as a generally much stronger white box attack. This happened because OPA is more effective

against RGB color images, where changing a pixel means altering three values, in contrast to the gray-

scale images, where it is more difficult to fool a state-of-the-art ML model by altering a single value.

Medical CV systems are generally more vulnerable to adversarial attacks, compared to others. As
in (Ma et al., 2020) Ma et al. found out that medical DNN models are more powerless against attacks.

As they claim, the reasons for this differentiation may be the fact that medical images contain complex

biological textures that can be easy targets for effective perturbing. Moreover, most medical classifi-

cation tasks have deteriorated output classes, which are usually two, more rarely more. The MLmodels

used are designed for large-scale tasks and maybe overparameterized for the simple medical image

analysis tasks.

Adversarial examples of medical images can easily be detected. As analyzed earlier in this

chapter, perturbations applied to images are optimized by the targeted ML model (white box at-

tacks) or another model that transfers the attack. This procedure of optimization, which differs be-

tween the method families, chooses to perturb regions of the image that will be more effective,

staying as much as possible imperceptible to humans. In (Taghanaki et al., 2018) it is observed

that the perturbations applied, especially from strong attacks, can easily be seen by the naked

eye, which means that the methods needed to apply more perturbation in order to be effective. This

does not keep them from being considered as adversarial examples, because the maximum percep-

tibility of the perturbation has not ever been defined. The same statement was also supported in (Ma

et al., 2020), where it was mentioned that the adversarial features that adversarial perturbation

added to medical images are linear, separable from the features that are really needed for the clas-

sification, in opposition to the perturbations made to natural images for the general tasks of CV,

where the added features are more mixed. This means that sometimes applying a filter that discards

the “high- frequency” features can drop a major part of the adversarial perturbation. This supports

the fact that the defensive techniques that are more effective for medical ML models are those that

detect adversarial examples and those that improve the image-processing step, which were both

mentioned earlier in this chapter, as the last two defense categories.

Medical ML is among the top and easy targets of adversarial attacks. Healthcare, medicine,

and insurance companies are connected industries that care a lot about healthcare data and their secu-

rity. There are strong financial incentives, due to competition, to adversarially attack medical data

and therefore medical images. Moreover, the healthcare infrastructure, especially computers

and medical devices that manipulate medical data, is rather slowly updated, a fact that makes medical

data easy to attack (Finlayson et al., 2019). The protocols used for encapsulating images and other med-

ical data are not so safe anymore. The DICOM standard (Mildenberger et al., 2002), which packs med-

ical images together with other patient’s data, has been broadly used for over 20 years.

Attack transferability is increased when we use pretrained ML models for medical image analysis
tasks. Using a pretrained model, and consequently “transfer learning” (Weiss et al., 2016) techniques,

to additionally train the model with a more specialized training set makes the classifier more effective

and increases its accuracy, as compared to a model that is only trained with the second training set.

Most of the pretrained CV ML models that can be found are trained on the same, very popular, Ima-

geNet dataset. The observation made by S.C. Wetstein et al. (Wetstein et al., 2020) was that these two-

phase trained models in medical image analysis tasks are more vulnerable to black box or gray box

attacks optimized with substitute ML models that were also pretrained to the same dataset, compared

to the same two-phase models that in the second phase of additional “transfer learning” were trained for
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more general tasks. As they assume, this is because the pretrained MLmodel’s decision boundaries are

more similar, due to the initialization over the same general dataset, than those randomly initialized.

In the preceding discussion, there are many assumptions made explaining the reasons for every

statement. This happens because most of the ML models, especially DCNNs, act as black boxes.

No one can tell what exactly is happening in every step of the procedure or what features of the images

are modeled during training to set the boundaries of the classes for the classification task. As it is usu-

ally termed, the “interpretability” of these models is close to zeroth, but the same applies to the human

neural networks. After all, artificial NNs aspire to imitate the architecture of human NNs. As these

models act this way, the only thing you can surely tell is their result. That is why researchers are trying

to use experimental results to make assumptions, and not proofs, about their reasons.

8 Adversarial examples: How to generate?
It is not easy to find ready-made medical adversarial examples, except for some samples in paper-

related codes, for experimenting with this specific topic. Additionally, the search for “synthetic med-

ical images” is not equivalent to the “medical imaging adversarial examples” search, because the first

are mainly used for data augmentation of small datasets, which means that they are not constructed to

mislead ML models but the opposite.

The only certain way to experiment with the topic is to generate adversarial examples before using

them. First of all, the researcher should find an appropriate, for the experimental concerns, clean image

dataset (Kaggle, 2021; OpenNeuro, 2021; The Medical Image Bank of Valencia, 2021). Using one of

the adversarial example generating methods described earlier, the researcher can process a part of the

dataset if the purpose is testing or alter the whole dataset for experimenting in adversarial training, ML

models, or adversarial attack methods evaluation.

The most widespread coding language used for ML tasks is Python, less common is C++,

and Matlab is rarely used for some tasks. The most code examples, experiments,

and documentation can be found in Python, using several libraries and APIs appropriate for ML

(Tensorflow, 2021; Keras, 2021; Scikit-learn, 2021; Pytorch, 2021) and adversarial attacks

(Goodfellow et al., 2016; Nicolae et al., 2018; SecML, 2021; Corona et al., 2016).

9 Conclusion
Machine learning methods in medical imaging represent a trending field. Adversarial computer vision

attacks touch, with some small differentiations in the general tasks, the medical image analysis field.

The latest research is focused on finding new vulnerabilities (Maliamanis and Papakostas, 2020b)

and, in parallel, ways to makeMLmodels robust against all kinds of adversarial attacks. Understanding

the way these attacks act effectively and investigating the reason why their effectiveness varies from

general to more specialized tasks, such as medical image analysis, can help the scientific community to

find a universal solution to ML security vulnerabilities. The application of adversarial attacks

and defensive techniques to medical machine learning has revealed some small efficiency variations

and differentiations that can be very useful for researchers in understanding and supporting or discard-

ing many assumptions.
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An obstacle is that the most effective MLmodels have low interpretability, due to their architecture.

Changing the architecture of the models, making them more interpretable, can bring a universal solu-

tion to the adversarial CV problem, but can also improve the classification accuracy. Moreover, other

security techniques, such as medical file encryption and medical image watermarking, can be applied

to secure the files and make attack application harder.

The fact is that the AI field is still far from being equal to human perception, but the goal is to set the

ML models capable of an effective and secure manipulation of smaller deteriorated tasks. Even if AI

ever touches or outperforms human classification accuracy regarding all clean and adversarial pertur-

bated images, there awaits another problem to be solved, the “hard problem of consciousness”

(Chalmers, 1995).
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1 Introduction
Digital image processing has been adeptly applied inmedical science, increasing efficiency in the study

of anatomical structure, diagnosis, surgical planning, treatment planning, research, computer inte-

grated surgery, and many other areas. The emerging field of image processing and artificial intelligence

has gained much recent attention in medical research and applications. Among all of the techniques

used, MRI (magnetic resonance imaging) stands out. This technology makes use of a strong magnetic

field and radio waves in order to obtain detailed images of various body organs and tissues (Rutegard

et al., 2017; Smith-Bindman et al., 2012). It has high anatomical resolution and hence provides more

detailed information on the anatomical structure. This is considered to be a crucial field of research, as

it is necessary to reduce the need for human intervention in the preliminary step of image processing,

i.e., skull stripping, or brain extraction, in which nonbrain tissues are separated from brain tissues,
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in order to decrease the variance and delay due to the time-consuming process of manual processing,

which obstructs analysis and large-scale diagnosis and treatment. MRI is usually preferred over other

techniques, as it can create efficient contrast in both the interior and exterior brain tissues, and thus it

enhances the automated skull stripping process.

Medical image processing and research is a critical part of study and prognosis using magnetic res-

onance imaging (MRI). It is used in the study of the brain’s anatomical structure, in which image seg-

mentation has become a vital part of neurosurgical medical research, as a highly weighted step in the

process of extracting features from the image. It is easier to perform analysis of skull-stripped images;

therefore an accurate and unbiased skull segmentation method has become a much-valued technique.

The tissues of the brain have various important features that are used in brain segmentation. However,

detecting the border of the brain can become challenging due to low contrast and artifacts, and the

segmentation can easily be corrupted due to noise, bias-field effects, or partial volume effects, possibly

resulting in misleading outputs that can lead to faulty observations and diagnosis. This challenge be-

comes more severe in the case of deformities in brain tissues, sometimes due to the presence of diseases

such as tumors, Alzheimer’s disease, etc. As a result, this step is considered to be one of the challenging

tasks in image processing.

Various approaches have been developed for brain tissue extraction purposes, but no one method is

suitable for all types of images. There are several classical approaches that, according to Liu et al.

(2014), can be categorized as region-based, boundary-based, atlas-based, and hybrid-based ap-

proaches. Also, there are many approaches based on neural networks or deep learning (Lin et al.,

2016), which can easily handle bulky datasets and can justifiably derive useful information from them.

Automatic brain tumor detection is another challenging step, due to the variability of shapes and sizes,

variable positions, and intensities (Rehman et al., 2020). Brain tumors are of twomain types, primary and

secondary, where primary tumors are noncancerous while secondary are cancerous. Due to the complex-

ity of this task, various techniques have been developed in the past making use of the different existing

imaging techniques, such as CT, PET, MRI, and multimodal imaging techniques. These provide infor-

mation by using the various tissue features present in the brain. In our work we have specifically focused

on the MRI imaging technique, for which there have been various methods developed for tumor detec-

tion, including thresholding methods (Singh andMagudeeswaran, 2017), region growing methods (Deng

et al., 2010), edge-based methods (Aslam et al., 2015), fuzzy clustering techniques, morphological-based

methods, atlas-based methods, and neural network-based methods. Apart from all the previous methods,

there are still many challenges in tumor detection techniques, due to artifacts and noise interruptions. It is

crucial to be able to detect tumors accurately, as the entire process of diagnosis and treatment can collapse

with inefficient automatic skull stripping and tumor detection techniques. In our methodology, an effec-

tive approach has been demonstrated that can efficiently minimize these challenges by implementing a

3D U-Net approach for performing neural-based automatic skull stripping, along with supporting detec-

tion of the presence of lower-grade gliomas from the MRI dataset.

1.1 Previous work
The segmentation of brain tissues is an initial but critical step in the field of medical image processing

for accurate diagnosis and surgery estimations. There are numerous generally available datasets that

can be used in different skull-stripping algorithms, such as the Alzheimer’s Disease Neuroimaging Ini-

tiative (ADNI) dataset ( Jack et al., 2008), which has been developed in many steps. Some of the major
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datasets available are: (1) ADNI1 (2004–2009), ADNI2 (2010–2016), and ADNI3; (2) Open Access

Series of Imaging Studies (OASIS) dataset (Marcus et al., 2007); (3) LPBA40, which shows digital

brain atlases (Shattuck et al., 2008); (4) Internet Brain Segmentation Repository (IBSR) (IBSR,

2020), which shows manually delineated results with MRI data; (5) National Alliance for Medical

Image Computing (NAMIC), which consists of T2W images with skull-stripped data; and (6) Neuro-

feedback Skull-stripped (NFBS) database (NFBS, 2020), which is publicly available having a total of

125 MRI images with 48:77 skull-stripped datasets for men and women, respectively.

There are basically three types of MRI brain images: T1-weighted, T2-weighted, and PD-weighted

images, which focus on different contrast characteristics of brain tissues (Akkus et al., 2017). Various

steps are required before images of the brain can be processed, among which is segmentation, consid-

ered to be a crucial stage in image processing, as previously mentioned. A great deal of work has been

proposed in this field of segmentation, which can typically be classified into two major types of ap-

proaches: classical approaches and neural network-based approaches.

In the field of classical skull-stripping approaches, morphology-based methods have been applied

(Brummer et al., 1993), wherein histogram thresholding was used prior to applying morphology filters.

Atkins and Mackiewich (1998) developed a multistage model. Various methods based on histogram

analysis for skull segmentation were proposed by Shan et al. (2002) and Galdames et al. (2012).

Another approach, called the Brain Extraction Approach (BEA), was proposed by Somasundaram

and Kalaiselvi (2010, 2011); it works by adjustment of the deformable model until the expected borders

are reached. The Brain Surface Extraction (BSE) approach was proposed by Shattuck et al. (2001).

Atlas-based methods are based on prior knowledge from reference images (Cabezas et al., 2011).

Leung et al. (2011) proposed a multiple atlas propagation and segmentation technique (MAPS); this

method generates multiple segmentations using library templates and an algorithm called simultaneous

truth and performance level estimation (STAPLE). The BEaST (brain extraction based on nonlocal

segmentation technique) method was developed by Manjon et al. (2014), using a sum of squared dif-

ferences in order to observe the brain mask. A new multiatlas brain segmentation (MABS) method was

proposed by Del Re et al. (2016). Unlike atlas-based algorithms, MABS uses weights for the atlases

according to their similarity to the target image.

Region growing methods are based on pixels merging with their neighbors according to their sim-

ilarity criteria. Based on this methodology, Justice et al. (1997) have presented a 3D SRG (seeded re-

gion growing) method for brain MRI segmentation. Park and Lee (2009) have presented a

2-dimensional (2D) RG for brain T1W MRIs, where seed and nonseed regions are generated using

masks developed by morphological operations; however, this approach was limited for coronal orien-

tation of brain MRIs. This limitation was handled by Roura et al. (2014) using both axial views and

low-quality brain images, with a multispectral adaptive region growing algorithm (MARGA) for skull

stripping. A level set approach byWang et al. (2010) based on local Gaussian distribution fitting energy

for brain extraction in MRI has given more accurate results when used in a region-based methodolog-

ical approach. A drawback faced by region-based algorithms is oversegmentation of the brain tissue,

which can be handled by various other methods such as hybrid models or neural network models.

In hybrid models combinations of various methods are used, according to the pros and cons of various

already-proposed methodologies and imaging techniques, in order to generate the best combination of

techniques for fully automating the segmentation process with better analysis and performance. A pop-

ular combination of an atlas-based active contour skull stripping algorithm with a level setting-based

algorithmwas devised by Bauer et al. (2012a, 2012b). BEMA, another Brain ExtractionMeta Algorithm,
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used a combination of quad extractors along with a registration process to generate more accurate results

(Rex et al., 2004).MRI brain segmentation frameworkwas developed in two stages. Initially, all nonbrain

tissues were removed and then applied automatic gravitational search algorithm to pull out brain tissues

from skull stripped images (Kumar et al., 2014).

Currently, the deep learning-based approach also makes use of numerous techniques. They are eas-

ily deployable and deep learning has proved to be an accurate and unbiased approach for extracting

brain masks. In Kleesiek et al. (2016) a fully neural network-based technique for skull stripping

was devised, which has shown better performance than the previous classical techniques. A deep-

learning technique based on the U-Net architecture was developed to attain volumetric segmentations

from a sparse annotation; a DeepMedic was trained over a smaller amount of data using BRATS 2016

and was able to show outstanding results in terms of Dice. It is sustainable for datasets that require no

minimal preprocessing, like BRATS 2015 and 2016. The question as to whether a model will perform

in the same manner when trained on one dataset and tested on another was analyzed. Yet another

method was reported by Lu et al. (2019), in which a 3D CNN architecture of three levels was used

where each level is followed by pooling process along with usage of ConvNet1 and ConvNet2 models,

yielding large parameters, followed by tuning of parameters in order to maintain balance between com-

putational time and efficiency.

Tumor detection is best when achieved in the early phases of tumor building, as it can be diagnosed

and treated accordingly. In this field of research and study, MRI images have shown better outputs as

compared to CT scans or ultrasound. Automated tumor detection is very challenging; better outcomes

are obtained with the use of convolution neural networks. In Xu et al. (2015) the methodology made use

of ImageNet for extracting features and showed 97.5% accuracy in classification and 84% accuracy in

segmentation. In Pan et al. (2015) multiphase MRI images for tumor grading were analyzed and a com-

parative study was done between deep-learning structures and base neural networks; based on the sen-

sitivity and specificity of the CNN, the performance of the structure was improved by 18% compared to

the neural networks. In a study by Siar and Teshnehlab (2019), feature extraction along with a CNNwas

deployed after preprocessing of images, which showed 98.67% accuracy with the Softmax classifier,

97.34% with the radial basis function (RBF) classifier, and 94.24% with the decision tree (DT)

classifier.

2 Overview of U-net architecture
U-Net is basically a 2D convolution neural network introduced by Ronneberger et al. (2015). This net-

work consists of normal convolutional layers and max-pooling layers followed by an equal number of

up-convolutional layers. These convolutional and up-convolutional layers in the network are connected

by skip connections.

2.1 3D U-net
The 3DU-Net architecture was constructed by Cicek et al. (2016) for 3D images. In this architecture 3D

kernels are used, unlike in the 2D U-Net. When tested, this architecture has been shown to train and

generate prediction results for an entire voluminous image. The large memory requirement for analyz-

ing a 3D image is a major drawback for conventional techniques, which can be easily dealt with using
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this architecture. The analysis path uses max pooling and performs two convolutions per max-pooling

operation of kernel size 3 � 3 and with stride 1. Padding is performed on the data so that the output size

comes out to be equal to the input. The U-Net architecture is especially well-suited for image segmen-

tation. This network is a fully convolutional network, and the original reason that this architecture was

developed was for use in biomedical image segmentation. The architecture is U-shaped, which is why it

is called U-Net. In this architecture, the left part is called the contraction path or encoder path, whereas

the right part is called the expansion path or decoder path. We can also modify the various parameters

of the architecture based on the problem statement and dataset. The contraction path is used to pull out

the global features. This consists of the convolution block and max pooling. The convolution block

comprises the batch normalization (Ioffe and Szegedy, 2015), convolution, and an activation function

called the rectified linear unit (ReLU). This architecture as shown in Fig. 1 and uses padding and max-

imum pooling as shown in Fig. 3.

2.1.1 Batch normalization
Normalization is used to convert various data values in common scale types of values; by using batch

normalization, the neural network becomes faster and more stable.

FIG. 1

3D U-Net architecture.
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2.1.2 Activation function
Activation functions are types of mathematical expressions used to find the output of a neural network.

There are various types of activation functions, including ReLU, Leaky ReLU, Sigmoid, and so on.

ReLU is one of the linear functions that gives a positive output for positive input values, else zero.

This activation function is used to reduce the vanishing gradient problem, and it is used in our model

also (Fig. 2).

R zð Þ¼ max 0, zð Þ

2.1.3 Pooling
The main idea for the use of pooling is to reduce the dimension of the matrix and accept some features

based on some assumptions, similar to a filter applied to the feature map. Various pooling techniques

are used, such as max pooling, min pooling, mean pooling, and so on. In this U-Net architecture, max

pooling is used, of size 2 � 2 pixels. This 2 � 2 size of the pooling matrix is placed on the pixels of the

image and the max pixel is pulled out from that image in 2 � 2 matrixes, as shown in Fig. 3.

2.1.4 Padding
Padding can be defined as “a measure of pixels to be added to an image when it is being prepared by the

kernel of a CNN.” For this U-Net architecture, padding is defined as “same”: i.e., the output image is to

have the same dimensions as the input image.

FIG. 2

ReLU activation function.

FIG. 3

2 � 2 Max pooling.
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2.1.5 Optimizer
Optimizers perform the adjustment of the learning rate for individual parameters. There are various

algorithms for optimizing stochastic gradient descent (SGD) in neural networks, such as Momentum,

Adagrad, Adadelta, RMSprop, and Adam. Adagrad is the foremost optimizer, which optimizes the im-

age on a greater level by adding up the gradient history. Hence this makes it suitable for use with small

datasets. RMSprop scales its learning rate by finding the mean of the recent gradients of the parameters.

Adam is one of the most recently introduced optimizers; it uses first- and second-order momentum to

scale the learning rate for each parameter.

3 Materials and methods
3.1 Dataset
The dataset used contains brain MR images together with manual FLAIR abnormality segmentation

masks. The images were obtained from The Cancer Imaging Archive (TCIA). They correspond to

110 patients included in The Cancer Genome Atlas (TCGA) lower-grade glioma collection with at least

fluid-attenuated inversion recovery (FLAIR) sequence and genomic cluster data available. This model

was trained on 2828MRIs with parameters as follows: number of epochs 50, batch size 32, and learning

rate 0.0001. The performance of the 3D U-Net was evaluated on a dataset “LGG Segmentation Data-

set” that is publicly available (LGG, 2019); the results were obtained by this model for 373MRIs. Here,

the input size of each scan was 256 � 256 � 3. In this dimension, 256 � 256 defines the length and

width, respectively, whereas 3 defines the depth of scan, or RGB image.

3.2 Implementation
The implementation of this model was carried out as follows:

Step 1: Image Acquisition.

Initially, images were collected from the dataset of both types of normal MRI and their

respective mask images.

Step 2: Data Visualization.

After collecting the data, the MRI was visualized with the help of the collected dataset. For this,

we imported the cv2 library and converted the BGR images to RGB images.

Step 3: Train and Test Dataset.

Then the dataset was split for the training and testing of the model. For the training, 2828 MRI

sets were used, and for testing the model, 393 MRI sets were collected.

Step 4: Data Generation and Data Augmentation.

With this step, we generated image and mask at the same time and used the same seed for image

data generation and mask generation to ensure the transformation of the images.

Step 5: Define U-Net Architecture.

In this step, the architecture of U-Net was defined with the ReLU and sigmoid activation

function. Normalization, padding, and strides were also used to prepare the model. With this, the

total parameters were 31,043,521 (trainable parameters are 31,037,633 and nontrainable parameters

are 5888).
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Step 6: Train the Model.

The model was trained with 50 epochs, batch size of 32, and learning rate of 0.0001. The Adam

optimizer was also used to compile the model. From this, we obtained train and test evaluation

metrics.

Step 7: Test the Model.

After training the model, the model was tested on 393 images and achieved better accuracy,

Dice coefficient, and IoU than existing methods. Some original and predicted results as obtained by

the model are shown in Fig. 5.

4 Results
4.1 Experimental result
Various implementations of skull segmentation have been done using non-deep learning methods, such

as Brain Surface Extractor (BSE) and Robust Brain Extraction (ROBEX) (Iglesias et al., 2011), and

also deep learning-based methods, such as Kleesiek’s method (Kleesiek et al., 2016). The BSE algo-

rithm works by filtering the image, detecting the edges, performing a morphological operation, fol-

lowed by surface cleanup to identify the brain. ROBEX is an automatic whole-brain extraction tool

for T1-weightedMRI data; it aims for robust skull-stripping across datasets with no parameter settings..

4.1.1 Dice coefficient
The Dice coefficient can be defined as “the ratio of twice the intersection of the pixels of both images to

the sum of all pixels of both the images.”

Dice coefficient¼ 2|IP1 \ IP2|
|IP1|+ |IP2|

where IP1and IP2 are the image pixels of image 1 and image 2, respectively.

This can also be defined in terms of a confusion matrix:

Dice coefficient¼ 2TP

2TP+FP +FN

4.1.2 Accuracy
The accuracy is the ratio of truly predicted data points out of all data points. It can also be defined as the

ratio of the sum of true positive, true negative to the sum of true positive, true negative, false positive,

and false negative.

Accuracy¼ TP+ TN

TP+TN +FP +FN

4.1.3 Intersection over Union (IoU)
Intersection over Union is the ratio of the intersection of pixels of images to the union of all the pixels of

all the images. It is also called the Jaccard Index. This metric is used for image segmentation and object

detection. If IoU score � 0.5 then that score is considered a good score.
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IoU¼Area of Intersection

Area of Union

This model was trained on 2828 MRIs with parameters as follows: number of epochs 50, batch size 32,

and learning rate 0.0001; some of the results are shown in Table 1.

The results obtained by this model for the 373MRIs tested using the U-Net architecture are depicted

in Table 2.

4.2 Quantitative result
Using the Table 1 data, we can summarize in graphs, as shown in Fig. 4. Both types of data are plotted

on the graph: i.e., training data is shown in red and test data is shown in blue. A graph of the entire

metrics as well as a loss graph are also plotted.

4.3 Qualitative result
The model was tested on 373 MRIs with an accuracy of 0.9978. We can see the results of the images

with their respective masks which were tested on the proposed model and lower-grade gliomas, using

shape features which were automatically extracted by the proposed model as shown in Fig. 5.

Table 1 Quantitative analysis for the MRI dataset.

Epochs Accuracy IoU

Dice

Coefficient Val_Accuracy Val_IoU

Val_Dice

coefficient

1 0.9176 0.0509 0.0957 0.9890 0.0119 0.0233

5 0.9810 0.1417 0.2439 0.9886 0.1017 0.1818

10 0.9956 0.4474 0.6104 0.9958 0.4697 0.6331

15 0.9960 0.5726 0.7205 0.9946 0.3850 0.5497

20 0.9969 0.6941 0.8155 0.9972 0.7014 0.8128

25 0.9972 0.7296 0.8393 0.9970 0.7118 0.8294

30 0.9973 0.7421 0.8446 0.9969 0.7079 0.8207

35 0.9974 0.7639 0.8625 0.9972 0.7385 0.8456

40 0.9972 0.7447 0.8482 0.9958 0.5870 0.7248

45 0.9974 0.7677 0.8652 0.9975 0.7620 0.8547

50 0.9975 0.7849 0.8753 0.9976 0.8007 0.8882

Table 2 Result of MRI dataset.

Accuracy IoU Dice coefficient

0.9978 0.7903 0.8819
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Lower-grade gliomas predicted with respect to their original image and original mask with the use of 3D U-Net

architecture.
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5 Conclusion
We have implemented a 3D U-Net to segment the brain and for extraction of lower-grade gliomas from

the stripped tissues. This method is capable of performing automatic skull stripping and extraction of

lower-grade gliomas from the MRI dataset of the human brain that was used. When trained appropri-

ately, this model has shown effective results according to the Dice coefficient, IoU metrics, etc., as has

been demonstrated. Also, this model can be beneficial in making clear estimations of tumor stages be-

cause of the model’s well-defined architecture. We believe that the implemented technique will be use-

ful for very large-scale case studies and treatment. In future, this approach can be modified for

detection of other types of brain tumors by analysis of other features without being affected by issues

of inhomogeneity.
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1 Introduction
It has been well accepted (Stoyanov, 2012) that laparoscopic video streams are one of the best modal-

ities for operating surgeons as far as the intraoperative data is concerned. Quality degradation due to

multiple artifacts like haze, blood, nonuniform illumination, and specular reflection impacts not only

the visibility of the surgeon but also the accuracy of image/video analytics. Haze is directly responsible

for reducing the contrast of the surgical video stream. Hence, it is of the utmost importance to dehaze
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laparoscopic videos in guided surgery to ensure improved visualization of the operative field. Lapa-

roscopic desmoking has been addressed in a few recent works (Kotwal et al., 2016; Baid et al.,

2017; Tchakaa et al., 2017) that essentially utilized the idea of the dark channel prior (DCP) dehazing

algorithm (He et al., 2011, 2013) for images, as depicted in Eq. (1):

IðxÞ¼ JðxÞtðxÞ +Að1� tðxÞÞ (1)

where I is the observed intensity, J is the scene radiance, A is the global atmospheric light, and t is the
medium transmission describing the light that reaches the camera without suffering from scatter due to

dust or water particles in the medium. The goal of any dehazing algorithm is to extract the scene

radiance J from a hazy input image I.
He et al. (2011) observed that, in outdoor environments, most of the local patches have lowest in-

tensity in at least one color channel. Based on this observation, they proposed the DCP model, which

has been considered to be the traditional model for dehazing an image since its publication. Later, the

use of a guided filter (He et al., 2013) was proposed to improve the quality of the results. However,

there is a basic difference between dehazing an outdoor scene and a laparoscopic video. Essentially,

concentration of haze in an outdoor scene is dependent on scene depth whereas in laparoscopy the haze

or smoke is a local phenomenon. Rather, it depends on the tip of the thermal cutting instrument. In

laparoscopic surgery, the light source does not ensure uniform illumination nor is the organ surface

Lambertian (which assures only defused reflection). These constraints violate the assumptions of

Eq. (1). Wang et al. (2018) have analyzed the same and proposed a new algorithm considering two

specialized properties of laparoscopic dehazing: haze has low contrast and low intrachannel differ-

ences. But most of the works until now, to the best of our knowledge, focussed on defogging images

and completely ignored the intraframe correspondence in laparoscopic "video." Das et al. (2018a) and

Das and Shylaja (2020) have proposed a fast bilateral filter using two different layers of adaptiveness to

the filter for dehazing and deraining. In the current work, we exploit the property of intraframe cor-

respondence in laparoscopic videos and dominance of cross color in the domain of organ surgery. This

improves not only the clarity of vision but also further image analytics in distinctive detection/segmen-

tation of the object of interest in near real time. The chapter is organized as follows. In Section 2, the

fundamental idea of bilateral filtering is described. Next, in Section 3, the novel algorithm of a color

dominant deep autoencoder is presented. Section 4 depicts the experimental results of cross color

dominant deep autoencoder quality enhancement on laparoscopic video. Finally, our observations

and findings are summarized in Section 5.

2 Range-domain filtering
Since the bilateral filter concept was proposed by Tomasi and Manduchi (1998), it has been a major

area of contribution in the image processing and computer vision community. Consider a high-

dimensional image f : d !n and a guide image p : d !ρ. Here d is the dimension of the domain,

and n and ρ are dimensions of the ranges of the input image f and guide p, respectively. The output of
the bilateral filter h : d !n is given as

hj ¼ 1

kj

X

i�W

ωðiÞϕðpj�i�pjÞ f j�i, (2)
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where

kj ¼
X

i�W

ωðiÞϕðpj�i�pjÞ: (3)

Here ω : d ! is the spatial kernel and ϕ : n ! is the range kernel. If f and p are different, then
this filter is a cross-bilateral filter (Eisemann and Durand, 2004; Petschnigg et al., 2004).

The said filter is not only restricted to gray images but also extends the operations to color images

with the promise to solve different applications in computer vision, such as dehazing and joint upsam-

pling. Traditional spatial filtering is domain filtering, and enforces closeness by nonuniformly weigh-

ing neighboring pixel values. On the other hand, range filtering averages image values with weights

that decay with dissimilarity in intensity. Range filtering is nonlinear and its output changes for every

pixel to be filtered. The computations in Eqs. (2), (3) are performed over setW, which is a set of neigh-

borhood pixels around the pixel of interest. Various examples of input f are discussed in Nair and

Chaudhury (2017). The aforementioned variation of bilateral filters has been tested both for gray

and color images and has shown superior enhancement ensuring edge preservation, as depicted in

Figs. 1 and 2, respectively.

3 Cross color dominant deep autoencoder (C2D2A) leveraging color
spareness and saliency
In the current work, we have leveraged the property of dimension reduction of the autoencoder (Chen

and Lai, 2019) to extract the dominant color from the larger color range present in any image. The idea

of sparse color occupancy for any group of images depicting the same object or action has been utilized

FIG. 1

Bilateral smoothing filter applied on gray image, ensuring edge preservation (Tomasi and Manduchi, 1998).
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further to create the dominant color map (DCM) offline as a table to be referenced in real time. The

offline DCM table has next been used as an LUT for real-time processing, ensuring much faster bilat-

eral filtering with respect to the state of art.

3.1 Evolution of DCM through C2D2A
The principal idea here is to determine dominant/salient colors from a group of homogeneous images

(e.g., laparoscopic or endoscopic images; Ye et al., 2015). The dominant colors might be even inter-

polated colors of the quantized available colors in the image set. The autoencoder architecture, as

depicted in Fig. 3, has been employed to determine the salient/dominant color for different groups

of homogeneous images at a time with the objective of deriving a DCM (Das and Shylaja, 2021) in

a coded and reduced dimension format, offline. This DCM further would be processed during image

filtering. The proposed method of DCM derivation has the five following stages:

1. Imagification of weighted histogram as input to the autoencoder (C2D2A).
2. Unsupervised learning of DCM from large number of images for 1000 epochs.

3. Validating the converged DCM for unseen query image.

4. Hyperparameter tuning and retraining the C2D2A if the result of previous stage is unsatisfactory.

5. Freezing theC2D2A as offline look-up table (LUT) to be referred for primary path of bilateral image

filtering.

In order to improve the speed of the bilateral image filtering, it is important to identify the dominant

color from the sparse color occupancy in the entire color gamut. The process of histogram imagification

and extracting the DCM are the activities to achieve the aforementioned target. First, the histograms of

red, green, and blue color channels are calculated and normalized between 0 and 255, to be represented

as the image shown in Fig. 4. The representation has been depicted in Eq. (4).

red¼ countOf ðIð: , : ,1ÞÞ, (4a)

green¼ countOf ðIð: , : ,2ÞÞ, (4b)

FIG. 2

Bilateral smoothing filter applied on color image: Ensuring edge preservation and no phantom color (Tomasi and

Manduchi, 1998): The left one is the input laparoscopic image, the middle one is the output of classical

smoothening filter making the edges also blurred, and the right most one is the output of bilateral filtering

maintaining the edges.
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FIG. 3

C2D2A: Cross color dominant deep autoencoder architecture to create the DCM.

893 Cross color dominant deep autoencoder



blue¼ countOf ðIð: , : ,3ÞÞ, (4c)

Imghistð: ,1 : 4Þ¼ red�256
redð: , :Þ�minðredÞ
maxðredÞ�minðredÞonesð4256Þ, (4d)

Imghistð: ,5 : 8Þ¼ green�256
greenð: , :Þ�minðgreenÞ
maxðgreenÞ�minðgreenÞonesð4256Þ, (4e)

Imghistð: ,9 : 12Þ¼ blue�256
blueð: , :Þ�minðblueÞ
maxðblueÞ�minðblueÞonesð4256Þ: (4f)

As described in Eq. (4), the color histogram has been imagified and repeated four times as four columns

of Imghist(:, :) to enable the imagified weighted histogram to be consumed by the autoencoder (Fig. 3).

One sample laparoscopic image and its imagified histogram has been shown in Fig. 4. For training the

autoencoder to extract the DCM for laparoscopic/endoscopic images, 1000 laparoscopic images have

been used for training samples. As depicted in the autoencoder architecture, the encoded form has di-

mension 64� 3, which is the reduced dimension from the original dimension of 256 � 3. This dimen-

sionality reduction is exactly 75% and the same could be reconstructed from the DCM as shown in

Fig. 4D; this image was reconstructed by CDF linearization, an idea described by Das (2015). It

can be observed that the specular reflection also was reasonably addressed in the reconstructed frame.

In this case, the number 64 could be treated as the number of clusters having the dominant encoded

color of the selected class images. The same can be interpolated to any other number of clusters.

Fig. 4 also shows that the compromise of color is at the background of the scene, not at the region

of interest. The reconstructed histogram (Fig. 4C) has a similar relative pattern to the input imagified

histogram (Fig. 4B). This is only in the verification stage through CDF linearization.

FIG. 4

Validating the converged DCM for unseen query image: (A) query laparoscopic image (Ye et al., 2015),

(B) imagified weighted histogram of query image, (C) reconstructed imagified histogram of the query image,

(D) reconstructed laparoscopic image through CDF linearization of imagified histogram to validate DCM (not

though bilateral filtering).
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3.2 Inclusion of DCM into principal flow of bilateral filtering
Based on clustering of sparse color space, Durand and Dorsey (2002) and Yang et al. (2009, 2015) have

proposed to quantize the range space to approximate the filter using a series of fast spatial convolutions.

Motivated by the aforementioned work, Nair and Chaudhury (2017) has proposed an algorithm based

on clustering of the sparse color space. There the idea is to perform high-dimensional filtering on a

cluster-by-cluster basis. For K number of clusters, where 1 � k � K,

hkðiÞ¼
X

j�W

ωðjÞϕðpi�j�μkÞfi�j, (5)

αkðiÞ¼
X

j�W

ωðjÞϕðpi�j�μkÞ: (6)

Here, Eqs. (5), (6) represent the numerator and denominator of Eqs. (2), (3) replacing pi by the cluster
centroids μk. The scheme of hybridizing online and offline processing has been shown in Fig. 5. As the

algorithm to construct the color LUT is working offline and the principal flow of filtering is operated in

real time, the performance has been improved significantly, as presented in Das et al. (2018b).

4 Experimental results
In the preceding sections, the necessity of dehazing in laparoscopic video has been established along

with its challenges in achieving real-time performance, especially for videos. The idea (Das et al.,

Training
homogeneous kind

of  images
Evolution of

offline color LUT

Test image
Classical

bilateral filter
Output images

LUT of  color
centroids

Offline

Online

FIG. 5

Scheme of hybridization between offline and online processing in proposed fast bilateral filtering: the LUT has

been derived from DCM through decoding the same in the reverse path of the autoencoder.
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2018a) of key-frame identification, estimation of atmospheric and transmission parameters from key

frames, and applying the aforementioned onto subsequent frames without further estimation compu-

tation would ensure fast processing, as shown in Table 1. The flow chart has been presented in Fig. 6.

Both manual key-frame selection and dynamic automated key-frame detection have been employed to

present the results. Finally, the laparoscopic video enhancement has been depicted through two sample

frames in Fig. 7. Here, C2D2A-based dynamic bilateral filtering is applied on laparoscopic video

(Ye et al., 2015). It is clearly observed that the enhancement of dominant colors ensures significant

emphasis on the regions of veins and arteries. It is also observed that the unwanted noise could be

Table 1 Performance of laparoscopic video (containing 704 frames from

video (Ye et al., 2015)) dehazing by C2D2A-based dynamic bilateral filtering.

Key-frame (KF) interval Execution time (s) FPS

All 1359 0.5

3 525 1.3

5 395 1.8

10 200 3.5

15 161 4.4

Dynamic (avg. ¼ 22.5) 147 4.8

Laparoscopic video

Dark
channel

prior

Key frame
Atmospheric
parameter

Cross bilateral filter

Input
frames

Input
frames

Frames

If  key frame

transEst

FIG. 6

Flow diagram representing key-frame-based dynamic C2D2A dehazing.
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cleaned without disturbing the detailing, edges, and thin lines in the video frame. This confirms the

effectiveness of the proposed algorithm both in terms of quality of enhancement and performance.

5 Conclusion
For minimally invasive surgeries like laparoscopy and invasive medical procedures like endoscopy, the

laparoscopic/endoscopic videos are well-accepted best modalities for analysis and inference. The qual-

ity of the aforementioned videos is largely deteriorated by haze, blood, etc., which in turn makes the

quality of acquisition unacceptable. The current work focuses on efficient dehazing of laparoscopic/

endoscopic videos addressing both quality and performance requirements. In the current chapter, we

have discussed an algorithm of cross color dominant deep autoencoder (C2D2A)-based bilateral filter-

ing, which enabled the method of video quality enhanement to achieve the aforementioned perfor-

mance objective, too. We have presented promising results on the target modality of videos,

FIG. 7

C2D2A-based dynamic bilateral filtering on laparoscopic video (Ye et al., 2015). Left column: Two sample frames

as inputs; right column: corresponding outputs.
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showing the strength of a hybrid model of deep learning and bilateral filtering in medical video

enhancement.
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1 Introduction
1.1 Motivation
Respiratory rate (RR) is a known factor in many conditions causing physiological deterioration in pa-

tients. Its measurement accuracy is of substantial importance for many medical uses, including mobile

health, home monitoring applications, and hospitals. Most hospitals and personal clinics use pulse

oximetry to continuously measure heart rate (HR) and peripheral blood oxygen saturation (SpO2),

but the measurement of RR relies on the use of other equipment, for instance capnometry or

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00010-0
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measurement of gas flow. Therefore, it is necessary to improve RR estimation from the electrocardio-

gram (ECG), the photoplethysmogram (PPG) collected from pulse oximeters, and other signals that are

related to RR.

Mobile healthcare, or smart devices that monitor patients, has received much attention recently.

Most patients during the day will not tolerate wearing sensors constantly, since these devices are un-

comfortable over a long duration. They would rather use pulse oximeters and other devices that are

easily accessed and simple for patients to use. However, pulse oximeters provide no information about

RR and it is significantly challenging to improve RR estimation methods, primarily because of

movement artifacts.

Recent technologies are calling for inclusion of RR estimation from the PPG and the ECG. This is

influenced by the large number of health trackers and other fitness devices. Their aim is to maintain and

report the fitness status of the mostly healthy people who wear them. This is different from hospital and

clinic needs, as a long-term and costly validation is required to be able to use any new technology in

hospitals and clinics. The majority of current smart devices include a small version of accelerometers

for tracking “fitness data” and the state-of-the-art generation includes sensors such as pulse oximeters

(e.g., Apple Watch from Apple, Inc., United States) and bioimpedance sensors (e.g., UP3 from

Jawbone, United States). If a better means of estimating RR existed, then it could be used on these

devices, increasing the amount of physiological data they can provide.

1.2 Background
The ECG is a measure of the electrical activity of the heartbeat: each beat causes an electrical impulse

to travel through the heart and body. The most prominent feature is known as the QRS complex, which

represents the main pumping duration of the heart. The QRS complex is shown in Fig. 1.

The PPG works a little bit differently from the ECG. It measures the change in light absorption

under human skin. The change appears each time the heart beats. The amplitude of this signal is directly

related to pulse pressure from blood pumping, as shown in Fig. 2.

The ECG and the PPG are both related to heartbeat, as shown in Fig. 3, but the goal of this work is to

estimate respiratory rate (RR) from these two signals. The ECG and the PPG have the same peak time

showing each heartbeat. Fig. 3 depicts a MATLAB generated plot using the publicly available BIDMC

dataset.

The goal of this work is to test whether machine learning-based RR estimation from the ECG and

the PPG could be a part of the signal processing or eventually replace the signal processing in wearable

devices. The proposed method will be evaluated on both the ECG and the PPG and eventually

compared with existing methods that rely on signal processing entirely.

Contributions: The following are our key contributions:

• data preprocessing including extracting respiratory rate signal by filtering;

• classifying extracted respiratory rate signals by window size of 32 s using neural network and

support vector machine;

• exploring hyperparameters to improve model accuracy;

• evaluating 53 subjects by comparing number of classes and model accuracy.
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The QRS complex. Each letter indicates a different place of the signal. The R peak is the largest amplitude

of electrical activity and used most in measurements of heart rate. Generated by MATLAB. More details refer
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2 Related work
Current methods for estimating RR from the ECG and the PPG are often used on windows of time-

series data. RR is produced from each window during estimation. There are usually three main steps

of estimation, as illustrated in Fig. 4.

The first step is extracting the respiratory component from the raw signal. There are many ways to

perform extraction and they often rely on the extraction of features from the raw signal, such as the

pulse width, peak-trough detection in the time domain. Techniques such as digital filters, Fourier

transforms, and joint time-frequency analysis have all been used.

The second step is to estimate respiratory rate from the extracted respiratory signal. This part of the

entire RR estimation is all about signal processing. Over 100 algorithms have been proposed to esti-

mate RR (Charlton et al., 2016) and they have been rarely compared systematically to decide which

algorithm performs the best (Charlton et al., 2016). For example, the PPG signal has been analyzed

using a short-time Fourier transform using a moving window of a certain time duration. The maximum

frequency in the range of respiratory frequency is noted as RR (Pimentel et al., 2017).

FIG. 3

Plot of the ECG, the PPG, and RR signal over a period of 9 s. Generated by MATLAB.

FIG. 4

Steps of traditional RR estimation. Generated by PowerPoint.
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A more recent algorithm was proposed in 2014 (Garde et al., 2014), which is based on the time-

varying correntropy spectral density function (CSD) being applied on the PPG. CSD is a similarity

measure of time-varying structure and the statistical characteristics of a signal. This algorithm first

detects the heart rate by looking for the maximum frequency peak and then extracts the RR signal with

a cutoff frequency of 0.1 Hz (Garde et al., 2014).

One of the most recently proposed algorithms describes a method that estimates RR from PPG data

collected from pulse oximetry using three respiratory-induced variations (RIIV, RIAV, RIFV). RIIV is

the respiratory-induced intensity variation, the time series of amplitudes of PPG peaks (Pimentel et al.,

2017). RIAV is the respiratory-induced amplitude variation, the peaks of the PPG (Pimentel et al., 2017).

RIFV is the respiratory-induced frequency variation, the change in the value of the instantaneous HR

during the respiratory cycle (Pimentel et al., 2017).

The last step is the fusion of estimated RR. Its purpose is to combine different estimated RR results

and generate a single output. The proposed “smart fusion” method analyzes the frequency from each of

the respiratory-induced variations. Then the “smart fusion” method takes their mean and combines the

results. Artifacts and low-quality estimations are discarded in the end. This has been demonstrated to be

the most effective algorithm of fusing RR by Pimentel et al. (2017).

In Chon et al. (2009), an algorithm based on best time and frequency resolution uses variable-

frequency complex demodulation (VFCDM) to increase the accuracy of respiratory rate estimation

from PPG. Both CWT and AR methods have been shown to output good estimates of respiratory rate

in the normal range (12–26 breaths/min). The VFCDM method was tested on 15 different subjects for

breathing frequencies between 0.2 and 0.6 Hz (12–36 breaths/min) and compared with the continuous

wavelet transform (CWT) and autoregressive (AR) methods. The VFCDM has significantly lower

median error among them.

In Karlen et al. (2011), a way of extracting respiratory sinus arrhythmia (RSA) from the PPG-

derived heart rate variability (HRV) was introduced. The method was tested on data from 299 children

and 13 adults undergoing general anesthesia. The research compared the RSA from both ECG and PPG,

with reference RR from a capnograph. The results show that RSA on PPG is possible and slightly better

than that on ECG.

In Karlen et al. (2013), a new method of estimating respiratory rate from PPG in real time was in-

troduced. The method contains three respiratory-induced variations (frequency, amplitude, and inten-

sity) extracted from PPG and uses fast Fourier transforms. Then the proposed smart fusion is used to

combine the three results using a transparent mean calculation. The algorithm was tested on data from

29 children and 13 adults. The results show that combining the three respiratory-induced variations

improves estimation by lowering the mean square error. The algorithm is also applied in a mobile pulse

oximeter to diagnose severe childhood pneumonia in remote areas.

In Pimentel et al., an algorithm using autoregressive models was proposed. It uses multiple auto-

regressive models of different orders for determining the dominant respiratory frequency in the three

respiratory-induced variations (frequency, amplitude, and intensity) from PPG. The method was

tested on two different datasets that contain 95 8-min PPG datasets from both children and adults.

The results are then compared with existing methods using two window sizes (32 and 64 s). It

achieves comparable accuracy to existing methods and provides RR estimates from a larger

window size.

In Hernando et al. (2019), two PPG signals were compared, one from the finger and the other

from the forehead. Both were recorded from 35 subjects during a controlled experiment that
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required a constant rate from 0.1 Hz to 0.6 Hz in 0.1-Hz steps. Four PPG-derived respiratory

(PDR) signals were extracted from both PPG locations and were used to estimate respiratory rate.

Different combinations of PDR signals have been analyzed. The results show that when (i) using

finger PPG; (ii) respiratory rate is less than 0.4 Hz; and (iii) the RIIV signal is not considered, the

accuracy is better: 85 success rates at 0.1 and 0.2 Hz, 90% at 0.3 Hz, and above 75% at 0.4

and 0.5 Hz.

Recently, machine-learning techniques have also been used for ECG RR detection and classifica-

tion. In Das et al. (2018a), a novel method of heart-rate estimation from electrocardiogram (ECG) data

was designed and implemented. The approach was to use a spiking neural network, specifically a liquid

state machine, and an unsupervised readout based on fuzzy c-means consisting of spiking responses,

selected by using particle swarm optimization. The results showed high accuracy and low energy con-

sumption in heart-rate estimation for wearable devices. This work also contributes to neuromorphic

algorithms and applications.

In Das et al. (2018b), a different machine-learning algorithm was proposed to classify cardiac ar-

rhythmia. It is based on a representation using time-frequency joint distribution of ECG data from the

MIT-BIH arrhythmia database. The proposed algorithm is a multilayer perceptron used on wearable

health devices. The results show that the approach has an average accuracy of 95.7% and significant

improvement with respect to existing ECG signal classification techniques.

In Messinger et al. (2019), an artificial neural network is introduced to predict the pediatric-

automated asthma respiratory score (pARS). A manual pediatric asthma score (PAS) is used as

clinical care standard data for comparison. Total PAS distribution is not a straight horizontal line.

Most data fall between PAS values of 6 to 9. First, vital sign data including heart rate, respiratory

rate, and pulse oximetry are merged with the manual pediatric asthma score for children of ages

between 2 and 18. Children are selected if they are admitted to the pediatric intensive care unit

(PICU) for status asthmaticus. The merged signals are split into train and test sets for the artificial

neural network (ANN). The ANN is trying to predict a respiratory score that would further be com-

pared to two other approaches via a 10-fold cross-validation method. The two approaches are a

normal and a Poisson distribution used as a reference to compare with the purposed machine-

learning regression results. The results show that pARS has the smallest mean absolute error

(MAE) overall. The normal and Poisson yield a slightly higher MAE for extreme PAS values,

including 5, 6, 7, and 13.

In Zeiberg et al. (2019), a developed machine-learning algorithm is introduced to predict acute

respiratory distress syndrome (ARDS). The datasets used were extracted from electronic health re-

cord (EHR) data during data preprocessing. One extracted dataset from 2016 was used for training

and the other dataset from 2017 was used for testing. The proposed training method uses fivefold

cross validation and eventually generated 984 features with L2-logistic regression for testing.

The results showed an overall AUC value of 0.81. With a threshold based on the 85th percentile

of risk, the results showed a sensitivity of 56% and specificity of 86%, and a positive predictive

value of 9%.

In Sauthier et al. (2020), a random forest machine-learning algorithm was introduced to predict

prolonged acute hypoxemic respiratory failure in influenza-infected critically ill children. Most acute

respiratory distress syndrome (ARDS) predictive models use logistic regression, but it is limited in

exploiting nonlinear features. Random forest, on the other hand, does not easily overfit and has shown
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better results for some clinical cohorts. In the results, respiratory, FiO2, and pH are the most important

features and the random forest algorithm generated an AUC value of 0.93.

In Bashar et al. (2019), a decision tree regression algorithmwas introduced to extract heart rate from

the PPG signal. The PPG signal was first collected from wearable devices and then split into noisy and

nonnoisy data using the k-means clustering method, an unsupervised machine-learning algorithm. A

decision tree algorithm was then implemented on the nonnoisy data to compute heart rate. The metric

being used here was root mean square error and average error. The results showed that fewer model

features produce the same absolute error rate as all model features do. This demonstrates the

potential of calculating heart rate on wearable devices by applying unsupervised machine-learning

algorithms.

Recently, in Mian Qaisar and Subasi (2020), a cloud-purposed ECG acquisition and machine-

learning techniques were introduced to collect only significant data for cloud monitoring purposes.

The motivation was that wearable devices are meant to be small and should not require massive

computing processes, which also cost battery life. The database used was the MIT-BIH Arrhythmia

and the acquisition frequency was 360 Hz. The collected ECG signal was first filtered using several

embedded processing techniques, including event-driven analog-to-digital converters (EDADCs),

adaptive rate resampling, etc. The resampled and filtered ECG signals were then used in cloud-based

processing, including feature extraction and machine-learning detection of cardiac arrhythmia. The

feature extraction method used was the autoregressive Burg method and the machine-learning algo-

rithms used were SVM, k-NN, ANN, random forest, and rotation forest. All classification-based results

showed an accuracy between 90% and 96% and an AUC value between 0.97 and 0.997. These results

indicate the power and future of medical and health monitoring functions on wearable devices.

3 Methods
3.1 Data
All datasets used in this work are from a publicly available database called BIDMC PPG and the Res-

piration dataset downloaded from the PhysioNet website: https://physionet.org/content/bidmc/1.0.0/

(Pimentel et al., 2018). This dataset contains signals from the much larger MIMIC II matched wave-

form database, along with manual breath annotations made from two annotators, using the impedance

respiratory signal (Goldberger et al., 2000). The data was collected from critically ill patients at the

Beth Israel Deaconess Medical Center (Boston, MA, United States) during hospital care. There are

a total of 53 recordings of 53 patients within the dataset and each one is 8 min in duration. Each re-

cording includes the ECG and the PPG sampled at 125 Hz and other physiological parameters such as

the heart rate (HR) and respiratory rate (RR) sampled at 1 Hz. They also contain fixed parameters, such

as age and gender for each patient.

3.2 Steps
The proposed algorithms in this work replace the estimation of RR and fusion of RR with machine

learning, as shown in Fig. 5. The reason for keeping extraction of the RR signal is to eliminate

unnecessary noise and frequency components from the raw signal.
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3.3 RR signal extraction
As described in Pimentel et al. (2017), the first fundamental stage of the RR algorithms is extraction, in

which a time series dominated by respiratory modulation is extracted from the original signal (Pimentel

et al., 2017). As illustrated in Fig. 3, the RR signal is extracted from the ECG (blue plot; dark gray in

print versions) and the PPG (orange plot; medium gray in print versions) as well as RR (yellow plot;

light gray in print versions) signals.

The algorithms of RR signal extraction, as mentioned previously, have more than 100 types. They

have been split into one of two main methods: filter-based extraction and feature-based extraction, as

shown in Fig. 6. The algorithm used in this work is feature-based extraction: extracting a component,

such as pulse wave amplitude, from each cardiac cycle. Feature-based extraction has six components,

as shown in Fig. 6: elimination of very high frequencies (EHF), beat detection with R-spike detection

(RDt), fiducial point identification (FPt), extraction of feature measurements (FMe), resampling at a

regular sampling frequency (RS), and elimination of very low frequencies (ELF).

3.4 Machine learning
A neural network (NN) and support vector machine (SVM) were used in the work. They were both

tested on the ECG and the PPG.

Features. The extracted RR signals are used to estimate RR with a moving window of 32 s. The

signal data from each window of 32 s becomes the input data for future machine learning. Each record-

ing is about 8 min long and produces around 14 windows. The total number of windows over 53

recordings are exactly 740, as shown in Fig. 7, and these windows become features of this work.

The reason is that wearable devices are not as powerful as hospital and clinic applications, and it is

necessary to reduce the amount of hardware power and energy by treating the entire collection of win-

dows as features.

Classes. The RR results estimated from one of the traditional estimation algorithms are used to label

the class of each window. The traditional estimation algorithm chosen for this work is a frequency-

domain technique called autoregressive spectral analysis, using the median spectrum for orders

2–20 (ARM). Then it is fused using a modulation-fusion technique called Smart Fusion (SFU).

Table 1 introduces different respiratory rates among different age ranges. However, 30 breaths per

minute falls into the first three rows of Table 1, so the number of classes is not settled in this work,

as shown in Table 2.

4 Experimental results
As shown in Figs. 8 and 9, the proposed RR estimation algorithm on ECG generally has a higher ac-

curacy than that on PPG. The traditional results also demonstrate that estimation on ECG has a higher

FIG. 5

Steps of proposed algorithms. Generated by PowerPoint.
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accuracy than that on PPG on average. For both types of signals, the accuracy drops significantly once

the number of classes increases. For the neural network (NN), the accuracy is below 80% when there

are more than five classes. For support vector machine (SVM), the accuracy is below 70% once there

are more than four classes. In addition, NN outperforms SVM in general.

5 Discussion and conclusion
The goal of this work was to demonstrate the usefulness of machine learning in RR estimation

and its potential for further study in wearable devices, and this goal has been achieved.

The accuracy of RR estimation from ECG is above 80% when there are five classes. Five classes

Raw signal

Elimination of  very low frequencies

Elimination of  very high
frequencies

Beat detection

Fiducial point identification

Extraction of  feature
measurements

Eliminate nonrespiratory
frequencies

Resampling at a regular
frequency

Elimination of  very low
frequencies

Respiratory signal

Feature-based Filter-based

FIG. 6

Two main methods of RR signal extraction algorithms. Left column shows feature-based and right column shows

filter-based extraction. Generated by PowerPoint. More details refer to Pimentel et al., (2017).
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for RR estimation is probably enough to monitor a patient or healthy person’s “fitness” status.

Estimation from the ECG has a higher accuracy than that from the PPG, so treating the ECG as

input data is preferred. The accuracy of this work has room to increase, and there are many other

features that can be generated, such as spectra from the short-time Fourier transform (STFT), as

well as other signal feature generation algorithms. In addition, deep learning is an effective

method of replacing traditional machine-learning algorithms and probably can provide better

FIG. 7

Extracted RR signals from 53 records split into a total of 740 time-series windows. Each window is 32 s. Generated

by PowerPoint.

Table 1 Normal respiratory rate ranges among different age ranges.

Generated by PowerPoint.

Age range Normal respiratory rate

0–12 months 30–60 per minute

1–3 years 24–40 per minute

4–5 years 22–34 per minute

6–12 years 18–30 per minute

13–18+ years 12–16 per minute
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Table 2 Number of classes and their corresponding RR ranges. Generated by PowerPoint.

2 Classes 3 Classes 4 Classes 5 Classes 6 Classes 7 Classes 8 Classes 9 Classes

Class 1 RR < 30 RR < 30 RR < 25 RR < 25 RR < 20 RR < 15 RR < 10 RR < 10

Class 2 30 < RR 20 < RR < 35 25 < RR < 30 25 < RR < 30 20 < RR < 25 15 < RR < 20 10 < RR < 15 10 < RR < 15

Class 3 35 < RR 30 < RR < 35 30 < RR < 35 25 < RR < 30 20 < RR < 25 15 < RR < 20 15 < RR < 20

Class 4 35 < RR 35 < RR < 40 30 < RR < 35 25 < RR < 30 20 < RR < 25 20 < RR < 25

Class 5 40 < RR 35 < RR < 40 30 < RR < 35 25 < RR < 30 25 < RR < 30

Class 6 40 < RR 35 < RR < 40 30 < RR < 35 30 < RR < 35

Class 7 40 < RR 35 < RR < 40 35 < RR < 40

Class 8 40 < RR 40 < RR < 45

Class 9 45 < RR



FIG. 8

Plot of number of classes vs. accuracy on ECG using NN and SVM. Generated by MATLAB.

FIG. 9

Plot of number of classes vs. accuracy on PPG using NN and SVM. Generated by MATLAB.

108 Chapter 6 Estimating the respiratory rate from ECG and PPG



results. In the future, there is a need to explore other machine intelligence techniques, such as

random forest and the echo state network, to improve the accuracy. However, most wearable

devices are tiny and do not have the power or processing speed to generate features while trying

to conserve their battery life. Thus finding the balance between the complexity of RR estimation

algorithms and the amount of energy being distributed to this from wearable devices is

important.
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1 Introduction
The diminishing divide between the physical world and cyberspace is ushering in a new phase of

Internet of Things (IoT). The emergence of IoT in the recent years envisages to cover the gaps in

the network models of the cyber and physical world and leads to a paradigm shift of human-machine

interaction. The IEEE defines IoT as “a network of items, each of which is embedded with sensors

and these sensors are connected to the internet” (Qadri et al., 2020).

The amalgamation of IoT in the healthcare sector is referred to as Medicine 4.0, also known as

Health 2.0. Medicine 4.0 is driving an exponential adoption of diagnostic tools in the healthcare sector.

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00016-1

Copyright # 2021 Elsevier Inc. All rights reserved.
111

https://doi.org/10.1016/B978-0-12-821777-1.00016-1


The applications of Medicine 4.0 vastly lie in ubiquitous monitoring of the patients, which assist in the

prior detection of disease and the implementation of a proactive treatment plan. The applications of IoT

in the medical field such as ubiquitous monitoring encompass the definition of healthcare Internet of

Things (H-IoT). The principal enabling technology for IoT is wireless sensor networks and for H-IoT is

body sensor networks (BSNs). The BSNs are a network of sensors deployed in and on the human body

(Yang et al., 2017).

With the advances in wireless body area networks (WBSNs), the H-IoT is continuously evolving.

The primary features of WBAN-based H-IoT are (1) miniature sensors, (2) data security, (3) fault tol-

erance, (4) quality of service (QoS), (5) quality of experience, (6) interoperability, (7) real-time pro-

cessing, and (8) mobility support (Filipe et al., 2015).

Machine learning (ML) is a subset of artificial intelligence (AI) that provides statistical tools,

algorithms, and schemes for machines to learn from data. In ML techniques, machines take actions

in particular states using the knowledge from their training on structured/unstructured data sets. ML

predicts future data or patterns based on observations and experiences. ML is a key enabling means

for IoT, which provides information inference, data processing, and intelligence for IoT devices to en-

hance network performance (Samie et al., 2019).

ML techniques are becoming interestingly important in many communication systems. The inno-

vativeML technologies improve the overall performance at multiple layers of the H-IoT protocol stack,

which optimizes the entire system. At the application layer, ML is used for signal processing, security,

and error correction. ML techniques predict network traffic, link quality evaluation, and resource

allocation at data link layer. At the network layer, ML techniques aid in optimizing routing protocols.

ML also optimizes resource management and data processing at higher layers.

1.1 Healthcare Internet of Things
The H-IoT is one of the major subset of IoT application. The IoT application deployed in the healthcare

sector is known as H-IoT. The H-IoT systems follow a similar three-layer network architecture as of

traditional IoT network. However, the difference lies in their underlying technologies that are summa-

rized in Table 1.

Table 1 Comparison between generic IoT and healthcare IoT.

Sr. no. Generic IoT Healthcare IoT

1 Large-scale geographical deployment Deployed in or around the human body

2 Renewable energy is wind and solar Sensors can harvest energy from human body

3 Environment monitoring Human patient monitoring

4 Application-dependent size Miniature in size

5 Mostly stationary sensor nodes Essentially mobile associated with human body

6 Easy deployment Mostly require invasive procedure in case of implant

7 Data are not necessarily preserved Data related to patient must be preserved
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1.1.1 H-IoT architecture
The abrupt increase in the usage of wearable devices and fitness trackers over the past few years in-

dicates the exponential increase of these devices and the implants in the future (Statista Research

Department, 2016). The integration of smart health monitoring systems with IoT infrastructure has mo-

tivated the development of the IoT networks for the healthcare system known as IoThNet. The enor-

mous potential of these systems to track the health conditions of the patient’s vital organs for better

diagnosis and medical care has raised the need for the development of standardized architecture.

A standard architecture would be the key enabler for H-IoT systems. The IEEE standardization work-

ing group is established for point-of-service healthcare devices, which define the communication pro-

tocol stack for H-IoT, and it is key parameter indicators (KPIs) (IEEE Standard Association, 2018).

1.1.2 Three-tier H-IoT architecture
The traditional IoT encompasses three basic elements that are hardware sensors, communication en-

abling technologies, and servers for data processing. These elements form a three-layered H-IoT ar-

chitecture: (1) things layer, (2) communication layer, and (3) processing layer as depicted in

Nauman et al. (2020) (Fig. 1).

Things layer: The first layer of H-IoT architecture is known as things layer. Literature refers this

layer as perception, sensor, or device layer. This layer consists of hardware sensors or actuators as

things. The hardware sensors record various indices of the H-IoT system based on the application,

while the actuator is a feedback system which takes input from user after processing. Sensors transmit

the acquired data on uplink transmission, while actuators have downlink transmissions as well for user

feedback or instructions. The major objective of this layer is to connect things in the H-IoT network.

The things sense and acquire data from the physical world and transmit the data to processing servers

via gateways.

FIG. 1

Three-tier H-IoT architecture.
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Communication layer: The things layer is connected to the processing layer via the communication

layer. It is the middle layer, also known as the transmission layer. The layer is virtually divided into two

sublayers that are access layer and the core network. The main objective of the access layer is to con-

nect things and applications through gateway or interfaces using communication protocols. The core

sublayer determines the optimum route for data transmission. The low-power wireless communication

protocols utilized in this layer are Bluetooth Low Energy, Zigbee, Radio Frequency Identification, and

Wi-Fi.

Processing layer: The acquired data at the thing layer are processed at the processing layer. The

processing layer analyzes the data for extracting useful information that is termed as features using

local servers or remote cloud processors. The amount of data generated at things layer is substantial,

so the cloud-based solutions for processing are more flexible. However, transmitting all the acquired

data to cloud incurs significant delay, which can be reduced using local processing units known as edge
node. Sometimes an additional distributed computing layer is included, which is known as fog layer.
The additional fog layer reduces latency, improves processing, enhances security, and supports

interoperability.

2 Applications and challenges of H-IoT
2.1 Applications of H-IoT
The H-IoT systems vary depending upon the application and QoS requirements. Few of the major

H-IoT applications are classified as follows:

• fitness tracking;

• neurological disorders;

• cardiovascular disorders; and

• ambient-assisted living.

2.1.1 Fitness tracking
Fitness tracking is one of the major applications of H-IoT using electronic wearable devices, which

include smart wrist bands and smart clothing (Haghi et al., 2017). The fitness band monitors

and records motions and pulse rate, while the smart clothing monitors cardiac activity. The collected

data are transmitted to cloud servers using enabling technologies to determine the status of health of the

user. The sensor layer is the input interface between the cloud/local server and the application layer

(user) in a three-layer architecture. The locally preprocessed data are sent to the cloud database server

for storage. The cloud database can be remotely accessed by the doctor or user for monitoring or track-

ing. The sensors mostly used in fitness tracking include pulse sensors, temperature sensors,

and accelerometers. All the sensors are attached to the commonly available fabric that emulates a smart

fabric (Kansara et al., 2018). Fig. 2 summarizes the overview of the fitness tracking system.

2.1.2 Neurological disorders
The detection and diagnosis of neurological disorders, such as Parkinson’s disorder (PD), epilepsy,

and Alzheimer’s disease, are one of the major application areas of H-IoT systems. The electrical ac-

tivities of the brain are called as electroencephalogram (EEG). The EEG data are used for neurological
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disorder diagnostics. The EEG is considered to be the standard tool for neurological disorder diagnosis.

The H-IoT systems are utilized to monitor the body temperature, body movements, and audio for ep-

ileptic seizure detection ( Jagtap and Bhosale, 2018). EEG is used for the detection of epilepsy by

mounting sensors on a headband that is connected to an edge node, which also acts as an intermediary

node. The gateway processes the data and generates as emergency alert to alert the custodian. The gate-

way transmits the data to the cloud server for long-term storage and precision analysis by healthcare

professionals (Lin et al., 2018).

The major symptoms of PD are tremors. Accelerometer and gyroscope are used to quantify tremors.

Sensors are used to record the body movements, and treatment for the patient is determined from the

generated and recorded data. The data are preprocessed at the device level and transmitted to the di-

agnostic level via a gateway. The diagnostic level has an interface, for example, mobile application

(Vijay et al., 2018). Freezing of gait is one of the symptoms of PD, and inertial sensors within a smart-

watch are used to track vital signs of the body movements. The diagnostics follow the same three-tier

FIG. 2

An overview of fitness tracking system.
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architecture that constitutes smartwatch as a device layer, smartphone as a gateway, and cloud servers

as processing layer (Šatala et al., 2018). An overview of the architectural framework for seizure sup-

pression system for epilepsy is shown in Fig. 3.

2.1.3 Cardio vascular disorders
Cardiovascular diseases (CVDs) are the types of diseases that affect blood vessels and heart. The most

common CVDs include high blood pressure, hypertension, and cerebrovascular diseases, which are

referred to as stroke or heart attack. Some of the reasons for heart attack are hypertension, triglyceride

levels in the blood, elevated cholesterol, smoking, diabetes, sedentary lifestyle, and obesity. The de-

tection and diagnosis are performed by analyzing the electrical activity of the heart known as electro-

cardiogram (ECG). The monitoring and analysis of ECG by IoT-based systems are used for the

detection and prevention of CVDs. Most of the H-IoT architectures for CVDs follow the same

three-tier architecture as shown in Fig. 1. Usually, heart rate and body temperature sensors are used

to predict and prevent CVDs.

2.1.4 Ambient-assisted living
The world population is facing a global phenomenon known as population aging. It is predicted that

10% of the population of the Organization for Economic Cooperation and Development (OECD) coun-

tries will be more than 80 years old. This will surge the dependency on healthcare facilities exponen-

tially. IoT-based assisted ambient living (AAL) can assist the remote behavior monitoring, emergency

detection, and alert generation such as pollution-level alerts (Wan et al., 2017). Wan et al. (2017) sum-

marized the four-layered H-IoT-based AAL architecture as shown in Fig. 4. The sensing layer consti-

tutes the sensors and trackers. The networking layer is composed of communication enabling

technologies like Internet, wide area networks (WAN), and personal area networks (PAN). The third

layer is the data processing system in the architecture with faculties for multiple approaches. The fourth

layer is the application layer, which provides the interface to users for AAL support systems.

Electrical stimulation
(actuator)

EEG sensor RouterLocal server for preprocessing
(edge node)

IoT framework with
user interface

FIG. 3

The architectural framework for real-time sensing and seizure suppression systems for epilepsy.
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2.2 Challenges of H-IoT system
The KPIs evaluate the performance of H-IoT systems is classified into two categories, as shown in

Fig. 5. These categories also determine the challenges that H-IoT system faces are as follows:

• QoS improvement and

• Scalability challenges.

Application layer Data processing layer Network layer Sensing layer

FIG. 4

Architecture of ambient-assisted living systems with IoT (Wan et al., 2017).

QoS improvement Scalability

Scalable
deployment

Networking
solutions

Service availability

Interoperability

Low latency

Low-power
operation

Security

Real-time
operation

H-IoT challenges

FIG. 5

H-IoT challenges.
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2.2.1 QoS improvement
The QoS improvements required for the H-IoT system include low latency, low-power operation, se-

curity, and real-time operations. These requirements are explained as follows:

1. Low latency: The time-critical nature of the H-IoT application requires minimum latency. The total

end-to-end delay is the sum of transmission delay and processing delay. The transmission delay is

reduced by selecting the enabling communication technology with wide bandwidth availability.

The processing delay is minimized by utilizing ML-based approaches, fog/edge computing,

and cloud computing. The combination of ML, fog/edge, and cloud computing would significantly

improve the system performance (Kumar et al., 2018).

2. Low-power operation: The miniature of IoT and wearable devices require minimum power

consumption so that the devices should be recharged after a long period of time. The wearable

devices can be recharged; however, implants require a battery that can sustain a battery time

lasting for years. Therefore, novel and innovation solutions are required for the development of

batteries that are long lasting and safe for use within the body (She et al., 2019). In addition,

lightweight operating systems (OS) are required to operate with low-power consumption.

Moreover, efficient resource management can enhance energy conservation. The efficient

utilization of limited power, memory, and processing capability can lead toward the optimum

working of H-IoT sensors. ML-enabled energy harvesting algorithms are one of the most suitable

solutions to optimize the H-IoT systems (Ortiz et al., 2016). ML algorithms can easily optimize

the OS, resource management, and overall performance of the system.

3. Security: The confidentiality of the patient’s data is of paramount importance in H-IoT systems. The

manipulation in the user’s data or communication link has serious safety implications. The

cryptographic techniques enable secure data access for only authorized users. However, unorthodox

methods compromise the patient’s private data. Intelligent security techniques are required to

mitigate new attacks. AI provides effective and efficient solutions. However, resource-constrained

H-IoT sensors to require lightweight algorithms, so it is imperative to devise efficient ML

algorithms (Al-Garadi et al., 2018).

4. Real-time operations: The vast application area of H-IoT includes real-time patient monitoring

and teleoperations. Therefore, the substantial amount of H-IoT data should be processed in real time

with minimum latency. Extracting useful information refers as features from the data with

minimum processing is another challenge. Deep learning (DL) algorithms augment the

performance to analyze, process, and extract features with minimum latency and processing.

2.2.2 Scalability challenges
The deployment of the H-IoT system over a large scale in a smart city requires the system to be highly

scalable. There are number of factors responsible for scalable H-IoT systems.

1. Scalable deployment: A smart city requires large-scale deployment of H-IoT devices. The same

trend is observed with the exponential increase in wearable devices from 80 million in 2015 to 200

million in 2019, which indicates the potential of H-IoT systems (Seneviratne et al., 2017). The

scalable and interoperable platforms and underlying communication technologies can enable large-

scale deployment of H-IoT devices. Therefore, the standardization of communication technology

for heterogeneous wearable and implantable sensors is of great importance.
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In addition, the network resources should be scalable to support large-scale deployment of

H-IoT devices. Innovative multiplexing and multiple access solutions for efficient use of the

electromagnetic spectrum is in need. The 5G network is expected to support large-scale deployment

of IoT devices with an increase in network capacity, while providing 10-fold improvement in

energy efficiency. The terahertz (THz) communication is one of the potential solutions for the

scarced network spectrum (Chen et al., 2019).

2. Network solutions: The large-scale deployment of H-IoT devices requires efficient network

mechanisms. The network should be capable to support massive channel access mechanism in an

ultradense environment. The miniature form factor renders the H-IoT devices resource constrained,

whereas the channel access mechanism is power-consuming process. Therefore, it is of immense

importance to design an intelligent, fast, and low-power consumption channel access mechanism.

In this regard, ML provides efficient and promising results. Specifically, reinforcement learning

(RL) techniques in ML provide lightweight and distributed algorithms to enhance current standards

such as IEEE 802.15.4 and IEEE 802.15.6. In addition, ML techniques can predict traffic patterns in

the network and allocate network resources accordingly to meet QoS requirements.

3. Service availability: The H-IoT devices and medical implants are placed on the human body, which

is in constant mobility. Due to mobility, the network performance degrades. Hence, service

availability and localization are major challenges in mobility. The service must be available in spite

of the human mobility. The Internet Protocol version 6 (IPv6) provides an effective solution for

network service availability with minimum handover time between different networks. ML

algorithms learn the mobility patterns of the network to provide a potential solution for the dynamic

network.

4. Interoperability: The H-IoT systems are envisioned to be deployed over a large scale from many

original equipment manufacturer (OEM). The data generated from different OEMs vary

significantly in format. The interoperability requires data handling, network management,

and security. The regulatory authorized needs to put forward an unified standard and data format for

heterogeneous devices connected over the Internet.

3 Machine learning
AI enables machines to mimic the human brain-like intelligence. The capabilities of AI include natural

language processing, knowledge-based decisions, and perception.ML is the subset of AI (Sianaki et al.,

2019). ML is the general technique of AI that can learn directly from structured and unstructured data

provided by the information technology without any explicit programming. The ML techniques that

can learn from labeled and unlabeled data sets for prediction are termed as supervised and unsupervised

learning. The ML techniques enable the machines to learn themselves without any prior knowledge

related to data set by interacting with the environment itself just like humans. Such ML techniques

are termed as reinforcement learning (RL). Fig. 6 shows the relationship between AI, ML, and DL.

Therefore, it classifies the ML into three categories that are supervised, unsupervised, and RL. Few

examples of ML algorithms are K-means, Naı̈ve Bayes, and support vector machine (SVM).

There are few techniques which learn from most of the unlabeled data; however, they also use a

small amount of labeled data. Such techniques are known as semisupervised learning. DL is a subclass

of ML with a multilayered system to perform higher capabilities. DL techniques include deep belief
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networks and neural networks (NNs). The association of DL and RL exploits the advantage of both

techniques, which promote high-performance algorithms such as deep Q-networks (DQNs).

AI is advancing and revolutionizing all technological and scientific areas, including IoT. ML is also

transforming H-IoT applications. The use of ML significantly improves the diagnosis of complex med-

ical disorders. The applications of ML in the field of personalized medical care are categorized into

three major categories as follows:

• diagnostics;

• patient monitoring and alarm systems; and

• assistive systems.

For the sake of better understanding, this chapter classifies the applications of ML in H-IoT into two

categories that are

• application level and

• network level
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Relationship between artificial intelligence, machine learning, and deep learning.
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The advancements of H-IoT at the application level include improvements in diagnostics, personalized

assistive, and monitoring systems. Whereas, the network-level advancements of H-IoT include the im-

provement in network latency, data processing, real-time operations, and network security.

3.1 Machine learning advancements at the application level of H-IoT
This section includes the recentML algorithms to improve the H-IoT at the application level. Walinjkar

and Woods (2017) propose a prediction algorithm to predict arrhythmias. The algorithm utilizes

k-nearest neighbors (kNN) for 97% detection accuracy of arrhythmias of the heart in real time. The

ECG and temperature data collected from a personalized wearable device are compared with thresholds

to generate alarms. The data can be further processed using the proposed algorithm to predict arrhyth-

mias. H-IoT has been exploited for limb rehabilitation after stroke. The data collected from sensors

embedded in wrist wearable devices are processed withML-based classification complexity estimating

algorithms and principal component analysis (PCA), which helps in the detection of surface electro-

myography with 97% accuracy. The results can be utilized by robotic hands (Yang et al., 2018).

ML has been used for detection of patients falling by ML-based video analyzer from a video feed in

a smart home. The system yields an accuracy of 99% detection and generating timely alerts (Hsu et al.,

2017). To enhance the personal assistive system with the risk assessments feature, ML can be imple-

mented. The system with gyroscope a data analyzer from wrist band with ML algorithms using kNN

giving an accuracy of 82.2% (Ramachandran et al., 2018). The intelligent analysis of sleep patterns can

improve health. The DL approach which utilizes long short-term memory (LSTM) to analyze the mul-

timodal inputs that are electrooculogram, ECG, and EEG. The LSTM is an efficient DL approach in

learning patterns of temporal data. The patterns are then clustered as normal and abnormal using k-

medoid algorithms. The classification of eye movement and sleep postures is also used to classify sleep

patterns. The prepossessed data using PCA are further analyzed using SVM to classify data into clusters

(Matar et al., 2016).

Real-time disease detection is one of the major research areas in the field of H-IoT, of which breast

cancer detection is being explored extensively. The ML-based body fluid analysis using implants or

wearable devices at the point of care (PoC) can help real-time breast cancer detection (Firouzi

et al., 2018). Diabetes is one of the chronic deceases, causing deaths up to more than 2 million over

the globe. The personalized diabetic data analysis could improve the early detection and prevention of

deaths. The ML-based classifier estimates the medical condition from the data and compares the data

with patients historical record in order to check if the vitals are breached (Asthana et al., 2017). A gen-

erative adversarial network is an unsupervised learning algorithm that could improve the classification

process (Yang et al., 2019).

3.2 Machine learning advancements at network level of H-IoT
This section provides the recent work onML, which improves communication in H-IoT networks. One

of the important issues in the H-IoT network is related to security and privacy. The issue becomes more

serious when the private personalized data are transmitted to the cloud for processing. It is of vital im-

portance that the network should be protected from all breaches. In addition, manipulation of the data

has severe and fatal implications. ML is an efficient tool for improving the security of the H-IoT sys-

tems. DL algorithm incorporating LSTM for encoding and decoding the data can be used for preserving
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the privacy of AAL systems. Only authorized individuals can access the data based on the permission

level. The LSTM identifies different types of data and permission levels. Any manipulation of data or

malicious entity to access the data can be located promptly by the LSTM system (Psychoula

et al., 2018).

The life expectancy of the H-IoT device is of critical importance. The H-IoT devices transmit all the

acquired data to the processing unit over energy-limited resources. The ML-based approach utilizing

the SVM optimizes the system by preprocessing the data and classifies the data onboard. This approach

could significantly increase the battery lifetime from 13 to 997 days (Fafoutis et al., 2018).

The selection of frequency channels is of critical importance, as massive H-IoT devices are

expected to be deployed in the future. In a dense-deployed environment, channel selection with min-

imum latency and high fault tolerance. The RL-based channel selection termed as RL channel assign-

ment algorithm (RL-CAA) meets the QoS requirements of H-IoT. It uses the history of the amount of

traffic on the channel to learn traffic patterns on different channels (Ahmed et al., 2016).

The routing is one of the crucial network parameters to optimize network performance. Optimal

routing decision also optimizes the latency, energy, and network lifetime. Q-learning is a type of

RL for real-time operations, such as finding the optimal route between source and destination

(Kiani, 2017). Furthermore, clustering can improve the energy efficiency by reducing the traffic load

from the nodes and route to the node which can handle maximum traffic load.

The redundant or less priority data aggregation leads to an increase in resource consumption.

ML-based data aggregation utilizing SVM classifier to aggregate the data based on data type

and priority. This approach increases the efficiency in keeping the load balanced and energy conser-

vation. This could also help in designing the routing algorithms for their critical routing selection

decision to enable prioritized routing (Praveen Kumar et al., 2019).

4 Future research directions
The current consumer market reflects the diversity of applications of H-IoT technology. The health

tracking systems offered by the numerous OEMs reflects this trend. The development of technologies

such as 5G networks, AI, and smart materials is inspiring new areas of applications. Research

and development in the H-IoT field are increasingly becoming a cross-domain exercise. Therefore,

future research opportunities encompass a multitude of technological areas. ML supports a large num-

ber of applications in the H-IoT domain, and more possible applications are being found. The future of

ML in H-IoT falls into two groups. The first being the novel applications of H-IoT that is supported by

ML. The second being the new ways in which ML can enhance the network-level performance of an

H-IoT system.

4.1 Novel applications of ML in H-IoT
The development of the AI, especially novel ML algorithms, is spearheading new application areas of

H-IoT. In many upcoming technologies such as the Internet of Nano Things (IoNT), ML is playing an

essential role in optimizing the performance and development of efficient and autonomous IoT mon-

itoring systems.
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4.1.1 Real-time monitoring and treatment
The primary purpose that the IoT devices perform is monitoring. However, in the case of healthcare

applications, monitoring the patient’s health is equipped with a response system. In addition to the gen-

eration of an alarm and alerting the healthcare support staff, the autonomous system can administer a

“first aid.” Multiple-use cases can be explored such as:

• Autonomous blood sugar regulation system: These system monitors and predicts the usage of

glucose or blood sugar. ML algorithms can be trained to identify the optimum level of blood sugar

and thus automatically administer a suitable level of glucose via an implant.

• Precision medicine systems: The overdose of prescription drugs is a significant problem in the

healthcare industry. Sometimes, the doctors prescribe a dosage higher than the required amount.

Therefore, to optimize the administration of drugs, an ML-based precision drug administration

module can be implemented. The levels of various chemicals in the bloodstream are continuously

monitored, and the user is alerted about the exact amount of the drug dosage. This ML-based system

controls the overdose of medicines by training from the standard blood composition. If an anomaly

is detected, the drug usage is regulated accordingly.

• Prediction of neurological and cardiological events: The prevalence of cardiological

and neurological disorders, like stroke and epilepsy, highlights the importance of H-IoT in health

monitoring. The occurrence of stroke and epileptical seizure is possible to predict from the events

on the ECG and EEG, respectively. AI-based algorithms can identify the events or changes on the

wave forms that precede a seizure or a stroke. In addition, countermeasures and alerts can be

generated before the event occurs. Multiple countermeasures are defined for a stroke or seizure that

can be implemented to mitigate the fatal risks of these two disorders.

4.1.2 Training for professionals
The healthcare professionals can improve their skills by using AI-based training modules that can test

the knowledge and effectiveness of the medical students by generating random scenarios. These sce-

narios are based on real-life cases using which the algorithm is trained.

4.1.3 Advanced prosthetics
A large part of the world population faces some form of physical disability, and many among those

depends on others for necessary activities. Therefore, ML-based prosthetics work by analyzing the sig-

nals in the central nervous system. The analysis can allow a robotic prosthetic package to obey the

command of the user.

4.2 Research opportunities in network management
The H-IoT systems, like their generic IoT counterparts, are resource constrained. Therefore, for the

processing of the packets, access management, channel access, and routing should be optimized.

The optimization can occur at various levels of the network management system.
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4.2.1 Channel access
RL algorithms are allowing the use of AI systems in channel access, which has to abide by a strict rule

in terms of time delay and reliability. The RL algorithms can form policy and evaluate it to optimize the

access to an already limited available channel bandwidth. The random access management can also be

improved by utilizing ML algorithms to assign priorities to nodes and data types.

4.2.2 Dynamic data management
The continuous streams of data generated by the sensors are mostly composed of redundant data.

Therefore, network resources are unnecessarily burdened. The lightweight and efficient ML algorithms

can remove the redundancies in the data and prioritize the events that are urgent. The precious channel

bandwidth can be preserved using this approach.

4.2.3 Fully autonomous operation
In an attempt to optimize network management, AI algorithms can be utilized. The use of lightweight

ML algorithms is supported by the resource-constrained IoT nodes and network gateways. The split-

second decisions can be made autonomously byML algorithms that learn the traffic patterns and traffic

load. The routing algorithms can be improved by predicting the future requirements of nodes based on

the past experiences of the nodes.

4.2.4 Security
The security of patient data is a critical part of the H-IoT system. Multiple approaches to protect the

privacy and the patient data are in use. However, the use of ML-based algorithms is also being pop-

ularized, such as in the case of intrusion detection systems (IDS). The ML algorithms learn the traffic

features and patterns to identify a baseline upon which classification algorithms are applied. This ap-

proach is extended to other attack types, and the suitable ML algorithm is required for such instances.

A randomized controlled behavior can be implemented for controlling the access of the nodes to en-

hance the system performance by utilizing ML algorithms.

5 Conclusion
The emergence of the IoT with the interaction of physical and cyberspace evolves a new paradigm for

healthcare application, which is referred as healthcare IoT (H-IoT). The exponential increase in H-IoT

devices around the globe augments the need for efficient and intelligent H-IoT enabling technologies.

As a subset of AI, ML provides statistical tools, algorithms, and schemes for the machine to mimic the

human brain-like intelligence. ML improves H-IoT application in diagnostics, assistive systems,

and patient monitoring systems. While ML enhances the H-IoT network by reducing latency, improv-

ing data delivery rate and life expectancy of H-IoT devices, security, routing, and data classification.

The future advancements in H-IoT systems are intelligent prosthetics, precision medicine, neurological

and cardiological disorders prediction, and intelligent self-sustaining network.
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1 Introduction
One of the largest threats to humans is cancer; it is the second leading cause of death globally (Yuan and

Lo, 2017). Skin cancer is one of the most common cancers and its incidence has increased in recent

years. Skin cancer is the uncontrolled growth of abnormal skin cells. These cancer cells may diffuse

from the skin into other organs and tissues if neglected and unchecked (Li et al., 2018), andmay even be

lethal. Suitable and timely dissection of skin lesions is of major significance to medical personnel in

order to provide the right diagnosis and treatment to their patients (Pal and Subashini, 2020).
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Dermoscopy is a noninvasive imaging tactic applied to find melanomas and other skin lesions.With the

assistance of dermoscopy, the subsurface construction of skin lesions can be examined, and various

types of lesions can be identified with efficient visualization (Navarro et al., 2018). However, a der-

matologist employs various dermoscopy methods, such as the ABCDE rule, 7-points checklist, CASH,

and the Menzies method for skin lesion detection, and these have some issues. In particular, manual

detection using dermoscopic imaging is a time-consuming and slow procedure for a dermatologist.

Also, the outcomes are not always perfect, since there is low variance between normal and lesion skin.

Furthermore, it is very difficult to determine the variation between melanoma and nonmelanoma skin

images. Thus many preprocessing stages are needed for these dermoscopic images to obtain exact re-

sults. Therefore, in connection with the accuracy and efficiency, there are different computer-aided

approaches for detecting skin lesion from dermoscopic images. Another group of algorithms is the

region-based group. These methods aid approaches to automated skin lesion detection from dermo-

scopic images ( Javed et al., 2020).

The basic approach in improving an automatic diagnostic tool for skin lesion analysis includes

segmentation, feature extraction, and classification. Among these three tasks, segmentation is cru-

cial, since the accuracy of segmentation directly affects the successive tasks ( Jaisakthi et al., 2018;

Ibrahim et al., 2020). However, skin lesion segmentation from the adjacent skin in automatic der-

moscopic imaging has been, and continues to be, a challenge. There is a label imbalance issue in

dermoscopic images, due to the fact that different skin lesion areas are very small and are repre-

sented by very small areas in the dermoscopic images. Consequently, we must concentrate on the

recall average of skin lesion regions, since a minimal recall average will lose the smaller skin le-

sions. In addition, the skin lesions commonly appear in different colors, shapes, sizes, and positions

and they may have ambiguous and irregular boundaries and have low variance from the adjacent

skin. Also, artifacts and essential cutaneous characteristics like frames, hairs, vessels, air bubbles,

and blood can increase the difficulty of automatic segmentation (Ghalejoogh et al., 2020; Agarwal

et al., 2017).

Image segmentation is used to locate the boundary between the lesion area and the surrounding

skin. Obtaining an accurate segmentation of the lesion is a critical step to provide minimal error rates

in the quantification of the shape, size, and border features of the skin lesion. Generally, the segmen-

tation operation aims at partitioning the image into sets of interrelated pixels in a region of interest

(ROI) to assist in the detection of spatial transitions among these sets. The segmentation methods

can be mainly categorized as: image thresholding, region segmentation, active contour, artificial intel-

ligence, and edge extraction (Li et al., 2018; Jaisakthi et al., 2018; Gaheen et al., 2020). The thresh-

olding tactics work well in conditions where there is a valid contrast between the skin and the lesion, if

possible producing bimodal image histograms. The segmentation becomes an issue and cannot be

addressed using thresholding if the histogram modes identical to the lesion and the skin overlap

(Ghalejoogh et al., 2020). Another group of algorithms is region-based. These methods face challenges

in efficient segmentation when the lesion is inhomogeneous or textured. This is most common since the

boundary of the lesion includes dermoscopic contrasting structures that can lead to an over image seg-

mentation. Occasionally, a soft skin tone variation crossing from the lesion to the skin causes imprecise

segmentation (Agarwal et al., 2017). The active contour method consists of deformable contours that

can be set to a variety of forms. Themethod contains an energy maximization operation built on edge or

region-based methods and has been applied in segmenting different medical images (Munir et al., 2018;

Riaz et al., 2018).
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The process of segmentation of medical images faces various challenges due to the nature of human

organs and the captured image. Several attempts and segmentation algorithms have been presented in

the literature to address medical image segmentation problems, especially skin lesion segmentation.

This chapter proposes the eJaya algorithm for detecting skin lesions. The Jaya algorithm is a recent

algorithm proposed for resolving restricted and unrestricted optimization issues. The mechanism relies

on the concept that the solution acquired for a given issue should move toward the best solution and

should avoid the worst solution. This mechanism requires only the common control operators and does

not order any algorithm control operators (Rao, 2019a; Rao and Saroj, 2018). The elitist general con-

cept has been applied in different evolutionary mechanisms. The concept is to exchange a worse so-

lution for the better solution before carrying out the next iteration. The idea results in faster movement

toward a better solution; therefore, the superior individuals are never lost (Kumar and Yadav, 2019;

Rao, 2019b; Gaheen et al., 2021). This mechanism has been applied in several studies that have proven

its effectiveness in solving optimization issues. In Raut andMishra (2019), Jaya and eJaya mechanisms

together were implemented to resolve a combinatorial, complex, optimization issue of concurrent net-

work reconfiguration accompanied by DG distribution. The obtained outcomes proved that the sug-

gested method is widely effective in enhancing power loss, extreme load capacity, and lower

voltage in parallel with other methods.

This chapter is arranged as follows: Section 2 presents some previous works; Section 3 introduces

the materials and methods; Section 4 presents the proposed approach; Section 5 discusses the exper-

iment and the results obtained. The last section presents the conclusions and future work.

2 Previous works
Yacin Sikkandar et al. (2020) developed an efficient segmentation using a hybrid classification model

for diagnosing skin lesions. The suggested model consisted of four phases: preprocessing, segmenta-

tion, feature extraction, and classification. A detailed experimental process was applied to investigate

the execution of the presented model. The model was evaluated using the ISIC dataset and exhibited

superior results. The experimental outcomes proved that the model presented the highest results among

the compared algorithms (sensitivity 93.40%, accuracy of 97.91%, and specificity of 98.70%). Xie

et al. (2020) proposed an attention mechanism to detect skin lesion borders based on a convolutional

neural network (CNN). The CNN was utilized to obtain the feature maps to support the performance of

segmentation. The proposed mechanism was divided into three branches. The first was the main

branch, which extracts the local details of the lesion. The second was the spatial attention branch, which

obtains features at each spatial position. The third branch was used to extract context information. The

output of the main branch was fused with the outputs of the other two branches.

Tan et al. (2020) proposed a variant of the particle swarm optimization (PSO) algorithm, called

hybrid learning particle swarm optimization (HLPSO), for the purpose of skin lesion segmentation

and classification. HLPSO gathered various search mechanisms, including modified firefly algorithm

operations, a new spiral research action, probability distributions, crossover, and mutation procedures,

to diversify and improve the original PSO algorithm. It was used in synchrony with the k-means clus-

tering algorithm to enhance lesion segmentation. A CNN was used to classify the lesion. Several skin

lesion datasets were used in the evaluation, and the results showed superior capabilities in lesion seg-

mentation compared with other related models of skin lesion segmentation. Tang et al. (2019) used a
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separable U-Net in parallel with stochastic weight averaging to segment skin lesions. The separable U-

Net depended on a separable convolutional block in which the image was resized and converted to

probability maps by separable U-Net and the final mask of the skin lesion was created. Stochastic

weight averaging was used in addition to the U-Net to overcome the overfitting problem.

Dalila et al. (2017) proposed an automated system to segment and classify cancerous lesions cor-

responding to malignant melanoma features. The ant colony optimization (ACO) algorithmwas used to

detect the lesion contour and both k-nearest neighbor (kNN) and artificial neural network (ANN) were

used as classifiers to test the results retrieved by the ACO algorithm. The confusion matrix showed that

the algorithm classified correctly 85.22% and 93.60% of the image by kNN and ANN, respectively.

Kumar et al. (2020) presented a semantic segmentation system for skin lesion images. They evaluated

the system using three datasets (DermoFit, ISIC ISBI 2017, and PH2). The evaluation proved the su-

periority of the proposed system to the compared approaches. On the other hand, Mahbod et al. (2020)

investigated the effect of applying skin lesion masks to classify dermatoscopic images. The proposed

method was evaluated using the ISIC 2017 challenge dataset and its results outperformed the compared

approaches. All preprocessing phases were executed with MATLAB software (2018a). All tests were

conducted on a single computer with an Intel Core i7-8700 3.20 GHz CPU, and 32 GB of RAM.

Several metaheuristic methods are used in image processing (Sahlol et al., 2020; Ewees et al., 2019;

Gaheen et al., 2019; Elatawy et al., 2020) to detect skin lesions, including PSO, genetic algorithm (GA),

and ACO. Eltayef et al. (2017) presented an automated approach for detecting melanoma borders based

on PSO and Markov random field algorithms, to define the edge of the lesion area in the input images.

The outcomes proved that the suggested method drew the lesion edges accurately compared to other

approaches. Ashour et al. (2018) performed a novel skin lesion detection approach based on the GA for

neutrosophic set process optimization to minimize the indefiniteness of the dermoscopy images. The

findings showed that the GA achieved the best performance compared to other approaches. In addition,

Sengupta et al. (2019) proposed an optimization edge detection mechanism called ACO to improve

skin lesion edge detection. The comparison of outcomes proved notable enhancement in skin lesion

image quality from improved edge detection using ACO. Another skin lesion segmentation model in-

troduced by Hawas et al. (2020) is called the optimized clustering estimation for neutrosophic graph cut

algorithm (OCE-NGC). This model utilized the GA for optimizing the HBCE procedure using its op-

timum threshold values. The tests were applied on a computer with a 4-core Intel Core i5-5200U 2.7-

GHz CPU and 8 GB RAM. The OCE-NGC platform was trained and estimated using the International

Skin Imaging Collaboration (ISIC 2016) dataset for segmentation, which includes 900 and 379 dermo-

scopic photos. The experimental outcomes established the superiority of the suggested OCE-NGC ap-

proach compared to the other approaches.

3 Materials and methods
This section introduces the methods used in this chapter.

3.1 Elitist-Jaya algorithm
The elitist-Jaya algorithm (eJaya) was developed by Rao and Saroj (2017). This algorithm depends on

the notion that the solution acquired for a given issue should proceed toward the best solution and

should avoid the poorest solution. The method aims to always approach success and avoid failure.
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The steps of the algorithm are represented as follows. LetO(y) represent an objective function that will
be minimized or maximized. During the i iteration, d (i.e., q¼ 1,2,…,d) refers to the number of design

factors, and p (i.e., r¼ 1,2,…,p) is the population size. Let Yq,r,i represent the value of the qth factor for
the rth selected through the ith iteration; thereafter this value is revised as shown in Eq. (1).

Y
0
q,r, i ¼ Yq,r, i + r1ðYq,best, i�jYq,r, ijÞ� r2ðYq,worst, i�jYq,r, ijÞ (1)

where Yq,best,i indicates the value of the qth factor for the best solution and Yq,worst,i indicates the value
of the qth factor for the poorest solution. Y

0

q,r, i indicates the recent value of Yq,r,i and r1, r2 are numbers

that change randomly in a range [0, 1]. The expression r1(Yq,best,i �jYq,r,ij) represents that the solution
aims to reach the best solution and the expression � r2(Yq,worst,i �jYq,r,ij) represents that the solution
aims to avoid the poorest solution. Y

0
q,r, i is agreeable if the function value created by it is the best. Fig. 1

illustrates the flowchart of the eJaya algorithm.

3.2 Otsu’s method
Otsu’s thresholding technique correlates with the linear discriminant standard, which supposes that the

image is composed of only object background and foreground, and the diversity and heterogeneity of

the background is neglected. Otsu uses the threshold to try to reduce the iterations of the class alloca-

tion. It segments the input image into two dark and light regions. The purpose is to find the threshold

value with the minimum entropy for the sum of foreground and background. Otsu’s method locates the

threshold value depending on the statistical details of the image.

FOts ¼
XK

i¼0

Aiðηi�η1Þ2 (2)

Ai ¼
Xti +1�1

j¼ti

Pj (3)

ηi ¼
Xti +1�1

j¼ti

i
Pj

Aj
,where Pi ¼ hi

N
(4)

where η1 refers to the medium intensity of I together with t0¼ 0 and tK+1¼ L, while hi and Pi refer to the

iteration and probability of the ith gray scale, respectively. N is pixels.

4 Proposed method
In this section, the proposed segmentation method is presented, which works to segment the affected

skin lesion area. The proposed approach consists of two phases: the first is image preprocessing and the

second is edge detection. In this method the eJaya algorithm is used to train the Otsu’s method for

segmenting the edges of the skin lesion area accurately.

4.1 Image preprocessing
In this phase, smoothing techniques are utilized toward the purpose of removing the noise that

negatively affects the outcome of the segmentation. The input color image is converted to a gray level.
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FIG. 1

The flowchart of the elitist-Jaya algorithm.
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AGaussian filter is utilized as it has a role in lesion edge detection through overcoming vanished edges,

shifted edge position, and phantom edges. Then amorphological closing filter is applied to get rid of the

extrinsic and inner noise of the skin lesion area, such as holes and gaps in the contour.

4.2 Edge detection
The proposed algorithm utilizes a new approach for segmenting skin lesions by enhancing the quality

of the skin image and segmenting the lesion from the skin. The algorithm tries to increase the quality of

the segmentation with less error, in order to outperform other ones. The preprocessed image plays an

important role in supporting the results of the segmentation procedure. The proposed algorithm de-

pends on training the Otsu’s method with the eJaya optimization algorithm to increase the segmentation

accuracy, in order to benefit from the advantages of the eJaya in selecting the proper segmentation

threshold.

Fig. 2 illustrates the flowchart of the proposed method; the steps of the proposed method can be

summarized as follows:

• Input: the skin lesion images.

• Resize the images to be on the same size.

• Use a morphological filter to remove the noise.

• Train Otsu’s method using eJaya optimization algorithm.

• Segment the image into two levels.

• Binarize the lesion image.

• Output: the segmented skin lesion image.

5 Experiment and results
This section discusses the experiment and its results.

5.1 Dataset
The dataset utilized for training and testing the suggested algorithm was adopted from the HAM10000

dataset, which is a collection of dermatoscopic images representing various classes of skin lesions

(Tschandl et al., 2018). The experimental sample consists of a set of 320 images. Fig. 3 shows a sample

of these images.

5.2 Evaluation metrics
To evaluate the performance of the proposed eJaya segmentation algorithm in segmenting skin lesion

images, different well-known evaluation metrics were used, including Accuracy, Precision, and Recall

as shown in Eqs. (5)–(7), respectively; the computation time was also used.

Accuracy¼ TP+TN

TP+TN+FP+FN
(5)
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Precision¼ TP

TN+FP
(6)

Recall¼ TP

TP�FN
(7)

where TP is the true positive, which refers to the number of classes that segmented correctly. TN is the

true negative, which refers to the number of classes that segmented incorrectly. FP is the false positive

and FN is the false negative.

FIG. 2

The flowchart of the proposed method.
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5.3 Results and discussion
The proposed segmentation algorithm was compared against the following algorithms: PSO, sine co-

sine algorithm (SCA), Grey Wolf Optimizer (GWO), differential evolution (DE), and 2D

wavelet algorithm, in terms of accuracy, precision, recall, and time, as displayed in Table 2. The im-

plementation was applied using MATLAB 2014b and run on Windows 10 (64-bit) with a processor

Core i7 (2.40 GHz) and 8 GB RAM. The parameter settings of the algorithms are listed in Table 1

and the global parameters are iterations number ¼ 20 and population number ¼ 50. All results, for

each algorithm, were calculated using the average of 30 independent runs.

Table 2 and Figs. 4 and 5 show the performance results of all algorithms in segmenting the skin

lesion images extracted from the benchmark dataset (i.e., 320 images).

The eJaya algorithm has the highest accuracy rate (0.8229), while the PSO algorithm has (0.8123),

followed by the DE algorithm with (0.8108) accuracy rate; then comes the GWO algorithm with

(0.7840) accuracy rate, and after that comes the 2D wavelet algorithm with (0.7670) accuracy rate;

finally, the SCA algorithm has an accuracy rate of (0.7301). For the precision rate, the eJaya algorithm

has the highest rate with (0.8050), while the DE algorithm has (0.8035) precision rate; next is the PSO

algorithm with (0.7820) precision rate, followed by the GWO algorithm with (0.7729) precision rate;

FIG. 3

Sample of images from the dataset used.
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after that comes the 2D wavelet algorithm with (0.738) precision rate, and finally the SCA algorithm

has a precision rate of (0.7293).

With regard to the recall rate, the eJaya algorithm has the highest rate with (0.5297). Second is the

PSO algorithm with (0.5117) and third is the SCA algorithm with (0.5053); fourth is the GWO algo-

rithmwith (0.4932), and fifth is the DE algorithmwith (0.4590); finally, the 2Dwavelet has a recall rate

of (0.3845).

However, in terms of time the PSO algorithm comes first, then the eJaya algorithm; after that is the

SCA algorithm, followed by the GWO algorithm, the DE algorithm, and finally the 2D

wavelet algorithm.

It can be concluded from Table 1 that the eJaya algorithm outperforms other algorithms in terms of

accuracy, precision, and recall. That is due to the major advantage of the eJaya algorithm, which is that

it is an algorithmic-specified parameter-minimal algorithm, which avoids the load of tuning of

algorithmic-specified parameters.

All of the metaheuristic mechanisms require setting of algorithmic-specified parameters. The tun-

ing of these factors and common control factors like number of iterations, elite size, and population

size. The rendering of the metaheuristic tactics is affected by the tuning of these algorithmic-specified

parameters and the incorrect setting of the algorithmic-specified parameters leads to trapping in local

optima (Ahmed et al., 2017; Penghui et al., 2020; Sahlol et al., 2017). Over and above, the eJaya mech-

anism has having simple numerical construction and also has a single phase.

Table 2 Average of evaluation metrics obtained by the proposed method and the compared

methods.

Algorithm Accuracy Precision Recall Time

eJaya 0.8229 0.805 0.5297 0.0468

PSO 0.8123 0.782 0.5117 0.0425

SCA 0.7301 0.7293 0.5053 0.0464

GWO 0.7840 0.7729 0.4932 0.0471

DE 0.8108 0.8035 0.459 0.0950

2D Wavelet 0.7670 0.738 0.3845 0.3436

The best values are in boldface

Table 1 Parameter settings of the algorithms.

Algorithm Parameter values

SCA a ¼ 2

PSO wDamp ¼ 0.99, w ¼ 1, C1 ¼ 1, C2 ¼ 2

GWO a ¼ [2 : 0]

DE βmin ¼ 0:2, pCR¼ 0:2, βmax ¼ 0:8

eJaya r ¼ [1, 2]
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FIG. 4

Accuracy, precision, and recall results of all algorithms.
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To display the performance of the proposed segmentation method and its positive impact, the

results of the segmentation process and the original image are stated for two samples in Fig. 6. This

figure displays two samples of the segmented skin lesion images from the HAM10000 dataset using

the proposed method and the other segmentation methods. As shown in the figure, the eJaya algo-

rithm has a powerful and positive impact in segmenting the image and detecting the edges of the

affected skin cancer area. The produced segmented images are more accurate than those of the

other methods, followed by the PSO, whereas the 2D wavelet showed the worst detection results

in the images.

5.4 Statistical analysis
This section analyzes the performance of the proposed method using the t-test statistical test to deter-

mine whether there is a significant difference between the eJaya algorithm and the compared methods

at a level equal to 5%. The results are recorded in Table 3. This table shows that there are significant

differences between the proposed eJaya and the algorithms SCA, GWO, and 2D wavelet with regard to

accuracy, precision, and recall measures, whereas the PSO and DE showed similar results to the eJaya

algorithm to some extent.

FIG. 5

Computation time of all algorithms.
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Table 3 Results of the statistical test.

Algorithm Accuracy Precision Recall

PSO 0.922 0.105 0.787

SCA <0.05 <0.05 <0.05

GWO <0.05 <0.05 <0.05

DE 0.851 1.673 <0.05

2D wavelet <0.05 <0.05 <0.05

FIG. 6

Two samples of the segmented images.



6 Conclusion
This chapter proposed a method for skin lesion segmentation. This method introduces a new model to

train Otsu’s method based on the elitist-Jaya optimization algorithm. The proposed method consists of

two phases: image preprocessing and edge detection. The experimental dataset consists of a set of 320

images. To evaluate the execution of the segmentation method, different evaluation metrics were used,

namely accuracy, precision, and recall. The results showed that the suggested method outperformed the

other algorithms in all measures, and it showed better segmented images than the compared algorithms.

It obtained accuracy equal to 0.82, whereas the PSO was the fastest algorithm in terms of CPU time

measure. In future, we will try to extend this work to segment different types of images and fields, such

as X-ray images and satellite images. In addition, we plan to use new optimization algorithms and deep

learning techniques to detect different types of skin lesions and intend to propose a real-time applica-

tion to aid decision makers.
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1 Introduction
Hand gestures are an important part of nonverbal communication and form an integral part of our

interactions with the environment. Notably, sign language is a set of hand gestures that is valuable

to millions of disabled people. However, deaf/dumb users experience difficulty in communicating

with the outside world as most neither understand nor can use sign language. Gesture recognition

and classification platforms can aid in translating the gestures to those who do not understand sign

language (Yang et al., 2016). In addition, hand gesture recognition can aid in monitoring the progress

of patients who are recovering from stroke and rheumatoid arthritis (Watson, 1993). Healthcare pro-

fessionals can remotely monitor the performance of several patients using a gesture classification

system at a lower cost and time than the traditional method of physically observing the joints in

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00012-4
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the hand. Furthermore, hand gesture classification is a vital tool in human-computer interaction.

These gestures can be used to control equipment in the workplace and to replace traditional input

devices such as a mouse/keyboard in virtual reality applications (Iannizzotto et al., 2001; Conn

and Sharma, 2016).

There are two major approaches in the classification of hand gestures. The first approach is the

vision-based approach. This involves the use of cameras to acquire the pose and movement of the hand

and algorithms to process the recorded images (Kuzmanic and Zanchi, 2007). Although this approach

is popular, it is very computationally intensive, as images or videos have to undergo significant pre-

processing to segment features such as the image’s color, pixel values, and shape of hand (Rautaray and

Agrawal, 2015). Furthermore, the current geopolitical climate prevents the widespread application of

this approach because users are less inclined to the placement of cameras in their personal space, par-

ticularly in applications that require constant monitoring of the hands (Caine et al., 2006). Furthermore,

camera-based approaches restrict the movement of the user to within the camera’s view. In applications

where the user will need to perform their day-to-day activities (e.g., progress monitoring), multiple

cameras are required to continuously track the user’s movement and will significantly increase the cost

of the system.

In contrast, the glove-based approach involves the use of data gloves that record the flexion of the

finger joints. This method is less computationally intensive because the glove’s sensory data is more eas-

ily processed than recorded images. In particular, the sensory data of a glove is simply the intensity of

light (fiber-optic sensors), electrical resistance/capacitance (conductive strain sensors), or 3-dimensional

positional coordinates (inertial sensors) (5DT, 2020; CyberGlove II, 2020; Lin et al., 2014). This means

that researchers can classify the sensory data with little or no preprocessing. Moreover, a data glove al-

lows continuous recording of the hand gestures without restricting the movement of the user. Further-

more, data gloves can be easily constructed with cheap off-the-shelf components such as bend

sensors and a textile glove, which acts as a support structure. These advantages motivate a review of data

glove-based gesture classification.

Gesture classification is the prediction of the hand gesture from the glove’s sensory data. Although

for a simple set of gestures such as the opening and closing of the fist, the data can be classified easily

because the difference between the two gestures can be visually observed and linearly separated. How-

ever, for a more complex set of gestures such as sign language where some gestures are identical, ma-

chine learning is required to accurately classify those gestures. In addition, dynamic gestures such as

sentences can only be classified with machine learning algorithms.

Therefore, this chapter presents a rigorous review of glove-based gesture classification with ma-

chine learning. There have been studies reviewing the application of machine learning in camera-based

hand gesture classification (Rautaray and Agrawal, 2015), but to the best of our knowledge, there has

been no review of glove-based gesture classification since Watson’s 1993 study (Watson, 1993).

Therefore, this chapter provides a one-stop destination for researchers interested in glove-based gesture

classification. Moreover, we review the application of deep learning in glove-based gesture classifi-

cation. This is a nascent field with significant work only published within the last 2 years. In addition,

we highlight the advantages of deep learning algorithms over classical machine learning algorithms

and discuss the limitations that prevent the rapid publication of studies within this field.

This chapter is structured as follows: Section 2 describes data gloves, their design, history, and sens-

ing mechanism; Section 3 discusses gesture taxonomies; Section 4 describes classical machine learning

and deep learning algorithms and their applications in glove-based gesture classification; Section 5
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discusses the results of this review and postulates ideas for further research; and finally conclusions are

presented in Section 6.

2 Data gloves
A data glove is a wearable device that is worn on a user’s hand with the intent of measuring the motion

at specified joints in the hand. As shown in Fig. 1, the design of data gloves involves embedding strain

or inertial sensors in a textile glove. These sensors are placed near the measured joints for increased

accuracy. In addition, processing and power supply are embedded to form an incorporated wearable

system.

2.1 Early and commercial data gloves
The first data glove was developed in 1977 by researchers in MIT (Massachusetts Institute of Tech-

nology). It was called the “Sayre Glove” and utilized elementary fiber-optic sensors (Sturman and

Zeltzer, 1994). These sensors consisted of tubes that transmitted light between their two ends. The

intensity of the light passing through the tubes decreased as the tubes were bent by the flexion at

the finger joints. The light intensity was measured by the voltage of a photocell placed at one end

FIG. 1

Data gloves: (A) 5DT data glove (5DT, 2020), (B) FBG data glove (da Silva et al., 2011), (C) IMU data glove

(Hsiao et al., 2015), (D) Cyberglove II (CyberGlove II, 2020), and (E) a soft sensing glove (Shen et al., 2016).
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of the tube. It was observed that there was a strong correlation between the angle of flexion and

the voltage of the photocell. Other examples of early data gloves made in the early 1980s include

the “Digital Entry Data” and the “Super Glove,” which used bend sensors and printed resistive inks

respectively (Dipietro et al., 2008).

Recent commercial data gloves include the “Cyberglove,” “5DT Data Glove,” and “Didjiglove.”

The Cyberglove developed by Stanford University consists of 18 or 22 piezoresistive sensors. The

model with 18 sensors only measures the metacarpophalangeal (MCP) and proximal interphalangeal

(PIP) joints, while the model with 22 sensors measures the MCP, PIP, and distal interphalangeal (DIP)

joints (CyberGlove II, 2020). In addition, both models measure the abduction, adduction, and wrist

movements. The 5DT glove measures movement at the joints using fiber-optic sensors (5DT,

2020). These sensors measure the angle of flexion by its correlation to the weakening of light. It utilizes

only one sensor per finger. In particular, the overall flexion at the MP and IP of the thumb is measured

by a single sensor, while for other fingers, the overall flexion at theMCP and PIP joints are measured by

a single sensor. An upgraded version of the glove uses more sensors to measure abduction and adduc-

tion between the fingers. The Didjiglove employs capacitive sensors to measure the flexion at the MCP

and PIP joint (Dipietro et al., 2008). The capacitive sensors comprise of two comb-shaped conductive

layers that are separated by a dielectric. Although recent data gloves have improved the accuracy of

early data gloves, the core design of embedding a strain sensor in a textile glove has been retained.

Therefore, it is imperative that we discuss the sensing mechanism of the popular strain sensors used

in these data gloves.

2.2 Sensing mechanism in data gloves
Data gloves can be categorized based on their sensing mechanism. The three main types of sensors used

in data gloves are fiber-optic sensors, conductive strain sensors, and inertial sensors. This section re-

views their operating principles, advantages, and disadvantages.

2.2.1 Fiber-optic sensors
Fiber-optic sensors measure strain by translating the weakening of the light across its fiber (Lau et al.,

2013). They are known for very accurate measurements because of the consistent correlation between

the attenuation and the contortion angle of the fiber. However, their main disadvantage is the require-

ment of a light source, which increases the weight and size of the data glove.

Enhanced configurations of fiber-optic sensors have been utilized in more recent data gloves. Par-

ticularly, fiber-Braggs gratings (FBG) sensors were implemented in a data glove to measure the flexion

at the interphalangeal joints (da Silva et al., 2011). FBG sensors measure strain by changes in the wave-

length of the reflected Bragg signal. However, the FBG sensors are very sensitive to temperature and

the equation below illustrates the relationship between changes in the Bragg wavelength and changes in

the temperature and strain.

ΔλB ¼ λB 1�ρeð ÞΔ�+ λB αt + ξtð ÞΔT, (1)

where ΔλB, ΔT, and ΔE represent the change in the Bragg wavelength, temperature, and strain respec-

tively. In addition, ρe, ξt, and αt are, respectively, the photoelastic, thermooptic, and thermal expansion

coefficients of the fiber core. Despite the high accuracy in measuring joint angles, their use in real-

world applications is restricted due to their high sensitivity to temperature changes.
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2.2.2 Conductive strain sensors
Data gloves have been fabricated by utilizing conductive strain sensors (Chen et al., 2016). These strain

sensors are formed from embedding conductive nanomaterials on flexible textile polymers by coating,

wet spinning, or knitting. Their sensing mechanism is based on the changes in the relationship between

their electrical resistance or capacitance and the strain exerted on them as a result of changes in the

flexion of the joints in the hand. This creates a data glove that is textile, accurate, and light weight.

Notably, a conductive strain sensor was formed by coating spandex and silk fibers with graphite

flakes with a Mayer rod (Zhang et al., 2016). Another textile strain sensor was developed by coating

a Lycra fabric with polypyrrole (Wu et al., 2005). Moreover, multifilament yarns formed from conduc-

tive and textile fibers can be knitted to form textile strain sensors (Atalay et al., 2014). Furthermore,

conductive strain sensors were created with coaxial fibers comprising of a core-shell structure where a

flexible shell wraps the conductive core. They are fabricated by either injecting a textile fiber with

conductive nanomaterials or by wet spinning (Tang et al., 2018).

2.2.3 Inertial sensors
Inertial sensors in data gloves comprise of gyroscopes and accelerometers that track the position and

orientation of the hand joints (Lin et al., 2014; Hsiao et al., 2015). They are more useful in tracking

dynamic gestures that require the movement of the wrist rather than other sensors because of the higher

degrees of freedom in the wrist compared to the interphalangeal joints. However, they are not as flex-

ible as other sensors and they tend to make the data glove bulky.

3 Gesture taxonomies
Gestures are a very important method of communication. For example, a “thumbs up” (G12 in Fig. 2B)

can signify approval to the recipient, while a “thumbs down” can signify disapproval (Morris, 1979). A

gesture taxonomy is a list of gestures. It helps to define what the gestures represent. This is important

because a gesture can have several meanings across different cultures and geographical boundaries. In

particular, the same thumbs up gesture, which denotes approval in most parts of the world, is seen as

derogatory in the Middle East (Axtell and Fornwald, 1991). Gestures can be primarily divided into two

categories: static and dynamic gestures. Static gestures are gestures in which the joints of the hand are

stationary, while dynamic gestures are gestures that comprise of motion at joints in the hand. For ex-

ample, a wave of the hand is a dynamic gesture, while a “thumbs-up” is a static gesture.

As illustrated in Fig. 2A, sign languages are gesture taxonomies that contain gestures that can be

translated into letters or words and their respective meanings. In particular, a gesture taxonomy for sign

language may comprise of static gestures that translate to letters, while another taxonomymay comprise

of dynamic gestures that represent full sentences. Other taxonomies may contain gestures that represent

the activities performed by the “expressor.” For example, the grasp taxonomy proposed by Schlesinger

depicts several hand postures that can be easily translated to the shape of the object (Heumer et al., 2007;

Schwarz and Taylor, 1955). A gesture taxonomy can also illustrate a list of dynamic gestures that convey

the activities performed by the user such as writing, drinking a cup of coffee, etc.

In human-computer interaction (HCI), there are various applications of hand gesture taxonomies.

They are used as input commands for the control of robotic equipment in workstations and aiding doc-

tors in performing teleoperation ( Jhang et al., 2017; Fang et al., 2015). They have enabled natural-like
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interactions with virtual objects in virtual reality applications (Weissmann and Salomon, 1999). In par-

ticular, virtual rehabilitation programs contain several gestures that the patient seeks to achieve. These

programs enable the healthcare professional to measure the progress of the patient’s rehabilitation ef-

ficiently ( Jack et al., 2001).

4 Gesture classification
Gesture classification aims to accurately predict the gesture performed by the user from the acquired

sensory data of the glove. For a taxonomy with a small of amount of distinct gestures, this can be man-

ually observed from the data (Chen et al., 2016) or calculated using simple linear algorithms (Lu et al.,

2012). However, machine learning is required to classify a more complex taxonomy of gestures,

G01 G02 G03 G04

G05 G06 G07 G08

G09 G10 G11 G12

Cylindrical Hook Lateral Palmar Spherical Tip

A B C D

E F G H

I K L O

P Q

U X

R T

(C)

(A) (B)

FIG. 2

Different gesture taxonomies. (A) Alphabets in sign language (Ibarguren et al., 2010), (B) custom gesture

taxonomy (Luzanin and Plancak, 2014), and (C) Schlesinger taxonomy (Heumer et al., 2007).
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especially gestures that are closely related. We define gestures that are closely related as gestures

whose data values cannot be linearly separated. Fig. 3 illustrates a two-dimensional Sammons mapping

of a self-organizing map (SOM) of a gesture data set. It illustrates the difficulty in linearly separating

the different gestures. Moreover, it is impossible to linearly separate the tip, palmar, and cylindrical

grasps. This data set exemplifies the relevance of machine learning in gesture classification as they

can classify closely related gestures to a high accuracy.

4.1 Classical machine learning algorithms
Machine learning algorithm can be differentiated by their type of learning. Supervised learning

occurs when correct input-output pairs are provided for the algorithm during training, while unsu-

pervised learning requires the algorithm to determine clusters of similar input data as no target output

is provided (Rautaray and Agrawal, 2015). In this section, we describe a summarized theoretical

background of the popular classical machine learning algorithms used in glove-based gesture

classification.

FIG. 3

Sammons 2-dimensional mapping of a SOM of gestures (Heumer et al., 2007).
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4.1.1 K-nearest neighbor
K-nn is a probabilistic pattern recognition technique that classifies a signal output based on the most

common class of its k nearest neighbors in the training data. The most common class (also referred to as

the similarity function) can be computed as a distance or correlation metric (Altman, 1992). Typically,

the similarity function is calculated using the Euclidean distance; however, other distance metrics such

as the Manhattan distance could also be utilized. The probability density function p(M, cj) of the output
data M belonging to a class cj with jth training categories can be computed as:

p M, cj
� �¼ X

nz�knn

d M, nzð ÞV nz, cj
� �

, (2)

where nz is a neighbor in the training set, V(nz, cj). The Euclidean distance d(M, nz) can be calculated as:

4.1.2 Support vector machine (SVM)
Traditionally, SVM was used in the linear classification of data. However, the use of a linear kernel

limited its accuracy in nonlinear classification tasks. Therefore, the SVM algorithm was iterated by

implementing a Gaussian kernel. This allows the algorithm to map data to an unlimited dimension

space where data can become more separable in a higher dimension. The decision function for Gauss-

ian SVM classification of an unknown pattern data u can be represented as:

d M, nzð Þ¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiXk
z¼1

Mz�nzð Þ2
vuut : (3)

f uð Þ¼ sign
Xh
k¼1

λkck exp
� uk�uk k2

2σ2

 !
+ t

 !
, (4)

where ck is the class label for the k-th support vector uk, λk is the Lagrange multiplier, and t is the bias
(Cortes and Vapnik, 1995).

4.1.3 Decision tree
Decision tree is a supervised learning technique that aims to split classification into a set of decisions

that determine the class of the signal. The output of the algorithm is a tree whose decision nodes have

multiple branches with its leaf nodes deciding the classes (Yang et al., 2016). The configuration of the

algorithm is determined by specifying the maximum number of splits.

4.1.4 Artificial neural network (ANN)
ANN is a biologically inspired machine learning algorithm. It consists of input, hidden, and output

layers that comprise of neurons. These artificial neurons simulate neurons in the brain by receiving

an input, processing it using an activation function and producing an output. The output of ith neuron

can be calculated as:

yi ¼ fi
Xn
j¼1

wijxj�θi

 !
, (5)
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where fi is the transfer function, yi is the output of the neuron i, xj is the jth input to the neuron, wij is the

connection weight between the neurons, and θi is the bias of the neuron (Neto et al., 2013). Tradition-

ally, the transfer function is either Gaussian, sigmoid, or Heaviside. Moreover, ANNs are trained by

adjusting the connection weights. This can be achieved by algorithms such as backpropagation or re-

inforcement learning. The key factor in the operating principle of the learning algorithms is their

weight-adjustment rules such as the Hebbian rule and the delta rule. Fig. 4 shows a feedforward neural

network (FFNN), the simplest form of an ANN. It never feeds the output back to the output because it

operates in a single forward direction.

4.1.5 Probabilistic neural network (PNN)
PNNs are neural networks that use the probability density function to determine the likelihood of an

input data belonging to a class. They consist of four layers, which are an input layer, which contains

neurons representing each data sample that are fully connected to the next layer; a hidden layer com-

prising of Gaussian functions centered on the data samples; a summation layer that computes the av-

erage probability of an input sample belonging to each class; and the output layer which uses Bayes rule

FIG. 4

Example of an ANN structure with one input layer, one hidden layer, one output layer, and weight matrices

W1 and W2 (Tang, 2019).
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to determine the class for the input sample (Specht, 1990). The output illustrating the classification

class of the input data is computed as:

Â xð Þ¼ arg maxð Þi¼1,…,d

1

2πð Þk2σk
1

Ni

XNi

j¼1

exp �
x� xij

� �t
x�xij

� �
2σ2

0
B@

1
CA

8><
>:

9>=
>;, (6)

where σ is the smoothing parameter, k is the size of the measurement space, Ni is the total number of

training patterns, and xij is the jth training pattern from category Ai.

4.2 Glove-based gesture classification with classical machine learning algorithms
Several classical machine learning algorithms have been explored in the classification of gestures from

data acquired by a data glove. Initially, ANN was used to classify five gestures from the American sign

language (ASL) (Beale and Edwards, 1990). Thereafter, a modified version of ANN using backpro-

pagation was implemented to recognize a taxonomy comprising of forty-two gestures from Japanese

Kana (Murakami and Taguchi, 1991) acquired by a VPL data glove. Back propagation is a feedback

algorithm that improves the classification results by using gradient descent to adjust the learning

weights of the network. The network consisted of 16 nodes in the input layer representing 10 bend

sensors and 6 positional sensors, 150 nodes in the hidden layer, and 10 nodes in the output layer repre-

senting the 10 dynamic gestures. Moreover, the input data was augmented and filtered to improve the

accuracy of the network. The results show a 96% accuracy when the data was filtered and augmented;

and 80% accuracy without augmentation and filtering.

Furthermore, a radial basis function (RBF) network were employed to classify twenty static ges-

tures from five users of a Cyberglove (Weissmann and Salomon, 1999). The network was trained with

four users and validated with the last user. The results showed that the average accuracy of the network

was 88% during cross validation. In contrast when the validation user was included in the training set,

the average accuracy was 98.3%. This study illustrates the difference in the accuracy of machine learn-

ing algorithms between “unseen” experiments and “seen” experiments. In unseen experiments, the data

in the validation set is not included in the training set, while in seen experiments, some or all of the

validation data is included in the training data set. We observed that machine learning algorithms

are less accurate in classifying unseen data. Particularly, in glove-based gesture classification, the re-

duced accuracy of the machine learning algorithms in unseen experiments can be attributed to the dif-

ference in the hand dimensions of the unseen users in the validation data set and the users in the training

data set. However, the difference in accuracies between unseen and seen experiments can be reduced by

utilizing a large number of users in training the algorithm.

Furthermore, a feedforward ANN was utilized in classifying gestures for a VR driving application

(Xu, 2006). Three hundred gestures were acquired from five participants with the Cyberglove. The

gestures were split into 200 gestures for the training set and 100 gestures for the validation set. The

average accuracy was 98%. This high accuracy was obtained because this was a seen experiment.

In contrast, when data from three new (unseen) participants were used as a validation set, the recog-

nition accuracy reduced to 92%.

In Luzanin’s study (Luzanin and Plancak, 2014), PNN was used to classify twelve static gestures

acquired with the 5DTData Glove. Clustering algorithms were implemented to reduce the training data
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without affecting the performance of PNN and to maintain the representation of the actual input data.

These clustering algorithms were K-means, X-means, and Expected Maximization (EM) algorithms.

The classification accuracies for the seen experiment were 93.4%, 96.18%, and 95.98% for K-means,

X-means, and EM algorithms, respectively. Furthermore, for an unseen validation user, the results were

63.05%, 52.48%, and 77.14% for K-means, X-means, and EM algorithms, respectively.

Two ANNs connected in series were employed in gesture classification for human-robot control

(Neto et al., 2013). As depicted in Fig. 5, the first ANN was used to classify static communicative ges-

tures, while the second ANN was used to classify noncommunicative gestures that occurred within the

transition between the communicative gestures in the continuous data. The data was acquired with

Cyberglove II that contains 22 sensors. Therefore, in both ANNs, the input layer and hidden layer each

comprised of 44 neurons that represent two frames per sensor. Classification accuracy was up to 99.8%

for 10 gestures and 96.3% for a taxonomy of 30 gestures. The aim of the study was to accurately rec-

ognize static gestures within continuous data; therefore, the authors limited the validation data set to

only seen data, hence the high accuracy.

A multiclassifier approach was undertaken in (Ibarguren et al., 2010) to classify gestures acquired

by a 5DT Data Glove. The gestures were eighteen ASL alphabets that do not require positional mea-

surements of the wrist. The gestures were classified using a combination of decision tree and k-nn

FIG. 5

Two serially connected ANNs for real-time gesture recognition (Neto et al., 2013).
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algorithms as shown in Fig. 6. A clustering method based on Euclidean distance generated a decision

tree. Thereafter, k-nn (k ¼ 1) was used to classify letters at the lowest level nodes. These letters such

as a/e or f/o are very similar, and the 1-nn classifier aids in providing a more accurate classification.

In addition, a segmentation layer is utilized before classification to separate the recorded gestures from

the real-time continuous data. Experimental results show a 99.49% segmentation accuracy and a

94.61% classification accuracy.

A self-organizing map (SOM) was used to classify 10 static gestures acquired with a 5DT Data

Glove ( Jin et al., 2011). SOM is an unsupervised machine learning algorithm that aims to model

the input data into a discretized lower dimension map. Training data was acquired from six participants,

and the algorithm was validated with 10 participants that included two participants from the training

data. The algorithm performed well with a 94.29% accuracy.

In addition, a custom IMU data was used alongside an ExtremeMachine Learning (ELM) algorithm

to classify 10 static gestures (Lu et al., 2016). Two sets of 44 and 45 features were extracted from the

input gesture data set. The 45 feature set comprised of yaw, pitch, and roll angles of the five fingers,

FIG. 6

A multiclassifier structure comprising of decision tree and k-nn algorithms (Ibarguren et al., 2010).
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while the 44 feature set comprised of the 45 features of the fingers; and the yaw, pitch, and roll angles of

the palm, forearm, and upper arm. ELM algorithm was utilized because of its low computational bur-

den and reduced human reliance as its input weights and hidden layer neurons and biases are generated

randomly. A modified version of ELM algorithm proposed by Huang et al. (Huang et al., 2011) that

employs a kernel method was also used in the study. The original ELM algorithm, the ELM-kernel

algorithm, and SVM were compared using both sets of extracted features. The classification accuracy

using the 44 feature set were 68.05%, 89.59%, and 83.65% for the ELM, ELM-kernel, and SVM

algorithms, respectively, while for the 45 feature set, the accuracy for ELM, ELM-kernel, and SVM

algorithms were 84.40%, 85.51%, and 81.09%, respectively, thereby highlighting the superiority of the

ELM-kernel algorithm for gesture classification.

A more comprehensive comparison of classical machine learning algorithms in gesture classifica-

tion was illustrated in the study cited herein (Heumer et al., 2007). A Cyberglove was employed in

acquiring grasp types based on Schlesinger’s taxonomy. Subsequently, several classical ML algorithms

were used to classify the data in six classification scenarios comprising of seen and unseen experiments.

These 28 algorithms were obtained from a software package (Witten et al., 2005) and were grouped

based into five categories: rule sets, trees, function approximators, lazy learners, and probabilistic

methods. Rule algorithms classify the gestures by a set of logical rules, while tree algorithms (such

as decision tree) classify gestures based on a pyramid of binary decisions. In addition, function approx-

imators are supervised learning algorithms that derive an approximate function between the input data

and the output class. Probabilistic algorithms produce probability models of each class and then deter-

mine (using a method such as Bayes theorem) the probability of each input data belonging to a specific

class. Lazy learners delay classification of an input data until a request is received. Thereafter, the class

of the data item is determined from the class of the closest data items based on the specified distance

metric. The results depict that function approximating classifiers performed well with a minimum and

maximum accuracy of 81.41% and 86.8%, respectively. Although the best classifier was a Lazy clas-

sifier at an accuracy of 87.61%, the average accuracy of Lazy classifiers was 78.77%. However, Bayes-

ian, tree-based, and rule-based classifiers were poor performers. Particularly, Bayesian classifiers had a

maximum and minimum accuracy of 75.31% and 61.02%, respectively. Tree-based classifiers had a

maximum accuracy of 83.44% and a minimum accuracy of 31.06%, while rules-based classifiers had a

maximum accuracy of 78.13% and a minimum accuracy of 30.88%. The best and worst classifier in

each category is highlighted in Table 1.

4.3 Deep learning
Deep learning (DL) is a class of machine learning whose algorithms comprise of neural networks with

several hidden layers. Examples of popular deep learning algorithms are Deep Belief Network (DBN),

Deep Boltzmann Machine (DBM), Recurrent Neural Network (RNN), and Convolutional Neural Net-

work (CNN) (LeCun et al., 2015). The advantage of deep learning algorithms over traditional machine

learning algorithm is the ability of DL algorithms to automatically extract features from the input data

without the bias that comes with manual feature extraction in classical machine learning algorithms as

illustrated in Fig. 7. However, DL algorithms require significantly more data and computation re-

sources than classical machine learning algorithms.
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Table 1 Summarized review of glove-based gesture classification with classical machine learning

algorithms.

Glove

Application/

taxonomy Algorithm Accuracy Reference

VPL data glove ASL ANN N/A (Beale and

Edwards, 1990)

VPL data glove Japanese Kana ANN 96.00%

(with filtering),

80.00% (without

filtering)

(Murakami and

Taguchi, 1991)

Cyberglove Custom gesture

set for HCI

RBF 98.30% (seen),

88.00% (unseen)

(Weissmann and

Salomon, 1999)

Cyberglove Custom gesture

for VR driving

control

ANN 98.00% (seen),

92.00% (unseen)

(Xu, 2006)

5DT data glove Modified NASA

gesture dictionary

PNN 95.19% (seen),

64.22% (unseen)

(Luzanin and

Plancak, 2014)

Cyberglove Human-robot

interaction (HRI)

Two serially connected

ANNs

99.80% (seen,

10 gestures),

96.30% (seen,

30 gestures)

(Neto et al.,

2013)

5DT data glove ASL Decision tree and KNN 94.61% (Ibarguren et al.,

2010)

5DT data glove Custom gestures

set for HCI

SOM 94.29% ( Jin et al., 2011)

Cyberglove 2 Schlesinger

taxonomy for

grasp

classification

IB1 (best lazy) 87.61% (Heumer et al.,

2007)MultilayerPerceptron

(best FA)

86.80%

LMT (best trees) 83.44%

NNge (best rules) 78.13%

BayesNet (best bayes) 75.31%

LWL (worst lazy) 62.95%

Logistic (worst FA) 81.41%

DecisionStump (worst

trees)

31.06%

ConjuctiveRule (worst

rules)

30.88%

ComplementNaiveBayes

(worst bayes)

61.02%

IMU data glove Custom gestures

for HRI

ELM 84.40%

(45 features),

68.05%

(54 features)

(Lu et al., 2016)

ELM-Kernel 85.51%

(45 features),

89.59%

(54 features)

SVM 81.09%

(45 features),

83.65%

(54 features)



4.3.1 Convolutional neural network (CNN)
CNN is the most popular architecture used in DL applications. It became popular after Alexnet (a CNN
algorithm) won ILSVRC 2012, a prominent computer vision classification competition. Thereafter, it

has been employed in a wide variety of applications spanning from classification of images in computer

vision to the classification of physiological signals (e.g., ECG, EMG) and was seen to perform excel-

lently (Yao et al., 2020; Qin et al., 2019; Goodfellow et al., 2016; Krizhevsky et al., 2012).

A typical convolutional neural network is a feed forward deep neural network with stacks of con-

volutional and pooling layers and one or more fully connected layers. Features are extracted from the

input data by convolving the input data with filters comprising of neurons with adjustable weights and

biases in the convolutional layers. The convolution operation of the gth feature map on the fth convo-
lutional layer located at position (a,b) can be described as:

va,bf ,g ¼ σ bf ,g +
X
i

XXf�1

x¼0

XYf�1

y¼0

w
x,y
f ,g, iv

a+ x,b+ y
f�1, i

 !
, (7)

where b is the feature map’s bias, w is the weight matrix, X and Y are the kernel’s height and width,

respectively. σ() is a nonlinear activation function such as rectified linear unit (RELU), Sigmod, or

Tanh. A pooling layer is utilized to reduce the variance on the feature map due to minor changes in

the input data. This is achieved by representing the spatial region as an aggregate of neighboring out-

puts. Although earlier studies utilized average pooling; recently, maximum pooling has become very

popular. Furthermore, fully connected layers classify the input signal based on the extracted features

from previous layers.

4.3.2 Recurrent neural network (RNN)
RNN is a deep learning algorithm that feeds back its output to its input to produce temporal memory.

This internal temporal memory enables it to process dynamic input sequences. This has ensured that

RNNs outperform other machine learning algorithms in sequence prediction in applications such as

speech recognition and computer vision. A popular example of RNN is long short-term memory

(LSTM). LSTM has outperformed general RNNs because of its error backpropagation. This eliminates

the error vanishing and exploding phenomena and enables LSTM to memorize several thousands of

previous time steps (Schmidhuber, 2015).

FIG. 7

Difference between classical machine learning and deep learning.
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4.4 Glove-based gesture classification using deep learning
In this section, we review the applications that have utilized deep learning in glove-based gesture clas-

sification. Notably, a simple CNN algorithm was used to classify dynamic sign language gestures from

data obtained with an IMU data glove (Fang et al., 2019). The CNN comprised of a convolutional layer,

a batch normalization layer and a fully connected layer. A pooling layer was noticeably absent as the

authors felt it was redundant in this architecture. The performance of the algorithm was compared to an

LSTMmethod and a PCA-SVMmethod. The CNN algorithm had the highest accuracy at 99.6%, while

the PCA-SVM and LSTM algorithms had accuracies of 82% and 80.8% respectively.

Furthermore, a light CNN architecture shown in Fig. 8 was implemented in a real time gesture rec-

ognition using a custom IMU data glove (Diliberti et al., 2019). The CNN was implemented using a

very similar configuration to AlexNet. However, the authors performed a series of experiments to de-

termine the optimal implementation of the network for their application. They achieved this by reduc-

ing the depth and width of the network till the set goal of at least 98% accuracy was met. The depth of

the network was reduced by removing some layers in the network while reducing the width of the net-

work is reducing the number of neurons in the layers. The depth percentage was measured as a per-

centage of the original number of layers, while the width factor, WF, was expressed as:

Neunew ¼ 2�WFNeuold , (8)

where Neuold and Neunew are the original and new number of neurons, respectively, in the layers of the

network. The optimal architecture with an accuracy of 98.03% was found to have a 20% depth per-

centage and a width reduction factor of 4.

However, CNNs were outperformed by other deep learning algorithms. In particular, an LSTM al-

gorithm was seen to perform better than a CNN algorithm in the classification of dynamic gestures

acquired in a data glove (Simão et al., 2019). The LSTM classification accuracy was 96.5% for seen

users and 89.1% for unseen users, while CNN achieved an accuracy of 81.9% and 54.7% for seen and

unseen users, respectively. However, when a smaller percentage of the test users are used, CNN per-

forms comparatively with LSTM and even outperforms it in some of these scenarios. This may have

occurred because as the number of test users increases, the advantage of the memory properties of

LSTM materializes.

Convolution Max pooling Dense layer Classification
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FIG. 8

Simple convolutional neural network architecture for gesture recognition (Diliberti et al., 2019).
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Furthermore, a deep neural network (DNN) was utilized in classifying hand gestures acquired by a

passive RFID data glove (Kantareddy et al., 2019). The DNN comprised of three fully connected hid-

den layers with 64, 128, and 32 neurons, respectively. Subsequently, its performance was compared

with CNN, SVM, and random forest classifier (RFC). The CNN consisted of three 1D convolutional

layers with 64, 128, and 64 filters, respectively, while the RFC had 10 trees, an average depth of 14.1

and an average number of 244.6 nodes. The DNN algorithm achieved an accuracy of 99%, while RFC,

CNN, and SVM achieved an accuracy of 98%, 97%, and 86%, respectively. The CNN was outper-

formed by DNN because the DNN algorithm converged the global information, while the CNN algo-

rithm only extracted the local information.

In addition, a deep learning algorithm was employed in the prediction of hand gestures. This in-

volves predicting the next gesture to be performed by the user within a specific time frame. It helps to

improve human-computer interactions by increasing the speed of gesture classification. Notably,

RNN was used to predict hand gestures because of its ability to learn the temporal properties of

the continuous data (Kanokoda et al., 2019). The performance of the RNN shown in Fig. 9 was com-

pared to a time-delay neural network (TDNN) and a multiple linear regression (MLR) algorithm.

Although TDNNs are proven algorithms in gesture prediction, they are limited to learning short-

range dependencies and can only operate within fixed-size temporal windows (Sak et al., 2014).

The results showed that the deep learning algorithm, RNN, outperformed both TDNN and MLR with

a classification accuracy of 90.8% and 74.0% in predicting the next 100 ms and 300 ms of gestures,

respectively.

FIG. 9

Recurrent neural network for gesture prediction (Kanokoda et al., 2019).
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5 Discussion and future trends
In the chapter, we have reviewed the applications of several machine learning algorithms on glove-

based gesture classification. Moreover, we have shown that machine learning algorithms perform

excellently in classifying hand gestures. However, the classification accuracy reduces in unseen exper-

iments when the validation data set is made up of users that were not included in the training set. Seen

experiments illustrate applications where the glove system will be used by known users, while unseen

experiments illustrate commercial applications where a new user can use the glove system without re-

training of the algorithm. The disparity between the accuracy in seen and unseen experiments is ex-

emplified in Luzanin’s study (Luzanin and Plancak, 2014), where the classification accuracy dropped

from 95.19% in a seen experiment to 64.22% in an unseen experiment. This phenomenon can be

explained mainly by the inadequate number of users in the training data set. Particularly, most studies

have less than 10 participants in both the training and validation data sets. This increases the signif-

icance of the disparities in hand dimensions on the classification accuracy of the algorithm, as the train-

ing data sets do not provide a good sample size of hand dimensions.

In addition, we analyze the performance of deep learning algorithms on gesture classification.

Notably, we observe that they perform better than classical machine learning algorithms. Although

the number of studies illustrating the application of deep learning on glove-based gesture classifi-

cation are small, we observed that deep learning algorithms were better performers than classical

ML algorithms. In particular, CNN outperformed PCA-SVM by 18.8% in classifying ASL gestures

(Fang et al., 2019). Moreover, a DNN algorithm outperformed an SVM algorithm by 13%

(Kantareddy et al., 2019). These results show significant increases in classification accuracy by deep

learning algorithms. Therefore, they increase the commercial viability of data gloves in gesture clas-

sification applications. However, the limited amount of studies makes it impossible to select the best

performing deep learning algorithm, but we observe that CNN and LSTM are the most prominent

among the studies reviewed as illustrated in Table 2.

A limitation to the use of deep learning algorithms in glove-based classification scenario is

the lack of public data sets on which to evaluate the algorithms. This restricts researchers to creating

their own experiments with a small number of participants. The use of public data sets will greatly

increase contributions to the field as researchers will concentrate on developing novel deep learning

algorithms to accurately classify the data. Moreover, public data sets enable the comparison of sev-

eral deep learning algorithms. Thereby, ensuring that the best performing deep learning algorithms

are identified.

Another potential research area is the application of deep learning in more hand gesture classifi-

cation scenarios. Due to the small amount of studies utilizing deep learning, there are no applications

of deep learning in scenarios such as grasp classification and other custom taxonomies. Research in this

field will reveal the performance and limitations of deep learning algorithms in these scenarios.

Furthermore, the limited amount of studies illustrate that this research area is still novel and can

be very fertile. Notably, hybrid models of deep learning techniques such as CNN-RNN and CNN-

LSTM have shown excellent performance in the classification of surface electromyography (sEMG)

signals (Hu et al., 2018; Wu et al., 2018). Furthermore, popular deep learning algorithms like Deep

Boltzmann Machine and generative adversarial networks (GAN) have also shown very high classi-

fication accuracy in camera-based gesture recognition (Rastgoo et al., 2018; Zhang and Shi, 2017).
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These algorithms have not been implemented in glove-based gesture classification and present a

unique research gap in significantly increasing the classification of glove-based applications.

Therefore, we propose that researchers utilize novel deep learning algorithms such as CNN-LSTM

for future glove-based gesture classification studies. We recommend CNN-LSTM because our review

has shown that these two algorithms provide the highest classification accuracy in glove-based gesture

classification studies, and the hybrid combination of these algorithms will provide robust feature ex-

traction and better sequence prediction especially in the classification of dynamic gestures in activity

classification scenarios. Furthermore, we recommend that these studies comprise of at least 10 partic-

ipants to provide a large data set for the algorithm.

6 Conclusion
In this study, we have provided an extensive review of classical machine learning and deep learning

algorithms implemented in glove-based gesture classification. We have also shown that deep learning

algorithms perform better than machine learning algorithms. Moreover, the limitations restricting the

application of deep learning algorithms have been identified alongside our proposed solutions. Further-

more, we highlight potential areas of research that may increase the commercial viability of glove-

based gesture classification. Finally, we recommend CNN-LSTM for future glove-based classification

studies because of its accurate feature extraction and sequence prediction capabilities.

Table 2 Summarized review of glove-based gesture classification with deep learning algorithms.

Glove Application Algorithm Accuracy Reference

IMU data glove Sign language CNN 99.6% (Fang et al.,

2019)LSTM 82.0%

PCA-SVM 80.8%

IMU data glove Real-time gesture

recognition for HCI

CNN 98.03 (Diliberti et al.,

2019)

N/A Robot teleoperation LSTM 96.5% (seen)

89.1% (unseen)

(Simão et al.,

2019)

CNN 81.9% (seen)

54.7% (unseen)

Passive RFID glove Custom gestures for

gesture recognition

DNN 99% (Kantareddy

et al., 2019)CNN 97%

SVM 86%

RFC 98%

Data glove with

conductive sensors

Gesture prediction RNN 90.8% (100 ms)

74.0% (300 ms)

(Kanokoda

et al., 2019)

TDNN 90.4% (100 ms)

72.4% (300 ms)

MLR 75.4 (100 ms)

59.9 (300 ms)
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1 Introduction
Hypobaric hypoxia at high altitude can cause the loss of memory, recall, and learning resulting in cog-

nitive impairment in addition to the acute mountain sickness (AMS), high-altitude pulmonary edema

(HAPE), high-altitude cerebral edema (HACE), and neurophysiological disturbances with insomnia

and dizziness (Bahrke and Shukitt-Hale, 1993; Lieberman et al., 1994; Ray et al., 2019) (Fig. 1).
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The neurological symptoms are due to lack of proper oxygen supply to brain that can alter neurotrans-

mitter synthesis, uptake, and release and free radical generation and related excitotoxic neuronal dam-

age (Askew, 2002; Benveniste et al., 1984; Hota et al., 2010; Rossi et al., 2000). Changes in gene

expression and protein functions are also associated with hypoxia and ischemia (Chandel et al.,

1998; Gorter et al., 1997; Hartman et al., 2005; Nalivaeva and Rybnikova, 2019; Pellegrini-

Giampietro et al., 1992). Ascent to high altitude also increases sensory discrimination, delay in the

evaluation process, and impairment of short-term memory (Hayashi et al., 2005; Nation et al.,

2017; Singh et al., 2003). Chronic hypoxia exposure of volunteers residing at high altitude also revealed

impairment in verbal working memory (Ray et al., 2019; Yan et al., 2011).

In the trans-Himalayan region, an early stage of cognitive impairment is commonly observed in the

population who have been residing at an altitude�4300 m for a period of at least 12 months. This form

is called the mild cognitive impairment (MCI), which is characterized by a decline in cognitive abilities

[mental processes regulating perform day-to-day functions] including memory, thinking, and decision-

making (Fig. 2).

Some of the cognitive domain tests commonly used for screening MCI are Multidomain Cognitive

Screening Test (MDCST) (Hota et al., 2012; Sharma et al., 2014), Mini Mental State Examination

(MMSE) (Folstein et al., 1975; Pan et al., 2020), Montreal cognitive Assessment (MoCA)

(Nasreddine et al., 2005; Pan et al., 2020), Mini-Cog (Borson et al., 2000), Computer Administered

FIG. 1

In hypobaric hypoxia, the body is deprived of sufficient oxygen supply. At high altitude, there is fall in the

atmospheric pressure and oxygen, which leads to oxidative stress. This impacts the physiology and metabolism

causing oxidative damage, reduction in oxidative metabolism, and sleep quality, along with an increase in

pulmonary hypertension and the hematocrit values. An individual may have an early stage cognitive impairment

and develop acute mountain sickness, which if not clinically addressed may cause high-altitude pulmonary

edema or high-altitude cerebral edema.
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Neuropsychological Score (CANS-MCI) (Tornatore et al., 2005), and Patient Reported Outcomes in

Cognitive Impairment (PROCOG) (Frank et al., 2006). Majority of these tests lack the required screen-

ing specificity and sensitivity. A few of them specifically screen for a deficit of domains, while others

are bulky and time consuming. In addition, they often have a complex scoring system, which needs the

expertise of a trained person. A study by Hota et al. showed MDCST to be the most effective for MCI

assessment among the listed cognitive tests (Hota et al., 2012). It is most promising in particular for the

demographic studies, as it exhibits excellent psychometric properties in terms of sensitivity and test-

retest reliability. Considering the limitations of MMSE and MoCA, MDCST was designed to establish

an easy to administer and a more reliable test for detection of MCI at early stages (Hota et al., 2012).

Moreover, it is based on findings that suggest involvement of several brain regions in cognitive func-

tion. MDCST is comprehensive as it covers nine domain assessments: Orientation, Memory Registra-

tion, Visuospatial Executive, Object Recognition, Attention, Recall, Coordination & Learning,

Language and Procedural Memory and, in comparison, has a better specificity with sensitivity. Thus,

it provides an opportunity to increase the scope of cognitive assessment to domains like procedural

memory, mindbody coordination, attention, and learning of complex tasks through improvised and cus-

tomized psychometric tests. Beck Depression Inventory (BDI) with insomnia may further help in iden-

tification of hitherto concealed depression (Beck et al., 1961).

There are no demographic studies that measure the prevalence of MCI with Beck Depression In-

ventory (BDI), insomnia, and clinical features collected from routine assessments [like blood glucose

level, blood pressure, blood cholesterol, complete blood count, kidney, and liver functionality]. A rule-

based study can assist in analyzing and identifying risk factors specific to population cohorts for their

cognitive decline at higher altitude (�4300 m). It has been a common practice in clinical practice to

ignore the rigor and sophistication of a data mining, and rather focus on results with an interpretation

Control MCI

FIG. 2

Brain imaging studies show shrinkage of hippocampus region in MCI, which plays an important role in learning

and memory (Aurtenetxe et al., 2016). Existing medical conditions like diabetes, high blood pressure, etc.

increases the risk for an individual developing MCI at high altitude.
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(Anhøj, 2003; Beckmann and Lew, 2016; Handelman et al., 2018). “Rule-based” analysis has been

fairly promising in the domain, being a human-comprehensible knowledge system, and therefore suit-

able for deciphering new rules for clinical applications (Fig. 3). Association rule mining is a general-

purpose rule discovery scheme of finding disease cooccurrences in electronic health record data that

has been widely used to find disease-disease, disease-finding, and disease-drug cooccurrences

(Agrawal et al., 1993; Brossette et al., 1998; Chen et al., 2008; Hanauer et al., 2009; Said et al.,

2018; Sengupta and Naik, 2013).

In this study, we evaluate the cognitive parameters identified by MDCST along with the clinical

features, which can be associated with MCI, BDI and sleep. Based on the native’s residence altitude,

there are two population cohorts which are been compared in this study: Highlanders (natives of alti-

tude �1500 m but <4300 m) and Lowlanders (natives of altitude �350 m), who have been residing at

an altitude �4300 m for at least 18 months. We apply an ensemble technique combining differential

expression analysis with unsupervised machine learning technique to augur rules for the two cohorts.

These rules help in the identification of the cognitive and clinical features which can be used for early

identification of mild cognitive impairment and depression among the respective population cohorts.

2 Methodology
2.1 Data collection
Fig. 4 illustrates the overall methodology of this study in a logical flow diagram. Data used in this

study was collected as a field research [August 2009–January 2011] of High-Altitude Physiology

Division, Defence Institute of High-Altitude Research (DIHAR), DRDO, Leh. Data collection and

subsequent studies are based on the ethical approval of the institutional ethics committee DIHAR

(Hota et al., 2012).

FIG. 3

Schematic representation for development of rule-based knowledge systems for clinical applications.
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The clinical features along with the parameters from MDCST were obtained from a group of vol-

unteers in the age group of 25–40 comprising of Lowlanders and Highlanders, who have been residing

at high altitude (�4300 m) (Table 1). All the participants were informed about the study purpose, pro-

tocol, and expected outcome (Hota et al., 2012). Baseline recordings were collected for both the pop-

ulation categories with the onset of study at an altitude of less than 350 m. Furthermore, there was a

longitudinal follow-up of the cohort that ascended to high altitude (>4300 m) and lived there for the

duration of 18 months (Hota et al., 2012).

Clinical features in this study include results from lipid profiling, kidney function test (KFT), liver

function test (LFT), sugar level, blood pressure, and pulse rate. MDCST was performed independently

on all the volunteers. The scores were compared to establish the subjective dependability in this scor-

ing. Additionally, a medical survey of all the volunteers was performed via a questionnaire related to

the occurrence of chronic diseases, physical and physiological ailments, heart problems, stroke, epi-

lepsy, head injury, drug abuse, psychological disorders, and general health status (Hota et al.,

2012). Data for core behavioral measures (CBM) such as the alcohol consumption, tobacco use, diet,

and physical activity were also collected from all the subjects in accordance with the WHO guidelines

(WHO, 2020). All the tests were administered by field investigators under the supervision of a clinical

psychiatrist.

FIG. 4

Schematic representation of knowledge discovery process used for the identification of key cognitive parameters

and clinical features for mild cognitive impairment.

Table 1 Inclusion criteria of human subjects for this study.

Parameter Value

Age (in years) (mean � SEM) 36.3 � 6.84

Education (in years) (mean � SEM) 12 � 2

Geographical location Jammu & Kashmir, India

Ethnic origin of all participants India
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2.2 Data processing and feature selection
Respective cohort subjects with underlying heart disease, chest pain, stroke/infarction/cerebral hem-

orrhage, renal failure, diabetes, viral hepatitis, chronic disease, and gastro-esophageal reflux disease

(GERD) were excluded from this study. Also, subjects with previous neurologic/psychiatric symptoms,

major surgery, and familial disorders were ruled out. Nevertheless, the respective elimination steps

ensured inclusion of only healthy subjects in the study. Data of 200 healthy volunteers, 100 each

for Lowlander, and Highlander were randomly sampled for the study.

Following clinical features were measured under the supervision of registered medical practitioner:

blood glucose (BS), systolic blood pressure (SBP), diastolic blood pressure (DBP), pulse rate (PR),

blood urea nitrogen (BUN), serum creatinine, serum glutamic oxaloacetic transaminase (SGOT), se-

rum pyruvic transaminase (SGPT), total cholesterol (TC), triglycerides (TGL), high-density lipopro-

tein (HDL), low-density lipoprotein (LDL), very low-density lipoprotein (VLDL), TC/HDL

cholesterol ratio, LDL/HDL ratio, homocysteine, vitamin B-12, and folic acid. The value for each

of these parameters was normalized into an ordinal form and scaled as low, normal, and high, respec-

tively, based upon the prescribed range (Marshall et al., 2014).

MDCST includes screening for nine cognitive domains: Orientation, Memory Registration, Visuo-

spatial Executive, Object Recognition, Attention, Recall, Coordination & Learning, Language, and

Procedural Memory (Hota et al., 2012). Each of these parameters are scored in magnitude of five with

max MDCST cumulative score of 45. A cumulative MDCST score �34 indicates onset or presence of

MCI. For the subjects who qualified inclusion criterion, Sleep abnormality and Beck Depression In-

ventory (BDI) (Beck et al., 1961) were applied to assess activities of daily living and to investigate the

presence of hitherto undetected depression. Sleep was measured in scale of 0/1, with 1 indicating ab-

normality, while for BDI, value �7 indicates abnormality.

2.3 Differential expression analyses
The statistical significance between the anticipated and observed frequencies was assessed performing

a chi-square test comparing the two cohorts. This test enables the comparison of observed and expected

frequencies objectively since it is not always possible to judge from the data whether they are different

enough to be considered statistically significant (Bailey et al., 1982). Multivariate statistical analysis

was performed on the significant factors to identify the independent clinical and cognitive risk factors

for the onset of cognitive impairment. The level of statistical significance was defined by the criteria,

P-value <.05. All the statistical analysis was performed using STATISTICA DATAMINER 9.1

(StatSoft, Inc., 2010).

2.4 Association rule mining
Association mining, the task of finding associative rules between items in a data set, has received con-

siderable attention, particularly since the publication of the AIS and apriori algorithms (Anand

Hareendran and Vinod Chandra, 2017; Sarıyer and €Ocal Taşar, 2020; Sengupta and Naik, 2013a). This
study uses an apriori algorithm to obtain the information related to clinical and cognitive screening

parameters to be associated with onset of cognitive impairment. It is a popular data mining technique

that attempts to find interesting patterns in large databases (Agrawal et al., 1993; Borgelt, 2010;

Goethals, n.d.).
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The apriori algorithm exploits the downward closure property, which states that if an item-set is

infrequent, all of its supersets must be infrequent (Sengupta and Naik, 2013a). Facilitates filtering

item-sets but is limiting while mining infrequent item-sets. Each of the filtered item-set is backed

by a statistical measure called support. For an item-set X � I, support(X) ¼ s, if the fraction of trans-

actions in the data set D containing X ¼ s (Agrawal and Srikant, 1994). The classic framework for as-

sociation rule mining uses support and confidence as thresholds for constraining the search space. The

confidence or accuracy of an association rule X ) Y in D is the conditional probability of having

Y contained in a transaction, given that X is contained in that transaction: confidence (X ) Y) ¼
P (Y j X) ¼ support(XY)/support(X) (Goethals, n.d.). In general, support represents the ratio of samples

among the data set that simultaneously satisfies both, condition X in the antecedent part and condition

Y in the consequent part of a rule, while confidence represents the ratio of samples that satisfy both

conditions X and Y, but only among those that satisfy condition X in the antecedent part ( Jung

et al., 2013). A confidence value of 100 for a certain rule means that the possibility of obtaining out-

come Y when X in a given condition (X ! Y) is 100% (i.e., certain rule); if not, the possibility of

A ! B is defined as a value (possible rule) between 0 and 100.

2.5 Experimental set-up
All the experiments in this study were implemented via STATISTICA 9.1 (StatSoft, Inc., 2010) soft-

ware. It is grueling to predispose appropriate criteria for any two parameters in association rule mining,

since information is acquired centered on a minimum threshold for support and confidence. Therefore,

the minimum confidence level was subjected to at least 30%, with a minimum support of 10%; domain

specialists (human cognition and physiology) were consulted for the association rules generated, while

the final confidence level was determined considering physician’s opinion. Total cognitive score, BDI

score, and sleep were declared as the response indicators and the remaining parameters were defined to

be as categorical indicators. For maximum components for any deciphered rule, the antecedent and

precedent iteration rate was set to 10.

The described experiment was set up and executed on a Dell precision workstation (M4700),

with Intel(R) Core(TM) i7-3820QU CPU @ 2.70 GHz 8M cache, 4 cores and 8 threads, NVIDIA(R)

Quadro(R) K1000M with 2 GB GDDR3, 32 GB RAM, and 1 TB hard disk.

3 Results and discussion
3.1 Differential analyses—Cognitive and clinical features
Table 2 represents Visuospatial Executive, Attention, and Coordination & Learning to be statistically

significant screening parameters for Lowlanders in reference to the cumulativeMDCST score, whereas

Object recognition is significantly impaired corresponding to BDI as represented in Table 3. The Ori-

entation parameter is found to be significantly associated with sleep abnormality (Table 4). In contrast,

the results observed for Highlander population suggests Procedural Memory, Coordination and Learn-

ing, Visuospatial Executive, and Recall are statistically significant parameters against the cumulative

MDCST score (Table 2), whereas no parameter is significant corresponding to BDI (Table 3) and sleep

abnormality (Table 4).

Among the clinical features, the chi-square test reveals that although there is not a significant pa-

rameter for Lowlanders corresponding to either cumulative MDCST score, BDI, or sleep abnormality.
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Table 2 Cognitive screening parameters against cumulative MDCST score.

Lowlanders Highlanders

Chi-square P-value Chi-square P-value

Visuospatial executive 22.5195 .0002 15.1725 .0044

Attention 15.2778 .0016 2.0888 .5542

Coordination and learning 14.2017 .0067 16.4056 .0058

Language 6.6546 .1553 10.7607 .0563

Recall 5.9658 .3096 12.2461 .0156

Object recognition 3.4211 .3311 3.7738 .1515

Memory registration 3.0049 .2226 0.8685 .6477

Orientation 2.2338 .5253 3.9102 .4183

Procedural memory 2.0308 .1541 20.4540 .0000

Table 3 Cognitive screening parameters against BDI score.

Lowlanders Highlanders

Chi-square P-value Chi-square P-value

Object recognition 9.5439 .0229 4.7122 .0948

Coordination and learning 6.0168 .1979 6.4409 .2657

Recall 4.7749 .4440 2.2947 .6817

Visuospatial executive 3.9827 .4084 5.1914 .2682

Memory registration 3.1067 .2115 1.0602 .5885

Attention 2.3175 .5092 2.2973 .5130

Orientation 1.9394 .5851 2.6340 .6208

Language 0.7826 .9408 2.9747 .7039

Procedural memory 0.6769 .4106 0.0002 .9880

Table 4 Cognitive screening parameters against sleep abnormality score.

Lowlanders Highlanders

Chi-square P-value Chi-square P-value

Orientation 9.1667 .0272 6.1027 .1916

Attention 4.0908 .2518 3.0841 .3788

Object recognition 3.0829 .3790 1.9799 .3716

Language 2.4253 .6581 6.4835 .2620

Coordination and learning 1.9974 .7362 1.8216 .8732

Visuospatial executive 1.7417 .7831 1.3404 .8545

Recall 1.6155 .8994 1.2922 .8627

Memory registration 1.5109 .4698 1.3980 .4971

Procedural memory 0.0677 .7947 0.4686 .4937
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However, a significant parameter observed for Highlanders is vitamin B-12 level (P-value ¼ .0099)

that corresponded to cumulative MDCST score; total cholesterol level (P-value ¼ .0094) that corre-

sponded to BDI, and folic acid level (P-value ¼ .0023) that corresponded to sleep abnormality.

3.2 Discovered associative rules
Table 5 enlists the associative rules observed among the Lowlander population within the defined cri-

teria. Item-sets satisfying the support-percentage were subjected for discovery of association rules

within the specified criteria. The rules suggest association of high vitamin B-12, HDL, BUN, and folic

acid levels for MDCST, BDI, and sleep abnormality. Also, the alcoholic Lowlander population (alco-

holic/nonalcoholic ¼¼ A) tend to have a low cumulative MDCST score, which indicates it may be a

key factor to be analyzed in MCI screening.

While Table 6 enlists the association rules discovered within the defined criteria for the Highlander

population. For Highlander population, item sets that satisfied the support-percentage were subjected to

discovery of association rules within the specified mining criteria. The discovered rules showcase as-

sociation of high values of vitamin B-12, HDL, VLDL, BUN, cholesterol, triglycerides, and folic acid

for MDCST, BDI, and sleep abnormality. In comparison to Lowlander, the alcoholic Highlander pop-

ulation (alcoholic/nonalcoholic ¼¼ A) tend to show normal sleeping habit.

3.3 Discussion
Results from the study emphasizes that varied set of MDCST domains and clinical features should be

used for the analyzing MCI and undetected depression (via BDI and sleep abnormality) for the respec-

tive population cohorts. MDCST considers nine different domains for analyzing cognitive performance

in an individual. However, the statistical significance from our observations suggest that Visuospatial

Executive, Attention, Coordination & Learning, Object recognition, and Orientation are the major cog-

nitive screening parameters that need to be regularly monitored for Lowlanders. Whereas Procedural

Memory, Coordination and Learning, Visuospatial Executive, and Recall are the key screening

Table 5 Associative rules for the Lowlander population.

Association rule

Support

%

Confidence

%

Correlation

%

Alcoholic/nonalcoholic ¼¼ NA ¼¼ > BDI ¼¼ Normal_BDI 40.91 54.55 68.38

Alcoholic/nonalcoholic ¼¼ A ¼¼ > Abnormal_MDCST 31.82 60.87 62.24

BDI ¼¼ Normal_BDI ¼¼ > sleep ¼¼ Normal_Sleep 47.73 87.50 74.62

Normal_MDCST ¼¼ > BDI ¼¼ Normal_BDI 36.36 48.48 59.38

Vit-B12 ¼¼ High_VitB12, HDL ¼¼ High_HDL ¼¼ >
Abnormal_MDCST

50.00 100 74.16

Blood Urea Nitrogen ¼¼ High_BUN, Vit-B12 ¼¼ High_VitB12,

Vit-B12 ¼¼ High_VitB12 ¼¼ > Abnormal_Sleep

52.27 100 76.79

Folic Acid ¼¼ High_FA, Blood Urea Nitrogen ¼¼ High_

BUN ¼¼ > Abnormal_BDI

61.36 64.28 78.73

VLDL ¼¼ Normal_VLDL ¼¼ > Normal_BDI 61.36 64.28 80.17
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parameters for the Highlanders. Furthermore, Lowlanders exhibit a higher rate of cognitive impairment

and sleep abnormality compared to Highlanders at an altitude of 4300 m or more. There are no signif-

icant clinical features observed from goodness of fit for Lowlanders, whereas vitamin-B12, total cho-

lesterol, and folic acid levels are found to be significantly associated with Highlander’s cognitive

performance.

Rules deduced from association mining suggests the alcoholic Lowlander population show low

cognitive response with 60.87% of confidence. Also high levels of vitamin B-12 and HDL are asso-

ciated with cognitive impairment (100% confidence), high vitamin B-12 and BUN are associated with

sleep abnormality (100% confidence), and high levels of folic acid is associated with BDI (64.28%).

Associative rules observed for Highlander population are significantly different compared to Low-

lander population. The alcoholic Highlander population did not represent any significant rule corre-

sponding to MDCST, but an important statistical observation suggests that they had normal sleep

with 88% confidence. In Highlander population, high level of HDL, VLDL, BUN, and vitamin B-

12 is found to be associated with cognitive impairment (58.97% confidence), while a high level of total

cholesterol is associated with BDI (96%) and high level of creatinine, HDL, vitamin B-12, and folic

acid to the sleep abnormality (58.97%).

4 Future opportunities
Data and research in this study were kindly supported by DIHAR, DRDO, India. The study identifies

cognitive analyzers and clinical features for the Low (�350 m) and Highlander (�1500 m) population

staying at higher altitudes (>4300 m) for a prolonged duration, which can be used for early screening of

mild cognitive impairment and depression. Visuospatial Executive, Attention, Coordination & Learn-

ing, Object recognition, Procedural Memory, Recall, Language for Lowlander population, while Pro-

cedural Memory, Coordination and Learning, Visuospatial Executive, Recall, Language for

Highlander population, respectively, are the key MDCST parameters identified for analyzing the

Table 6 Associative rules for the Highlander population.

Association rule

Support

%

Confidence

%

Correlation

%

Normal_MDCST ¼¼ > BDI ¼¼ Normal_BDI 41.30 76.00 66.15

Alcoholic/Nonalcoholic ¼¼ A ¼¼ > sleep ¼¼ Normal_Sleep 43.48 58.82 67.27

Sleep ¼¼ Normal_Sleep ¼¼ > BDI ¼¼ Normal_BDI 47.83 88.00 75.46

Sleep ¼¼ Normal_Sleep ¼¼ > Normal_MDCST 50.00 69.70 68.66

HDL ¼¼ High_HDL, VLDL ¼¼ High_VLDL, Blood Urea

Nitrogen ¼¼ High_BUN, Vit-B12 ¼¼ High_VitB12 ¼¼ >
Abnormal_MDCST

50.00 58.97 72.22

Total_Cholesterol ¼¼ High_TC ¼¼ > Abnormal_BDI 52.17 96.00 73.19

Creatinine ¼¼ High_Creatinine, Triglycerides ¼¼ High_TGL,

HDL ¼¼ High_HDL, Folic_Acid ¼¼ High_FA,

Vit-B12 ¼¼ High_VitB12 ¼¼ > Abnormal_Sleep

50.00 58.97 72.22
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cognitive performance with observed P-value �.05. These rules were evaluated by the human cogni-

tion and physiology experts from DIHAR, DRDO, India.

An interesting direction to further work upon would be longitudinal analysis of the identified fea-

tures at an individual and population (Lowlander and Highlander) level, in association with early de-

tection of mild cognitive impairment, beck depression inventory, and insomnia. Furthermore, a

comparative analysis of the Lowlander and Highlander cohorts with the native population living at

an altitude�4300 m [e.g., Hikkim and Karzok in India, Dingboche in Nepal, etc.] can provide insights

into the physiological and cognitive differentiation among the population.

Besides the unsupervised methodology discussed in this chapter, analyzing such biomedical lon-

gitudinal data sets using supervised learning approaches, like convolutional neural networks

(CNN), random forests, gradient boosting trees (Zhao et al., 2019), regression-based linear mixed-

effects model (Bandyopadhyay et al., 2011; Jensen and Ritz, 2018), or the most recent likelihood con-

trast model (Kl�en et al., 2020) can help in discovering new insights.

5 Conclusions
In this study, we have made first of an attempt to investigate the effects of prolonged stay at high al-

titudes (�4300 m) for the respective Lowlander, as well as Highlander populations on their cognitive

performance based on clinical features and cognitive screening parameters from MDCST. The param-

eters from MDCST are coupled with clinical features to analyze high-altitude-induced cognitive im-

pairment and sleep abnormality. Healthy individuals with no clinical antecedents of depression were

recruited to negate the influence of these factors on the cognitive performance. The subjects were

recruited randomly for both the high-altitude and low-altitude location population.

Our data and the analyses identify the MDCST domains and clinical features that need to be an-

alyzed for the identification of early onset cognitive impairment at high altitudes (�4300 m) among

Lowlander and Highlander populations. In principle, these parameters need to be further tested and

validated clinically to be used for screening human subjects from their native geographical altitudes,

planning their relocalization at higher altitudes.
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1 Introduction
Good health is an important aspect of quality of life, as nothing is more valuable, and new technologies

are continually leading to tremendous advances in healthcare. The definition of healthcare is the im-

provement of health through prevention, treatment, and inspection of diseases (Toli and Murtagh,

2020). Accurate diagnosis is essential for medical treatment and decision-making, but it can be difficult

to identify a specific disease from the stated symptoms of a patient, due to the inexact information

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00022-7
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provided. Thus the main job in medical diagnosis is to use expert logical reasoning to make decisions.

Physician control is an effective solution for diagnosis and treatment, but it is costly. Artificial intel-

ligence (AI) seems particularly well suited for this application (Davenport and Kalakota, 2019).

A smart healthcare system for disease diagnostics can be developed using a combination of AI,

Internet-of-Things (IoT), information and communication technology (ICT), along with Big Data

and good decision making (Chui et al., 2017; Panigrahi and Singh, 2017). The shortage of medical per-

sonnel in the healthcare sector is a currentmajor challenge (Liu et al., 2016), but smart healthcare systems

can be developed using the available health data with increased computational power by applying AI

(Shukla et al., 2021). A smart healthcare system can assist in optimizing the financial and social impact

of health services having insufficient medical personnel (Du and Sun, 2015; Momete, 2016).

An expert system (ES) is a common application of AI. It is a combination of computer-based pro-

grams that employ specific information and knowledge from several human experts to resolve specific

problems. An expert system basically includes a knowledge base that has stored information and a set

of rules that are applied to the knowledge base to make a particular prediction (Godfrey et al., 2011; Li

and Shun, 2016). This type of intelligent knowledge-based system can provide self-diagnosis to indi-

viduals. Such a self-diagnosis mechanism is still very important for early diagnosis and treatment. The

most important functions of the expert system are a flexible user interface, good data representation,

inference, and rapid outcomes. Results can include greater accuracy and reliability, cost savings, and

minimal errors. Expert systems also have some drawbacks, such as lack of human “common sense,” no

effect of environment change, and no response in exceptional cases.

Expert system development has gained much attention from researchers in recent decades for med-

ical decision-making. Expert systems can support novice medical practitioners in urban areas and,

more specifically, in rural and remote areas. They are also helpful for doctors who use them to identify

diseases and suggest suitable treatment options. The expert system also provides the facility to store

images, sound, and videos related to disease symptoms (Ali and Saudi, 2014). The expert system

appeared in medical diagnosis applications in the 1970s, when the MYCIN expert system was devel-

oped for the identification of diseases caused by bacteria. Since then, many expert systems have been

used for the identification of various human diseases and are being referred to by medical practitioners

globally (see Table 1).

Table 1 Comparison of developed expert systems for human disease diagnostics.

Method used

Disease

Diagnosed Input Reference

Rule-Based

Expert System

Influenza The patient data from Bangladesh collected by

the influenza specialists, consultants, and

disease symptoms

(Hossain et al., 2014)

Memory loss Disease symptoms (Hole and Gulhane,

2014)

Viral infection Disease symptoms (Patel et al., 2013)

Diabetes Lab test results, ketone, disease symptoms,

obesity, age, family history

(Geberemariam, 2013)

Endocrine

disease

Disease symptoms (Abu-Naser et al.,

2010)
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Table 1 Comparison of developed expert systems for human disease diagnostics—cont’d

Method used

Disease

Diagnosed Input Reference

Dehydration

Viral or allergic

conjunctivitis

Disease symptoms (Patra et al., 2010)

Ear problem

diagnosis

Disease symptoms (Abu-Naser and

Al-Nakhal, 2016)

Lower back pain Disease symptoms (Abu-Naser and

Aldahdooh, 2016)

Food disease Disease symptoms (Abu-Naser and

Mahdi, 2016)

Urination

problems

diagnosis

Disease symptoms (Abu-Naser and

Shaath, 2016)

Breast cancer Disease symptoms (Abu-Naser and

Bastami, 2016)

Skin disease Disease symptoms (Abu-Naser and

Akkila, 2008)

Male infertility Disease symptoms (Abu-Naser, 2016)

Mouth problem Disease symptoms (Abu-Naser and

Hamed, 2016)

Shortness of

breath in infants

and children

Disease symptoms (AbuEl-Reesh and Abu

Naser, 2017)

Rheumatic Disease symptoms (El Agha et al., 2017)

Genital

problems in men

Disease symptoms (Abu-Naser and

Al-Hanjori, 2016)

Genital

problems in

infants

Disease symptoms (Naser and El Haddad,

2016)

Fuzzy Expert

System

Hypertension

disease

Body mass index, age, gender, heart rate, and

blood pressure

(Abdullah et al., 2011)

Liver disorders Data collected from the trusted database,

6 entrance parameters of liver disorders

(Neshat et al., 2008)

Hepatobiliary

disorders

Disease symptoms (Mitra, 1994)

ANN-Based

Expert System

Heart disease Disease symptoms (Ajam, 2015)

Parkinson

disease

Disease symptoms (Avci and Dogantekin,

2016)

Knowledge-

Based Expert

System

Cardiological

disease

Disease symptoms (Bursuk et al., 1999)

Chest pain Data collected from laboratory examinations,

narrative texts describing the patient’s

condition, and chest X-ray images

(Ali et al., 1999)

Bronchial

asthma

Disease symptoms (Prasad et al., 1989)

Continued
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The amount of biomedical data is exponentially increasing and such data contain essential patient

information related to diversified medical conditions (Singh et al., 2018). These datasets can provide

significant hidden information if important patterns latent in the data can be extracted. This information

can serve as a medical diagnostic tool to identify particular diseases (Ali and Saudi, 2014). Medical

knowledge can be effectively extracted by analyzing data using various machine-learning techniques,

such as genetic algorithms, (Ghaheri et al., 2015) neural networks (Lundervold and Lundervold, 2019),

decision trees(Ahmed et al., 2020), and fuzzy theory (Arji et al., 2019; Sweidan et al., 2019).

Table 1 Comparison of developed expert systems for human disease diagnostics—cont’d

Method used

Disease

Diagnosed Input Reference

Eye disease Disease symptoms (Ibrahim et al., 2001)

Brain diseases Disease symptoms

(Ayangbekun

Oluwafemi and Jimoh

Ibrahim, 2015)

Spine disease Disease symptoms (Ghazizadeh et al.,

2015)

Neck pain

diagnosis

Disease symptoms (Abu-Naser and

Almurshidi, 2016)

Stomach pain Disease symptoms (Mrouf et al., 2017)

Ankle disease Disease symptoms (Qwaider and Abu

Naser, 2017)

Hypertension in

pregnancy

Disease symptoms (Gudu et al., 2012)

Oncology Disease symptoms (Shortliffe, 1986)

Chest pain in

infants and

children

Disease symptoms (Khella, 2017)

Rickets

diagnosis

Disease symptoms (Al Rekhawi et al.,

2017)

Hair loss

diagnosis

Disease symptoms (Nabahin et al., 2017)

Teeth and gum

problems

Disease symptoms (Abu Ghali et al.,

2017)

Ear disease Disease symptoms (Abu-Naser and Abu

Hasanein, 2016)

Nausea and

vomiting

problems

Disease symptoms (Abu Naser and El-

Najjar, 2016)

Adaptive

Neuro-Fuzzy

Inference

System

Breast cancer Disease symptoms (Fatima and Amine,

2012)
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These machine-learning techniques can also be helpful in automating expert systems for medical diag-

nosis. The aimof this chapter is to present an overviewof the research anddevelopment of expert systems

in the field of medical diagnosis, with the specific application of machine learning. We have provided

specific case studies along with their respective algorithmic procedures, to elaborate the typical use of

expert systems for diagnosis of human diseases, which include cancer and Alzheimer’s disease.

2 Types of expert systems
There are various classes of expert systems. Several of the most prominent classes are described in the

following paragraphs.

Rule-based expert system: The simplest form of AI is represented by the rule-based system. The

rules are used as knowledge representation, for the coding of knowledge into the system, (Grosan

and Abraham, 2011) as the rules can advise what to do under various conditions. The rules in the

expert system can be added in the form of a simplistic model based on IF/THEN statements.

Knowledge-based expert system: The knowledge-based expert system uses information for the

decision-making process. A knowledge-based system uses a knowledge base that consists of expert

experience and applies a set of rules in particular conditions (Arbaiy et al., 2017).

Fuzzy expert system: Membership functions and fuzzy rules make up the fuzzy expert system. These

functions and rules are applied on datasets. This system takes in numbers as an input query and the

job is performed by the fuzzy inference engine (Yager and Zadeh, 2012).

Artificial neural network (ANN)-based expert system: The ANN is widely used for pattern

recognition and regression analysis. It is an interconnected group of artificial neurons that uses a

mathematical model connectionist approach for computation (Fatima and Pasha, 2017).

3 Components of an expert system
Expert system software consists of different components (Ghazizadeh et al., 2015). Some basic com-

ponents are represented in Fig. 1 and described in the following paragraphs.

User interface: The user interface is the part that establishes the communication between the user

and the expert system. It provides various facilities to users such as graphical interfaces, menus,

etc., to establish communication. The interface must be able to represent the internal decision to the

user in an understandable form. In the development of an expert system, various personnel

including users, knowledge engineers, domain experts, and maintenance personnel are involved

with the user interface.

Knowledge base: This is domain-specific information obtained from a human expert or experts and

stored. Sets of rules, logic, frames, and semantic nets are used to represent the information, or

knowledge. The knowledge base holds the heuristic knowledge and factual knowledge. The

factual knowledge is widely shared and available knowledge from textbooks and journals.

The heuristic knowledge is more experimental, more judgmental, and more difficult to collect

accurately. It is the knowledge of good judgment and good practice. The achievement of a truly

expert system relies on the comprehensiveness and accuracy of its knowledge base.
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Inference engine: This engine performs the specific task requested, using the rules and given inputs.

The main job of the inference engine is to arrive at a final decision using the forest of rules. It

employs two main approaches, forward chaining and backward chaining.

Knowledge acquisition: This is the process of building a knowledge base. In knowledge acquisition,
various techniques are used, such as protocol analysis, observation, interviews, etc. Collecting

information is required to construct the knowledge pool.

Explanation facility: This component is helpful in explaining the reasoning process behind a

recommendation made by an expert system. The explanation facility provides details about final or

intermediate solutions and additional data needed. Here users can find answers to the basic

question of how and why the server arrived at a conclusion or decision. Users can change the editor,

if they are not satisfied with the explanation of the present reasoning. It has little flexibility in

usage terms.

Knowledge engineer: This is a person who can design, build, and test expert systems. The

knowledge engineer asks other people about their experience and knowledge and finds solutions

to problems. Thus the knowledge engineer discovers the reasoning methods and implements the

rules in the expert system and is also responsible for modifying, updating, and testing the expert

system (Kumar, 2019).

FIG. 1

The basic architecture of a typical expert system.
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4 Techniques used in expert systems of medical diagnosis
Current expert systems are composed of special software environments and are known by several

names. The variations of the medical expert system depend upon their complexity. Expert systems pro-

duce situational and patient-specific suggestions. Different types of information are used by the ES to

make decisions. Some techniques used in expert systems are discussed in the following paragraphs.

AI programs: AI programs are used by the computer to understand and implement the reasoning

process. These programs attempt to mimic human reasoning, thinking, and mechanisms of learning,

and, by combining all these things, to build a computational model that provides intelligent

behavior and actions. AI uses both theoretical research and technology to build a model that can be

implemented as a computer program. In the medical field, AI is used to build systems and tools to

improve healthcare (Amisha et al., 2019; Esmaeilzadeh, 2020; Datta et al., 2019). The mechanisms

and languages of AI are very costly and difficult to understand. AI can also be very hard to apply and

incorporate among and within other information systems.

Machine learning (ML): ML is a field of AI that solves problems by computational methods with

the help of a learning process (Frank et al., 2020). The main aim of ML research is to model human

learning. Based on several criteria such as learning strategy, knowledge representation, or field of

application, ML methods can be categorized (R�eda et al., 2020). In ML, the main methods are

genetic algorithms, neural networks, instance-based learning, analytical learning, and inductive

learning. ML has been used in the diagnosis of various diseases, including acute appendicitis

(Godfrey et al., 2011; Li and Shun, 2016), dermatological disease (Patra et al., 2010), thyroid

disease, (Ghazizadeh et al., 2015) and female urinary incontinence, (Arbaiy et al., 2017) and in the

detection of bacterial pneumonia by using X-ray reports. (Abu-Naser and Al-Nakhal, 2016) The

main applications of ML are in data mining and knowledge acquisition. Knowledge acquisition is a

very important method in the development of expert systems, because it is needed to extract the

knowledge from experts. By applying various ML methods, data mining allows nearly automatic

knowledge acquisition (Fatima and Pasha, 2017).

Data mining: This is the process of discovering information and hidden patterns in data. Data

mining is also known as knowledge discovery by ML and AI societies. In recent decades,

information technologies have been frequently used for disease diagnosis to assist doctors in

decision-making activity. ( Joshi and Joshi, 2013) Today, a huge amount of complex data is

generated by the healthcare sector on an everyday basis. To extract valid and important information

from this voluminous data, data mining is used to understand the patterns in the data. In this process,

suitable data is retrieved from different data sources, and then cleaned before knowledge discovery,

in which the data are evaluated based on quality criteria (Fig. 2). Finally, data mining is used for the

prediction and evaluation of diseases (Durairaj and Ranjani, 2013). In the healthcare sector, data

mining is a promising field with major significance for better understanding the medical data. Data

mining techniques are used in medical diagnostics for various diseases, including diabetes

(Kazerouni et al., 2020), stroke (Panzarasa et al., 2010), cancer (Weli, 2020), Alzheimer’s disease,

(Panigrahi and Singh, 2012; Panigrahi and Singh, 2013) and cardiovascular diseases. (Ayatollahi

et al., 2019)

Decision tree: Decision tree is the most commonly used classification method and is used to solve

complex problems. It consists of nodes and branches and presents the knowledge structure in the

form of a tree (Lopez-Vallverdu et al., 2012). The path to be followed is defined by the evaluation of
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FIG. 2

Outline of the data mining process in medical diagnosis.
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each node in the tree attributes. In this method, classification is carried out by the root node routing

until the leaf node is reached. Decision tree models are best for data mining as they are simple to

interpret and integrate, and have comparably better accuracy in many applications (Kumar and

Singh, 2017; Lavanya and Rani, 2011).

Neural network: This method mimics the logic of the human brain. In neural networks, neurons and

nodes are the basic components. The neural network has an input layer, one or many hidden layers,

and a single output layer (Fig. 3). The neurons are connected with the network and help to decide the

final output (Abiodun et al., 2018). The neural network is a widely used technique in the field of

healthcare, used to diagnose various human diseases such as cancer (Shahid et al., 2019), heart

disease (Reddy et al., 2017), and others.

Genetic algorithm: The genetic algorithm (GA) is a methodology involving an adaptive

optimization search. For a heuristic search, GA supports Darwinian natural selection and genetic

systems biology. The fundamentals of genetic algorithm techniques are designed to simulate the

process in natural systems required for evolution (Uyar and Ilhan, 2017). The genetic algorithm has

been very effective in the screening and diagnosis of several diseases (Ghaheri et al., 2015). Various

medical diagnostic methods have been developed using GA for prediction of diseases such as

cancer (Mansoori et al., 2014; Pereira et al., 2014), anemia (Wang, 2016), heart disease (Uyar and

Ilhan, 2017), tuberculosis (Elveren and Yumuşak, 2011), and epilepsy (Kocer and Canal, 2011).

FIG. 3

The architecture of neural network with two hidden layers.
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5 Existing expert systems
A tabular compilation of the existing popular expert systems developed for a myriad of human diseases

is provided in Table 1. These expert systems are based upon standard methodologies followed, such as

rule based, fuzzy, ANN based, knowledge based, and adaptive hybrid.

6 Case studies
Specialized case studies on human diseases such as cancer and Alzheimer’s disease are provided with

rule-based and fuzzy-based expert systems, respectively. General descriptions, flow diagrams, internal

procedures, algorithmic details, and standard measurements are provided in later sections.

6.1 Cancer diagnosis using rule-based expert system
Cancer is caused by uncontrolled cell proliferation in various organs. There are numerous clinical ap-

pearances and treatment methods available for cancer. Cancer is still an important health issue and a

leading cause of death globally, despite advancements in modern medicine. There are many types of

cancers, classified on the basis of their origin from tissue.

A web-based expert system was developed by Başçiftçi and Avuçlu that uses a reduced-rule base to

diagnose cancer risk using patient symptoms (Başçiftçi and Avuçlu, 2018). This method can be used for

breast cancer, lung cancer, kidney cancer, and cervical cancer. In this expert system, 13 determinant

risk factors are used for the diagnosis of cancer types. Two examples are given here, showing how this

expert system determines the cancer types on the basis of the 13 risk factors.

First (Renal cancer) Second (Breast cancer)

If If

1. Have a certain hardness or bloody discharge in

the breast end (in women) is Yes and

2. Coughing up blood constantly is

Unimportant and

3. Excessive weight is Unimportant and

4. Taking long-term dialysis treatment >4 h is

Unimportant and

5. Smoking is Unimportant and

6. Age > 50 is Yes and

7. Hypertension >140 mmHg is Unimportant and

8. Have you given birth (in women) is Yes and

9. Have cancer in relatives is Unimportant and

10. To give birth to her first child after age 30 is

Yes and

11. The existence of vaginal bleeding is

Unimportant and

12. Unexpected abnormal and bad-smelling vaginal

discharge is Unimportant and

13. Pelvic pain and have spotting is Unimportant

- Then the patient has renal cancer from

symptoms of cancer

1. Have a certain hardness or bloody discharge in

the breast end (in women) is Unimportant and

2. Coughing up blood constantly is Unimportant and

3. Excessive weight >100 is Yes and

4. Taking long-term dialysis treatment >4 h is Yes and

5. Smoking is Unimportant and

6. Age > 50 is Unimportant and

7. Hypertension >140 mmHg is Yes and

8. Have you given birth (in women) is Unimportant and

9. Have cancer in relatives is Yes and

10. To give birth to her first child after age 30 is

Unimportant and

11. The existence of vaginal bleeding is Unimportant and

12. Unexpected abnormal and bad-smelling vaginal

discharge is Unimportant and

13. Pelvic pain and have spotting is Unimportant

– Then the patient has breast cancer from symptoms

of cancer
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After performing the diagnosis using this approach, simplification of the rule-based method was carried

out from all possibilities. After simplification, the expert system predicted the same results as the pre-

vious one. Diagnosis performed with the reduced-rule based system took less time. The overall process

used in the reduced-rule based expert system is represented in Fig. 4.

Başçiftçi and Hatay developed a similar expert system using a reduced-rule based system by ap-

plying simplified logic functions for diabetes prediction (Başçiftçi and Hatay, 2011). In this study, they

used a dataset for type 1 diabetes, type 2 diabetes, and gestational diabetes. Three datasets were down-

loaded from data 1 (http://www.cormactech.com/neunet/download.html), data 2 (https://www.

webarchive.org.uk/wayback/archive/20180516221802/http://www.gov.scot/Publications/2003/01/

16290/17629), and data 3 (http://lib.stat.cmu.edu/S/Harrell/data/descriptions/diabetes.html). The

accuracy rate was observed as 97.13%, 96.5%, 98.26%, and 97.44% for diabetes patients, type 1

diabetes patients, type 2 diabetes patients, and diabetes with pregnancy, respectively.

FIG. 4

The process flow chart of reduced rule-based application.
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6.2 Alzheimer’s diagnosis using fuzzy-based expert systems
The neurological disorder called Alzheimer’s disease (AD) is characterized by the twomajor hallmarks

of β-amyloid plaques and neurofibrillary tangles (NFTs). It mainly occurs after the age of 65 and the

identification of this disease in the initial stage is a critical task (Shukla et al., 2019; Shukla and Singh,

2020). AD is divided into various stages, including mild cognitive impairment (MCI), severe AD, etc.

At the beginning of the disease, no critical symptoms appear, while after 5 years, when symptoms do

appear, the disease has completely spread through the brain (Ewers et al., 2011). AD mainly affects the

hippocampus region and destroys cognitive ability including reading, learning, etc. in patients. Hence,

early identification of disease is a very important task to protect the patient’s life quality from this com-

plex disease (Weller and Budson, 2018). Expert systems come into the picture at this point, as they can

participate in the early diagnosis of AD. There are several expert systems available that can diagnose

CE (Hinrichs et al., 2009; Ding et al., 2018; Munir et al., 2019; Oehm et al., 2003). Two different case

studies for AD are discussed here.

Case study 1. Here, we describe a method developed by Mallika et al., (Mallika et al., 2019) in

brief, to understand how one can create an expert system that can participate effectively in AD diag-

nosis. In this approach, they used fuzzy logic (FL), which is a popular mathematical approach of soft

computing and inferences. Set theory and crisp logic are generalized by FL, which is employed in the

concept of a fuzzy set. FL is widely used with success in various fields such as image processing, med-

ical diagnosis, knowledge engineering, and pattern recognition, etc. In this study, they developed an

expert system, called a fuzzy inference system (FIS), for AD diagnosis using the hippocampus as a

biomarker. This system can classify non-AD (normal control), AD, and MCI patients using image data

visual features. They have taken brain MRI images from the OASIS database (https://www.oasis-

brains.org/) and preprocessed them by segmenting. The segmented images were then used for the ex-

traction of hippocampus volume and then the classification was performed by using the fuzzy inference

system. The methodology is shown in Fig. 5. The accuracy, sensitivity, and precision of the three re-

gions are shown in Table 2.

6.2.1 Algorithm of fuzzy inference system
Three steps are involved in the classification of the MRI images by using extracted features in the FIS.

The internal structure of the FIS(Siler and Buckley, 2005) is shown in Fig. 6.

1. In the first step, the fuzzification of input variables is done.

2. A decision-making logic is built by using the fuzzy inference engine based on fuzzy rules as

described in following text.

3. To crisp the value, defuzzification of the generated output was carried out.

They generated three fuzzy rules based on hippocampus volume, which is described in various research

articles for AD and non-CE (Vijayakumar and Vijayakumar, 2013). These fuzzy rules are used in the

previously described FIS algorithm.

The three rules that they generated are as follows:

1. If the volume (V) of the hippocampus is in interval Vlow it represents AD.

2. If the volume (V) of the hippocampus is in interval Vmedium it represents MCI.

3. If the volume (V) of the hippocampus is in interval Vhigh it represents non-AD.
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FIG. 5

The flow diagram of fuzzy inference system.

Table 2 The classification evaluations of FIS.

Brain MRI projection Accuracy (%) Precision (%) Sensitivity (%)

Sagittal 82.21 91.95 87.43

Coronal 84.13 91.03 90.59

Axial 86.53 91.71 92.73

FIG. 6

The internal structure of fuzzy inference system (FIS).
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According to these rules, the FIS classified the MRI images into AD, non-AD, and MCI classes.

Case study 2: Lazli et al. (2019) described a computer-aided diagnosis method on the basis of mul-

timodal fusion (fusion of MRI and PET images). A hybrid fuzzy-genetic-possibilistic model was used

to quantify the brain tissue volume and discriminate the classes using a classifier of support vector data

description (SVDD). The flow diagram of the methodology is shown in Fig. 7.

This method is mainly categorized into two parts. In the first part, the fusion approach is used to

quantify the brain tissue volume by using three consecutive steps: modeling, fusion, and decision.

1. The modeling is also divided into three parts. First, it is initialized by tissue cluster centroids by

using a clustering algorithm of bias-corrected fuzzy C-means (BCFCM) (Ahmed et al., 2002)

(Algorithm 1). Second, the optimization of the initial partition is performed by using the genetic

algorithm. Finally, the possibilistic fuzzy C-means clustering algorithm (PFCM) (Pal et al., 2005)

(Algorithm 2) is used for the quantification of white matter (WM), gray matter (GM), and

cerebrospinal fluid (CSF) tissues.

2. In the second step, the fusion of the MRI and PET images is performed by using the possibilistic

operator, which highlights the redundancies and manages the ambiguities.

3. In the third step, the decision offers the more representative anatomy-functional fusion images.

In the second part, SVDD is used to classifyADafter normal aging and it automatically detects abnormal

values. After that, a “divide and conquer” strategy is used to speed up the SVDD processing, which de-

creases the computational cost of the calculation results. Themethod also has proved its efficacy on syn-

thetic datasets retrieved from Alzheimer’s disease neuroimaging (ADNI) (http://adni.loni.usc.edu/),

Open Access Series of Imaging Studies (OASIS) (https://www.oasis-brains.org/), and real images.

FIG. 7

The complete flow diagram of multimodal CAD system used for AD diagnosis proposed by Lazli et al. (2019).
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The classification evaluation including accuracy, sensitivity, specificity, and area under the ROC curve

for the ADNI dataset was 93.65%, 90.08%, 92.75% and 97.3%; for the OASIS dataset the values were

91.46%, 92%, 91.78% and 96.7%; and for real images they were 85.09%, 86.41%, 84.92% and 94.6%,

respectively.

ALGORITHM 1 DESCRIBES THE PSEUDOCODE FOR BCFCM
Let X ¼ {xj}, the voxels set;U ¼ {μij}, the matrix of membership degrees; and B ¼ {bij}, the matrix of cluster center, with

1 � I � C, 1 � j � N.m the degree of fuzzy, and Ɛ the threshold representing convergence error.

1. Initialize the center vectors B(0) ¼ [bj] and the degree of belonging matrix U(0) by random values in the interval

[0,1] satisfying Eq. (2).

2. At k-step:
– Compute the belonging degrees matrix U(k) using Eq. (3).

– Compute the center vectors B(k) ¼ [bj] using Eq. (4).

– Estimate the bias term βj
(k) using Eq. (5).

– Compute the objective function JBCFCM
(k) using Eq. (1).

3. Update: B(k+1), U(k+1), βj
(k+1), and JBCFCM

(k+1)

4. If kJBCFCM(k+1) � JBCFCM
(k) k < Ɛ then STOP otherwise return to step 2.

Equations used in Algorithm 1:

JBCFCM B,U, X, βð Þ¼
XC
i¼1

XN
j¼1

umij xj�βj�bi
�� ��2 + α

Ni

XC
i¼1

XN
j¼1

umij
X

xk�N xjð Þ
xk �βk �bik k2

0
B@

1
CA (1)

where:

– B denotes the centroids matrix and center of cluster i (1 � i � C) with C, the number of cluster.

– X is the voxels vectors matrix and xj (1 � j � N) is the observed value of log-transformed intensities at the

jth voxel.

– U denotes the matrix of degrees of membership μij
m with m being a parameter controlling the degree of

fuzzification.

– βj is the bias field value at the jth voxel, which helps in removing the effect of inhomogeneity.

– Ni denotes the size of neighborhood that is to be considered.

– N(xj) represents the set of neighbors that exist in a window around xj and is the cardinality of Ni.

U uij� 0, 1½ ���XC

i¼1
uij ¼ 18j and 0<

XN

j¼1
uij <N8i

n o
(2)

u∗ij ¼
1XC

k¼1
wij + α=Nið Þγi
� �

= wkj + α=Nið Þγk
� �� �1= m�1ð Þ (3)

where

wij ¼ xj�βj�bj�bi
�� ��2

γi ¼
X

xk�N xjð Þ
xk �βj�bi
�� ��2

b∗i ¼

XN

j¼1
umij xj�βj

� �
+ α=Nið Þ

X
xk�N xjð Þ xk �βj

� �� �

1 + αð Þ
XN

j¼1
umij

(4)

β∗j ¼ xj�
XC

i¼1
umij biXC

i¼1
umij

(5)
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ALGORITHM 2 THE PSEUDOCODE OF THE POSSIBILISTIC FUZZY C-MEANS CLUSTERING
ALGORITHM (PFCM)
Let X ¼ {xj} be the voxels vectors,U ¼ {μij} is the matrix of membership degrees, and T ¼ {tij} is the matrix of typicality

degrees, and B ¼ {bij} is the matrix of cluster centers with 1 � i � C, 1 � j � N. m being the degree of fuzzy and η being
the weight possibilistic degree.

1. Initialization of the centers vectors B(0) ¼ [bj] and the degree of belonging matrix U(0) using the hybrid BCFCM-

GA method.

2. At k-step:

– Compute the matrix of membership degrees U(k) using Eq. (7).

– Compute the matrix of typicality degrees T(k) using Eq. (8).

– Compute the prototype matrix B(k) using Eq. (9).

– Compute the objective function JPFCM
(k) using Eq. (6).

3. Update: U(k+1), T(k+1), B(k+1), and JPFCM
(k+1)

4. Repeat steps [2] and [3] until the stop criterion is met: kJPFCM(k+1) � JPFCM
(k) k < Ɛ

Equations used in Algorithm 2:

jPFCM u, B,m, ηð Þ¼
XN
i¼1

XC
j¼1

aumij + bt
η
ij

� 	
xi�bj
�� ��2 + XC

j¼1

γi
XN
i¼1

1� tij
� �η

(6)

where uij are constrained by the probabilistic conditions, while tij � [0,1] are subject to:

0<
XC
i¼1

tij <C, 8j

uij ¼
XC
k¼1

xj�bi
�� ��2
xj�bk
�� ��2

 !1=m�1
0
@

1
A

�1

1� j�N,1� i�C

(7)

tij ¼ 1

1 +

b xj�bi
�� ��2

yi

 !
1=η�10

BBB@
1
CCCA
8i¼ 1…::C, 8j¼ 1……N (8)

bi¼
XN
j¼1

aumij + bt
η
ij

� 	
xj

� 	
= aumij + bt

η
ij

� 	
8i¼ 1………C (9)

The symbols are the same as described in the previous equations.

7 Significance and novelty of expert systems
Expert systems help to enhance decision quality and reduce the cost of seeking advice from experts

to solve problems. Due to the rapid enhancement of AI techniques, expert systems have been used

in diverse fields of IoT and the healthcare domain such as cancer, AD, and cardiovascular disease de-

tection. These systems are used to provide fast and efficient solutions for a particular problem and

offer high reliability. Expert systems can deal with difficult problems that cannot be easily solved

by human experts. It collect alters from expertise and used it proficiently to provide consistent
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responses for repetitive decisions. Expert systems are always available for users, even on holidays.

Human experts may forget some information and make some mistakes, but expert systems use all their

information consistently. As the main purpose of expert systems is to use AI technology to make better

decisions to improve the health of patients, it is thus an advantage to reduce/eliminate errors and in-

consistencies. The main advantage of an expert system is that of permitting nonexpert users to reach

very acceptable conclusions.

Since expert systems are used as a platform for disease control, treatment, and diagnostic tools, they

can be advantageous in many circumstances, as at least they will not cause harm when making deci-

sions. It is certain that human intervention will have a better impact on the performance of expert sys-

tems. By combining technology with computing and Big Data analysis, these systems may represent an

effective solution to improve healthcare services that will also enable real-time decision-making

processes.

8 Limitations of expert systems
Although expert systems offer many advantages, there are still some limitations to consider. In the case

of a large population, expert systems may not be very accurate. Expert systems will never be too ac-

curate to replace human predictions, but they can help to alleviate some of the issues of the infrastruc-

ture of healthcare. The privacy and security of health data and personal information may be threatened,

however. Expert systems can be expensive and time consuming. They are not very flexible, having no

“common sense,” and are unable to adapt to altering environmental conditions. Expert systems can be

difficult to maintain and expensive in the area of development. There is a need for ground verification

and unable to process for complex automation. They also need to be updated manually. Different expert

systems need to be developed for specific domains.

9 Conclusion
As one of the most important applications of AI, the expert system is the best solution for diagnosing

complex diseases that cannot be easily resolved using conventional methods. In fact, information-based

expert systems have the advanced skills to effectively solve many problems and have proved their use-

fulness. The use of expert systems to monitor health is considered a major breakthrough in modern

technology. Recently, AI and Big Data analysis have been applied in expert systems to provide a more

effective healthcare system. In healthcare, Big Data includes medical images, MRI scans, computed

tomography (CT) images, clinical data, prescriptions, doctor notes, laboratory data, pharmacy files,

insurance EPR data files, and many other management operations-related data. This chapter provides

an overview of different expert systems developed in the area of medical diagnostics. In the past few

decades, the expert system has made great contributions to the healthcare sector. Many expert systems

have been developed for the diagnosis of human diseases. The running speed of expert systems is faster

than that of people, thus they provide a more rapid diagnostic facility. In healthcare research, expert

systems are one of the major technological advancements. Applications of AI/machine learning

with Big.

1959 Conclusion



Data are considered to be significant achievements of automated diagnostic systems. However, to-

day there is a need to develop more heart- and cancer-related expert systems, because these are the

major death-causing diseases globally. We have presented the information on expert systems in a sys-

tematic way and anticipate that this chapter will be useful to academic, scientific, and medical field

researchers looking for more information on expert systems.
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1 Introduction
In recent years, the rapid adoption of computerized Disease Decision Support Systems (DDSS) has

been shown to be a promising avenue for improving clinical research (Chen and Tan, 2012; Garg

et al., 2005; Kensaku et al., 2005; Moja et al., 2014; Narasingarao et al., 2009; Syeda-Mahmood,

2015; Thirugnanam et al., 2012; Wagholikar et al., 2012; Ye et al., 2002; Srimani and Koti, 2014;

Gambhir et al., 2016; Subbulakshmi and Deepa, 2016; Bhardwaj and Tiwari, 2015; Sartakhti et al.,

2012; Li and Fu, 2014; Fana et al., 2011; McSherry, 2011; Marling et al., 2014; Prasad et al., 2016;
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Singh and Pandey, 2014; Downs et al., 1996; Kawamoto et al., 2005; Sampat et al., 2005; Lisboa and

Taktak, 2006). The reason for constructing DDSSs is that manual detection of diseases is prohibitively

expensive, time consuming, and prone to error. However, there exist various challenges and practical
limitations associated with clinical data. One big issue is to operate redundant and noisy features, many

of which are correlated and/or of no significant diagnostic value. The redundant (and noisy) features

unnecessarily increase the learning time of DDSS, and sometimes degrade the performance of the sys-

tem. Feature-selection is the only solution of this issue.

1.1 Deficiencies of the existing models
To improve prediction accuracy of learning models by reducing feature space dimensionality, a sig-

nificant number of feature-selection methods have been proposed over the years, using various

schemes like probability distribution, entropy, correlation, etc. (Abdullah et al., 2014;

Bhattacharyya and Kalita, 2013; Hoque et al., 2014; Swiniarski and Skowron, 2003; Breiman,

1996; Schapire, 1999). In recent years, feature selection methods are being greatly used to reduce di-

mensionality of data for big data analytics (Fernández et al., 2017; Kashyap et al., 2015). For compre-

hensive review on feature selection, one may refer the recent study (Li et al., 2017). In this chapter, it is

stated that some hot topics for feature selections, e.g., stable feature selection, multiview feature se-

lection, and multilevel feature selection have been emerged.

Although many works have been reported in the literature, there is still scope for improvement. For

example, most of them are not stable and lack to select the more accurate attributes from dataset in

linear time.

Contribution: Addressing the issues of the existing models, a stable linear time entropy-based

feature-selection approach is introduced in the present chapter, mainly focusing on medical datasets

of different sizes. In particular, stability is the sensitivity of the chosen feature set to variations in sup-
plied training dataset. More specifically, how much the model is sensitive to the small changes in the

dataset? Undoubtedly, such model is important, especially in medical datasets.

1.2 Chapter organization
The rest of the chapter is organized as follows. In Section 2, a brief discussion is given on feature se-

lection, whereas the methodology proposed in this research is explained in Section 3. The experimental

results are presented in Section 4, whereas the obtained results are analyzed in Section 5. Conclusions

and future scopes are presented in Section 6.

2 Background of the present research
2.1 Feature selection (FS)
The term feature selection refers to the process of selecting the optimal features (i.e., only the most

relevant features). In other words, it aims to reduce the inputs for processing and analysis. Owing

to several dependent features in datasets (especially in medical datasets), feature engineering needs

to be employed to select the most important ones that are likely to have a greater impact on our final
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model. The prime goal of any feature selection approach is to select a subset of features from the input

which can efficiently describe the input data while reducing noisy or irrelevant features (accordingly

reducing training time of learner and avoiding the case of overfitting model) and aims at good predic-

tion results (Guyon and Elisseeff, 2003). In particular, when two features are perfectly correlated, only

one feature is sufficient to describe the data. The dependent features provide no extra information about

the classes, and thus serve as noise for the predictor. This means that the total information content can

be obtained from fewer unique features which contain maximum discrimination information about the

classes. Hence by eliminating the dependent variables, the amount of data can be reduced which can

lead to improvement in the classification performance. More specifically, irrelevant and redundant at-

tributes which do not have significance in classification task are reduced from the dataset.

In practice, two approaches are employed to reduce dimensionality of datasets. These are, namely

feature selection and feature-extraction. Feature selection (FS) involves selection (but not transforma-

tion) of features using certain optimization function, whereas feature extraction allows transformation

of features. More specifically, feature selection finds a subset of optimal features, whereas feature ex-

traction creates a subset of new features by combinations of the existing features.

Obviously, feature selection is one of the preprocessing techniques in data mining. Several methods

exist in literature for feature selection. In practice, the methods are grouped into three categories,

namely filter, wrapper, and hybrid model (Witten Ian and Eibe, 2005). These are briefly explained.

• Filter method: The filter method relies on general characteristic of data to evaluate and select

feature subsets without involving any mining algorithm. These are typically faster and give an
average accuracy for all the classifiers. This method mainly focuses on elimination of feature

(columns) with more missing values, elimination of features consisting of difference between

maximum and minimum values of attribute with very less, and elimination of features with high

correlation among themselves. Filters are usually less computationally intensive. Examples include

information gain, chi-square test, fisher score, correlation coefficient, and variance threshold.
• The wrapper model requires one predetermined mining algorithm and uses its performance as the

evaluation criteria. The wrapper methods can result high classification accuracy than filter methods

for particular classifiers but they are less cost effective. Thus, the wrapper methods primarily

focuses on the following point.

• Selection of a set of features that result in comparatively high classification accuracy and low

error rate

In short, the wrapper methods attempt to find a subset of features and train a learner to get its

performance. So, it is comparatively expensive. The wrapper methods usually work on recursive

approach that may be of two types—forward selection and backward selection. In forward

selection, features are included into a set of selected features (starting with a null set) one by one to

improve the performance of the learners until no improvement is observed. This results in a set of

the best features. On the other hand, the backward strategy attempts to discard the feature set

(starting with the complete/original set of features) one by one to improve the performance of the

learners. The process stops when no improvement of the learners is found. Here, the worst features
are discarded from the original set. The wrapper models are comparatively computationally

intensive, but it is true that selection of optimal feature subset is an NP-hard problem (Liu and Yu,

2005), which is not solvable in polynomial time. For tackling NP-hard problems, the most
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commonly used random search method—Genetic algorithm (GA)—is treated as the best solution

(Goldberg, 1989). In a survey paper on feature selection (Chandrashekar and Sahin, 2014),

Chandrashekar and Sahin have shown that GA may be treated as the best strategy for designing

wrapper model to result in the best-performing feature set for that particular type of model or typical

problem.

• Embedded models: These models use the algorithms that adopt built-in feature selection methods.

For instance, principal component analysis (PCA) and random forest have their own feature

selection methods. These approaches tend to be between filters and wrappers in terms of

computational complexity.

Lastly, we may design some hybrid approaches (a specific case of ensemble approach) that are usually

the combination of filter and/or wrapper models. No matter, feature-selection improves the perfor-

mance of classifiers and it reduces the learning time, as there is less number of features (as compared

to the original set).

Thus, any feature selection process usually consists of the following steps.

(i) Identification of a candidate subset of attributes from an original set of features using some

searching techniques.

(ii) Evaluation of the subset to determine the relevancy toward the classification task using measures

such as distance, dependency, information, consistency, and classifier’s error rate.

(iii) Setting termination condition to decide the relevant subset or optimal feature subset.

(iv) Validation of the selected feature subset.

In the present research, feature selection technique (under filter category) is used to reduce the dimen-

sionality of dataset.

3 Methodology
3.1 The entropy based feature selection approach
In 2000, Hall reported that the attributes having strong correlation cannot be the part of feature subset

(Hall, 2000). It was also stated in his article that if the attributes are more independent among them-

selves, then the more information gain they have. Hence, it is expected to give improved results over

unseen data. Interestingly, the present research focuses on medical datasets. As medical datasets are

more sensitive, so stable feature selection approach is more effective for such datasets. With this point

in mind, a stable simple entropy-based approach is introduced here and it is described below.

For better understanding the model, a conceptual model is shown in Fig. 1.

Before applying the proposed feature selection approach on any dataset (D), it is first discretized

by minimum information loss (MIL) discretizer (Sarkar et al., 2011b), and each discretized dataset

(D) is then split into 3 subdatasets, namely D1, D2, and D3 based on equi-class distribution data-

partitioning scheme as follows. The idea on equi-class distribution is first illustrated below. For

understanding the effect of equi-class distribution method, one may refer to article cited herein

(Sarkar, 2016).
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3.1.1 Equi-class distribution of instances
According to the concept of equi-class distribution, same percentage of examples of each class is to be

included in the training set.

Illustration: Suppose 30% examples of each class from a dataset (D) are to be randomly included in

a set say T. Assume that there are 3 class values (say c1, c2, and c3) and total 150 examples in D and the

numbers of examples of class types: c1, c2, and c3 are respectively 33, 42, and 75. Then 10, 13, and 23

examples of class types: c1, c2, and c3 (based on the concept of ceil function, e.g.,
33�30
100

� �¼ 990
100

� �¼ 9:9½ � ¼ 10) are included in T by random selection over D.

3.1.2 Splitting the dataset D into subsets: D1, D2, and D3
• D1 (1st subset): Here, 30% examples of each class are randomly drawn fromD and included them in

D1 but the selected instances are not removed from D.

• D2 (2nd subset): 30% examples of each class are again selected at random fromD to include them in

D2 but attention is paid to include several distinct instances of D into D2.

• D3 (3rd subset): Rest of examples of D (not in D1 and D2) are placed in D3. This is fully an

independent dataset.

Note: Some common instances may be included in D1 and D2 with the intention to balance the

datasets in terms of number of instances in each subset and not to ignore the informative attri-

butes in the selected set of features. Importantly, the number of the subdatasets is here restricted

to 3. However, if the number of subdatasets increases, then performance of feature selection

algorithm improves but complexity increases. In many cases, the improvement of performance

after certain division of data sets is negligible, and hence only three subsets are decided in the

present investigation.

Suppose the dataset (D) has n attributes, say Ai, i ¼ 1, …n. Let Fs denote a set of features and

Fs ¼ {A1, A2, …, An}.

Dataset
(D)

Subset (D1)

Subset (D2)

Subset (D3) Proposed
Approach

F=F1 U F2 UF3
Proposed
Approach

Proposed
Approach

F1

F2

F3

FIG. 1

Proposed feature selection approach.
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As D is here split into 3 subsets: D1, D2, and D3, so we will get three sets of selected features, each

from a distinct subset of data. Suppose these feature sets are F1, F2 and F3. Initially, Fk (k ¼ 1, 2, 3) ¼
Fs. Let F be the resulting feature set obtained from F1, F2 and F3.

Assume that P is a classification problem with n attributes, say Ai (i¼1, …n). Let F denote a set of

features. Initially, F ¼ Fs ¼ {A1, A2, …, An}.

1. for each sub-dataset (Dk, k ¼ 1, 2, 3) dobegin
2. for each attribute Ai (i¼1, .. n) dobegin
3. Find information-gain for Ai (i.e., Gain(S, Ai)) applying the formula:

Gain S, Aið Þ¼Entropy Sð Þ�P
vj�Ai

Svj

�� ��
Sj j Entropy Svj

� �
, where vj (j¼1,..k) denotes values of attribute

Ai and Entropy Sð Þ¼ Pc
m¼1

pm log2pm, where S represents the number of examples in P, and pm is the

nonzero probability of Sm examples (out of S) belonging to class m, out of c classes.
endfor

4. Compute r ¼ ((max_Gain(S,Ai) � min _Gain(S,Ai))/n, (i ¼ 1,…,n)
// (max_Gain(S,Ai) and min_Gain(S,Ai)(i¼1, …, n), are respectively the maximum and the

minimum information gain among all the attributes.

5. for each attribute Ai (i¼1, …, n) do
begin

6. If Gain(S,Ai),(i¼1,..n) < r, then update the feature set (Fk) as: Fk ¼ Fk- {Ai} // discarding Ai from F
endfor

endfor
7. F¼F1 U F2 U F3

/* F includes the common and noncommon attributes of F1, F2, and F3. As dataset corresponding

to F1, F2 and F3 are balanced or close to balanced, so the chance of occurring common attributes in

F1, F2 and F3 increases. */.
Note: The computed value of r ¼ ((max_Gain(S,Ai) � min _Gain(S,Ai))/n, (i ¼ 1,…,n), is decided
as the threshold value for filtering features. The reason is that if the difference is very high for a dataset,
then the dataset may have several features possessing very less contribution in building expert system,

and these may be ignored from the feature set. On the other hand, if the difference is very low, then each

of them plays almost equal role in designing expert system. This strategy is a kind of filtration tech-
nique for feature selection based on simple search strategy. It is explained in Appendix A.

Complexity analysis: The algorithm is very simple and straightforward. Its running time is

simply O(n), where n is the number of attributes in the dataset. The approach is implemented in

Java-1.4.1.

4 Experiment and experimental results
This section first describes the experiments conducted in the present research over 14 real-world bench-

mark medical datasets drawn fromUCI data repository (Blake et al., 1999). The datasets are of different

sizes, e.g., comparatively large dataset with high dimension, high-dimensional but small sample-sized

data, and medium-sized dataset with less number of features. The datasets are summarized in Table 1.

The obtained results are arranged in tables and the results are then analyzed.
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4.1 Experiment using suggested feature selection approach
The implemented feature selection approach is run over 14 selected datasets. A list of selected features

of the datasets is presented in Table 2. The table describes respectively the name of each dataset

(denoted as DN), number of instances (NI), number of features (NF), number of selected feature
(NSF), and the selected features (SF). The importance of the introduced approach is affirmed through

the performance of the classifiers, viz., J48 (Java version of C4.5 (Quinlan, 1993)), naı̈ve Bayes (Duda

and Hurt, 1973) and JRIP (Java version of RIPPER (Cohen, 1995)) over the dataset (before and after

selecting their features) shown in Tables 3 and 4, respectively.

In particular, naı̈ve Bayes learner is chosen because it works better on datasets with independent

features and the suggested feature selection approach focuses on identifying such features. On the other

hand, JRIP is chosen, since it pays attention to select pure/correct rules. Further, the DT-based classifier

C4.5 gives an average all datasets. For better estimation of the classifiers, 10-fold cross validation

scheme is run 10 times in the WEKA toolbox.

Looking into Table 1, it is clear that the datasets, namely Breast cancer, Dermatology, Primary tu-

mor, and Sick are comparatively large datasets with more features, whereas datasets, namely heart

(Swiss), hepatitis, and lung cancer are the examples of high dimensional small-sized datasets. The

remaining datasets (presented in Table 1) are the medium-sized datasets with less number of features.

5 Discussion
5.1 Performance analysis of the suggested feature selection approach
From the accuracy results yield by the selected learners over the datasets (displayed in Tables 3 and 4),

the following points may be highlighted.

Table 1 Summary of the selected UCI datasets (original).

Problem name Number of nontarget attributes Number of classes Number of examples

Breast cancer Wisconsin 10 2 699

Dermatology 34 6 366

Ecoli 8 8 336

Heart (Hungarian) 13 5 294

Heart (Swiss) 13 5 123

Heart (Cleveland) 13 5 303

Hepatitis 19 2 155

Liver disorder 6 2 345

Lung cancer 56 3 32

Lymphography 18 4 148

New thyroid 5 3 215

Pima Indian diabetes 8 2 768

Primary tumor 17 22 339

Sick 29 2 3772
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• The accuracy (%) of the competent classifiers increases in almost all cases after removing their

redundant features. In particular, the performance of naı̈ve Bayes classifier improves significantly

in almost all cases and it indicates that the introduced feature filtration method is good enough for

reducing features. The reason behind the claim is that naı̈ve Bayes classifier works better over

datasets with independent features and the suggested approach aims to select such attributes.

Actually, the features with very less amount of contribution (i.e., less information gain) are removed

from the set when the filtration approach is applied. In other words, we may demand that the

dependent features are removed from the datasets.

• The datasets with reduced features are much reliable, since standard deviation (s.d.) of the accuracy
results yielded by the classifiers are less as compared to the standard deviation of the accuracies

calculated over the original ones.

Due to feature reduction, the learning time of the proposed hybrid model will be reduced to a great

extent, and the size of each induced rule will be small.

Table 2 Datasets with selected features.

Name of

dataset (DN)

Number of

instances

(NI)

Number of features

in the original

datasets

Number of

selected

features Selected features

Breast cancer

Wisconsin

699 10 6 1, 3, 4, 5, 6, 9

Dermatology 366 34 21 2, 3, 4, 5, 6, 7, 9,13,14,15,16,

19, 20, 21, 22, 26, 27, 28, 29,

30, 33

Ecoli 336 8 6 1, 2, 3, 5, 6, 7

Heart

(Hungarian)

294 13 6 2, 3, 6, 9, 10, 11

Heart (Swiss) 123 13 3 9,10,11

Heart

(Cleveland)

303 13 8 2, 3, 8, 9, 10, 11, 12, 13

Hepatitis 155 19 9 1, 2, 6, 11, 12, 14, 17, 18, 19

Liver disorder 345 6 2 3, 5

Lung cancer 32 56 17 1, 3, 5, 9, 13, 14, 15, 20, 21, 25

26, 38, 41, 45, 48, 50, 56

Lymphography 148 18 10 1, 2, 7, 8, 9, 11, 13, 15, 16, 18

New-thyroid 215 5 5 1, 2, 3, 4, 5

Pima-Indians 768 8 4 2, 6, 7, 8

Primary tumor 339 17 12 1, 2, 3, 4, 5, 7, 9, 10, 13, 15, 16,

17

Sick 3772 29 8 1, 8, 10, 14, 15, 20, 24, 29
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Table 3 Performance of J48, JRIP, and naı̈ve Bayes classifiers on the datasets using 10-fold

cross-validation over 10 runs (before feature selection).

Problem

name

Number of nontarget

attributes J48 (acc. � s.d.) JRIP (acc. � s.d.)

Naı̈ve Bayes

(acc. �s.d.)

Breast cancer 10 73.28 � 6.05 71.45 � 6.45 74.70 � 7.74

Dermatology 34 90.11 � 3.34 86.61 � 4.89 91.01 � 2.41

Ecoli 8 82.13 � 5.73 81.41 � 6.30 84.51 � 5.46

Heart

(Hungarian)

13 78.22 � 7.95 79.57 � 6.64 80.95 � 6.27

Heart (Swiss) 13 36.45 � 13.73 38.08 � 9.36 36.38 � 13.13

Heart

(Cleveland)

13 76.94 � 6.59 78.95 � 6.77 81.34 � 7.20

Hepatitis 19 77.22 � 9.57 76.13 � 9.04 81.81 � 9.70

Liver disorder 6 62.84 � 7.40 68.57 � 7.55 54.89 � 8.83

Lung cancer 56 68.25 � 21.50 73.92 � 19.15 76.42 � 21.12

Lymphography 18 74.84 � 11.05 75.11 � 11.37 82.13 � 8.89

New-thyroid 5 93.11 � 4.32 94.01 � 4.57 94.16 � 3.16

Pima-Indians 8 73.89 � 5.27 74.18 � 4.54 75.75 � 5.32

Primary tumor 17 41.139 � 6.94 38.74 � 5.57 47.71 � 6.46

Sick 29 93.13 � 0.55 93.29 � 0.68 92.88 � 1.36

Note: acc. is simply accuracy percentage, whereas s.d. stands for standard deviation.

Table 4 Performance of J48, JRIP, and naı̈ve Bayes classifiers on the datasets using 10-fold

cross-validation over 10 run (after feature selection).

Problem

name

Number of nontarget attributes

after reduction J48 (acc. � s.d.)

JRIP

(acc. � s.d.)

Naı̈ve Bayes

(acc. � s.d.)

Breast cancer 6 (10) 78.71 � 1.39 76.97 � 2.03 80.13 � 1.23

Dermatology 21 (34) 90.88 � 1.20 88.15 � 2.18 92.14 � 1.23

Ecoli 6 (8) 82.49 � 2.46 80.91 � 1.82 85.61 � 1.19

Heart

(Hungarian)

6 (13) 78.84 � 1.19 80.06 � 1.81 84.07 � 1.10

Heart (Swiss) 3 (13) 38.26 � 3.14 38.02 � 2.39 38.83 � 2.82

Heart

(Cleveland)

8 (13) 78.55 � 2.01 80.15 � 2.35 83.81 � 1.48

Hepatitis 9 (19) 80.95 � 3.38 78.99 � 3.41 86.45 � 2.11

Liver disorder 2 (6) 62.15 � 2.72 69.04 � 2.07 56.81 � 2.01

Lung cancer 17 (56) 70.74 � 7.28 73.24 � 6.12 79.02 � 4.37

Lymphography 10 (18) 74.99 � 2.03 74.75 � 3.32 82.94 � 1.75

New-thyroid 5 (5) 93.08 � 1.09 93.20 � 1.42 94.30 � 0.68

Pima-Indians 4 (8) 74.43 � 1.88 74.09 � 2.31 77.47 � 1.19

Primary tumor 12 (17) 40.81 � 1.83 39.22 � 1.92 47.72 � 1.12

Sick 8 (29) 92.89 � 0.09 93.19 � 0.04 93.13 � 0.08

Note: Count within parenthesis placed in the second column gives the number of features in the original dataset.
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6 Conclusions and future works
At the end of this study, it may be once again pointed out that the techniques of feature selection and

extraction seek to compress the dataset into a lower dimensional data vector so that classification ac-

curacy can be increased.

The literature on feature selection techniques is very vast encompassing the applications of machine

learning and pattern recognition. Comparison between feature selection algorithms is appropriate using

a single dataset, since each underlying algorithm behaves differently for different data. Feature selec-

tion techniques show that more information is not always good in machine learning applications.

In this paper, an entropy-based hybrid feature selection method is introduced which combines sub-

sets of features selected over different subsets of dataset and yields an optimal subset of features. To

evaluate the performance of the model, classifiers, viz., C4.5 (decision tree-based), JRIP (sequential

covering), and naı̈ve Bayes on the datasets drawn from UCI data repository are applied. The overall

performance has been found to be excellent for all these datasets.
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Appendix A
Classification problem: A classification problem (P) is described by a set of attributes categorized as:

nontarget (i.e., feature) attribute and class (also known as target) attribute. Each problem contains only

one target attribute but many feature attributes.

For better understanding the classification problem, let us consider the “golf-playing” problem. The

problem takes here four feature attributes viz., Outlook, Temperature, Humidity andWindy. The target
is named Playing-decision. The feature attributes are denoted as respectively A1, A2, A3 and A4,

whereas C is used for the class attribute. The possible nondiscretized values of the attributes are noted

below.

Name of attribute Values

Outlook (A1) Sunny, overcast, rain

Humidity (A2) High, normal

Temperature (A3) Hot, mild, cool

Windy (A4) Strong, weak

Playing-decision (C) No, yes

A nondiscretized dataset of 14 days observations for this problem is shown in Table A.1. Here, Di

(i ¼ 1, …, 14) represents day.

Entropy Sð Þ¼H Sð Þ¼�Pc
i¼1

pi log2pi, where S represents the number of currently considered learn-
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ing examples and pi is the nonzero probability of the examples (say Si in S) belonging to class i, out of
c classes. Here, number of nontarget attributes (features) is 4 and the number of classes is 2.

A.1 Explanation on entropy-based feature extraction approach
The initial entropy (i.e., impurity) in the training set was:

¼� 9=14ð Þ log2 9=14ð Þ� 5=14ð Þ log2 5=14ð Þ¼ 0:940 since number of classes¼ 2ð Þ:
Now,

Gain S,Windð Þ ¼Entropy Sð Þ� |SWeak|
|S| Entropy SWeakð Þ� |SStrong|

|S| Entropy SStrong
� �

¼ 0:940� 8

14
�Entropy SWeakð Þ� 6

14
�Entropy SStrong

� �

¼ 0:940� 8

14
�6

8
log2

6

8
�2

8
log2

2

8

� �
� 6

14
�3

6
log2

3

6
�3

6
log2

3

6

� �
¼ 0:048

Likewise,

Gain S,Outlookð Þ¼ 0:246,Gain S, Temperatureð Þ¼ 0:029,Gain S,Humidityð Þ¼ 0:151:

Gain(S,Outlook) ¼ 0.246 is the maximum information gain, whereas Gain(S,Temperature) ¼ 0.029 is

the minimum information gain.

Table A.1 A sample of nondiscretized “golf-playing” data set.

SI. no.

Nontarget attributes (Ai, i 5 1,…, 4)

Playing-decisionOutlook (A1) Temperature (A2) Humidity (A3) Windy (A4)

D1 Sunny Hot High Strong No

D2 Sunny Hot High Strong No

D3 Overcast Hot High Weak Yes

D4 Rain Mild High Weak Yes

D5 Rain Cool Normal Weak Yes

D6 Rain Cool Normal Strong No

D7 Overcast Cool Normal Strong Yes

D8 Sunny Mild High Weak No

D9 Sunny Cool Normal Weak Yes

D10 Rain Mild Normal Weak Yes

D11 Sunny Mild Normal Strong Yes

Dl2 Overcast Mild High Strong Yes

Dl3 Overcast Hot Normal Weak Yes

D14 Rain Mild High Strong No
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Thus, r ¼ (0.246–0.029)/n ¼ (0.246–0.029)/4 ¼ 0.05425, since n (number of attributes) ¼ 4. Here,

each of the two attributes—Outlook and Humidity—has gain-information greater than or equal to

r ¼ 0.05425. Now, based on the suggested threshold criteria, two attributes, namely, Temperature
and Windy, may be removed from the dataset, since each of the attributes—Temperature and

Windy—carries very less information and the gain-information is less than the value of r.
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1 Introduction
Researchers and health administrators are always trying to explore the best options to optimize access

to healthcare resources. Access to such a vital service is becoming more significant during pandemic

eras. In January 2020, when the COVID-19 virus began to spread across different countries, the
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healthcare systems all over the world were having a stress test to ensure they have well-functioning

emergency plans to deal with the COVID-19 pandemic. At early stages of the pandemic, hospitals were

suffering from shortage in ventilator systems that can be used to help COVID-19 patients to breath if

they have breathing difficulties. Consequently, researchers started developing machine learning

models to predict the healthcare resources that will be needed in the upcoming days. Although these

models were not 100% accurate, they provided a great help to decision makers to analyze the situation

and to have a rough figure of resources needed during different phases of the pandemic.

Resource management during pandemics becomes more challenging when there are large popula-

tion with chronic diseases. A chronic disease, in general, is a disease that lasts 3 months or more.

Chronic diseases generally cannot be prevented by vaccines or cured by medication, nor do they just

disappear. There are many different chronic diseases such as diabetes, kidney failure, heart, high blood

pressure, etc. A study done in the New York City, United States that analyzed data of 5700 COVID-19

patients has found that nearly all of these patients had at least one major chronic health condition, and

88% of them had at least two chronic health conditions (Richardson et al., 2020).

Machine learning is a process of teaching the machine, that is, the computer, how to find common

patterns in a set of data and come to a conclusion about the data correlation to conclusions without

being specifically programmed to get to that result (Behera and Das, 2017). There are different types

of machine learning algorithms that take different approaches in understanding the datasets and build-

ing the predictive models. Machine learning algorithms can also be used for classification or regres-

sion. In classification, the algorithm classifies the test pattern as it belongs to a specific class. In

regression, the algorithm tries to predict a specific number based on the given test pattern. Machine

learning problems can, sometime, be formulated as classification and/or regression problems.

Machine learning algorithms help in finding correlations between different attributes related to cer-

tain events. Hence, not only they can be used to optimize healthcare resources through predictive

models, but also they can be used to provide exit strategies for pandemic situations after long lockdown.

During the COVID-19 pandemic, governments started looking for an exit strategy to protect their cit-

izens from COVID-19 virus while opening the economy after a long lockdown. In April 2020, Prof.

Kostas Kostarelos at the University of Manchester suggested to deal with the COVID-19 pandemic

more like a chronic disease (Kostarelos, 2020). In such a case, analyst should adopt a care model usu-

ally applied to cancer patients in order to provide a constructive way to reopen the economy while

dealing with the virus. Some experts even suggested to treat COVID-19 as a chronic diseases due

to the fact that many COVID-19 tested positive after recovery (Lan et al., 2020). However, there is

no scientific evidence up to the time of writing this chapter that COVID-19 is a chronic disease that

will keep attacking the body even after the patient has recovered over and over again.

Nevertheless, COVID-19 pandemic highlighted the significance of machine learning models in op-

timizing healthcare resources, predicting the number of patients that need specific care, understanding

the risk factor on patients with chronic diseases, and building models that help decision makers decide

when and how to return to normal life.

In this chapter, we explore how machine learning techniques could be used to help hospital admin-

istrators manage their staff and resources efficiently. Machine learning is a process used to find hidden

patterns in large batches of data that can be used to teach the machine how to classify or predict certain

numbers. Machine learning depends on effective data collection and warehousing as well as algorithms

and computer processing. The goal of this chapter is to discuss various techniques to analyze dataset

features and to develop an efficient model to predict different parameters.
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2 The state of the art
Prior to COVID-19 pandemic, most of the previous machine learning studies that examined risk factors

for hospital admissions have focused primarily on creating datasets for a specific disease or condition, a

single hospital site, or even a specific patient in the population of interest. On the contrary, pandemic

situations require collaborative datasets that share information from multiple sites to come up with an

accurate prediction. The accuracy of traditional forecasting largely depends on the availability of ad-

mission data to base its predictions and estimates of uncertainty. In outbreaks of epidemics, and spe-

cifically at the COVID-19 pandemic, there was no data at all at the beginning and then data started to

grow as time passes, making predictions widely uncertain. Although data scientists tried to come up

with several models to predict the pandemic peak in each country, the accuracy of these models was not

high due to the lack of data.

Based on our analysis of research papers published in this area, we managed to narrow our findings

into three main categories:

1. The first category is related to resource management. This category includes research that utilizes

machine learning algorithms to create models that aid in the prediction of hospital admissions in

general or to the emergency department, which can cause overcrowding. We found many papers

published prior to as well as during the COVID-19 pandemic.

2. The second category of interest encompasses research work that relates to the COVID-19 pandemic

and its impact on people’s health. This includes models that forecast mortality, and infection rates

among different age groups, genders, and ethnic groups.

3. The third category is related to exploring possible exit strategies to help the economy of each

country to bounce back after a long shut-down period due to the COVID-19 pandemic. This

includes developing models to predict the peak time of the pandemic, the estimated time before

finding a vaccine, the optimum time to lower the emergency level across the country, when to open

airport to international flights, etc.

The following sections discuss the approaches taken to address these three different categories in more

details.

2.1 Resource management
Several researchers tried to explore applying machine learning algorithms to create predictive models

that address a specific problem related to a single site or a country. For example, a research work con-

ducted by Michael LaMantia utilized a triage-based model to create a model that gives a probability of

admission rates of elderly patients (LaMantia et al., 2010). This work was performed based on dataset

of 4873 visits of patients to the hospital. Triage is the process of sorting and filtering out patients based

on priority, it aims to determine a patient’s acuity level in order to facilitate timely and effective care

before their condition worsens. The work managed to predict the number of admissions in a total pop-

ulation of visits by elderly patients. Regression modeling is performed to identify the variables that are

most significant in predicting the probability of admission. The study concluded that these variables

are: age, heart rate, triage score, chief complaint, and diastolic blood pressure. However, this work only

applies to elderly patients. This does not provide the broad representation which is needed to properly

enable the health administrators to allocate their resources.
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Another example is a study published by Weissman et al. (2020) to predict the hospital capacity

needs during the COVID-19 pandemic. The study shows that using records of patients with

COVID-19 alone, it would be 31–53 days before the demand for more resources exceeds existing hos-

pital capacity. The study used the Hospital Impact Model for Epidemics (CHIME), which is a modified

SIR model that is used to compute the number of people infected with COVID-19 in a closed popu-

lation overtime. The CHIME model estimated that it would be 31–53 days before demand exceeds

existing hospital capacity. The study identifies the needed resources in terms of the total capacity

for hospital beds, the number of ICU beds and ventilators in the best-case and worst-case scenarios.

Such a study is significantly important in identifying the resources that will be needed during a pan-

demic to help healthcare administrators plan ahead and make the most suitable decisions to optimize

their resources.

A third example is the research conducted by Giacomo Grasselli in Italy, which was one of the

major spots during the COVID-19 pandemic. Grasselli used historical data to predict the number of

patients who will be admitted to the intensive care unit over a period of 2 weeks (Grasselli et al.,

2020). This work is prevalent only to that specific hospital and its admissions. The benefit of his meth-

odology is the ability to use real-time data specific to that hospital. The downside, however, is that his

forecast does not take into account factors that account for higher infection rates and that these pre-

dictions are very region specific.

A final example is a study completed by Chen et al. In their work, authors utilized data from the

Tonji Hospital in China and applied five machine learning approaches: logistic regression, partial least-

squares regression, elastic net, random forest, and bagged flexible discriminant analysis to select the

features and predict outcomes in severe COVID-19 patients (Chen and Liu, 2020). The authors suc-

cessfully validated their results by using the area under the receiver operating characteristic curve

(AUROC), which was applied to compare the model’s performance. They also tested their results

on 64 patients admitted to the hospital with COVID-19. The main focus was predicting the number

of moralities that will result for the admitted patients. In order to have methodology that properly al-

lows healthcare administrations to allocate resources properly, a prediction of infection rates would be

a much more useful feature to work with. Also, focusing on a small hospital in a large country is not

enough to give a proper representation of the virus activity. Validation of such methods needs to be

established on other subjects not native to the city.

2.2 Impact on people’s health
The second category discusses the research work that used machine learning algorithms to predict

COVID-19’s impact on people’s health and well-being.

Before looking at the opportunity to forecast different trends of the pandemic, researchers started to

think of what the global impact of the COVID-19 pandemic will be. Answering this question requires

accurate prediction of the spread of confirmed cases all over the world as well as analysis of the number

of deaths and recoveries in each countries.

Forecasting, however, requires ample and reliable historical data which may be a limiting factor as

the virus was fairly new at the time of the study. Moreover, forecasts are influenced by the reliability of

the data, vested interests, and what variables are being predicted. Also, the psychological factors play a

significant role in how the population perceive and react to the danger caused by the disease and the fear

that it may affect them in their own communities. Therefore, the main challenge that faced data

218 Chapter 13 Machine learning for optimizing healthcare resources



scientists at that time is how to predict the impact on people’s health using machine learning algo-

rithms. The risks were significant because the reports generated by these algorithms were used by world

leaders to make critical decisions that impact the local as well as international economy.

A study done by Fotios Petropoulos used statistical data from the John Hopkins University and an-

alyzed preexisting graphical representations of trends to attempt and forecast future representations of

the graph (Petropoulos andMakridakis, 2020). Petropoulos used exponential smoothing models, which

can capture a variety of trend and seasonal forecasting patterns such as mortality, confirmed cases, and

recovered cases in 10 day intervals. One of the benefits of this model is that it takes the most recent

observations into account and weights them accordingly. For example, if we are looking at 4-month

data in 2018, they will likely be weighted differently when considered in the same period of 2020. The

exponential smoothing method takes this into account (Avercast, 2020).

In another study completed by Li, where she focused on analyzing the existing data of the Hubei

epidemic situation, a corresponding model is then established, and then the simulation was carried out.

Through the simulation, she studied the main factors affecting the spread of COVID-19, such as the

number of basic regenerations, the incubation period, and the average number of days of cure (Li et al.,

2020). This was done using a Gaussian distribution. Gaussian distribution, also known as the normal

distribution, is a probability distribution that is symmetric about the mean, showing that data near the

mean are more frequent in occurrence than data far from the mean. A normal distribution has two pa-

rameters: the mean and the standard deviation. An analysis of graphical representations is useful for

short-term expectations of certain data, but it also limits using region-specific data.

2.3 Exit strategies
How did a health crisis translate to an economic crisis? Why did the spread of the COVID-19 bring the

global economy to its knees? When will COVID-19 reach its peak? The answer to these questions lies

in two methods by which COVID-19 stifled economic activities. First, the spread of the virus encour-

aged social distancing which led to the shutdown of financial markets, corporate offices, businesses,

and events. Second, the exponential rate at which the virus was spreading, and the heightened uncer-

tainty about how bad the situation could get, which led to the closure of airports, a new look at con-

sumption and investment among consumers, investors, and even international trade partners. Preparing

to open the economy once again was a very critical decision. Therefore, decision makers needed a

trusted methodology to help accurately forecast the peak and termination times of the pandemic. In

those circumstances, having such amethodology was an important factor to minimize the risk of further

losses whether economically, or physically.

For example, a study conducted by Zahiri utilized statistical data collected from Iran and their pub-

lished infection rates. The study applied the SIR model to forecast infection rate, peak times, termi-

nation times, and other parameters (Zahiri et al., 2020). An SIR model is an epidemiological model

that, in this study, computed the theoretical number of people infected with a contagious illness in

a closed population over time. The name of this class of models derives from the fact that they involve

coupled equations relating the number of susceptible people (S), number of people infected (I), and

number of people who have recovered (R) (Smith andMoore, 2004). This model may be useful in inter-

preting data for a specific country and under specific conditions. However, it was difficult to generalize

this model and adopt it in other countries. The disease has thus far been unpredictable and this model

did not also account for the wave of infection that can occur if airports and businesses reopen.
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Airline business was another major industry that was impacted by the disease. In March 2020, a

financial analysis study reported that Canadian airports were confronting the prospect of 2 billion dol-

lars in losses over the next few months as borders shut and planes stay parked due to the COVID-19

pandemic (Times Colonist, 2020). This major loss encourages airport facilities to reopen, to avoid any

more losses. But it is important to have methods that enable us to accurately forecast the optimum time

to open airports. In our analysis of literature, this aspect seemed to be missing, with the focus primarily

being on mortality and infection rates.

3 Machine learning for health data analysis
The healthcare sector has long been an early adopter of and benefited greatly from technological ad-

vances. These days, machine learning (a subset of artificial intelligence) plays a key role in many

health-related realms, including the development of new medical procedures, the handling of patient

data and records, and the treatment of chronic diseases.

As mentioned previously, a proper and reliable dataset is imperative to achieve accurate results.

Data quality relies on four factors:

1. accuracy

2. completeness

3. validity

4. timeliness

Accuracy refers to how well the data describes the real-world conditions it aims to describe. Inaccurate

data create clear problems, as it can cause the machine learning algorithm to come to incorrect con-

clusions. The actions’ administrators take based on those conclusions might not have the effects they

expect because they are based on inaccurate data.

Completeness encompasses how complete the dataset is and that there are no gaps in it. Everything

that was supposed to be collected was successfully collected. For example, if a customer skipped sev-

eral questions on a survey, the data they submitted would not be complete. If the data are incomplete,

we might have trouble gathering accurate insights from it.

Validity refers to how the data are collected rather than the data itself. Data are valid if it is in the

right format, of the correct type, and falls within the right range. If data do not meet these criteria, we

might run into trouble organizing and analyzing it.

The final factor is timeliness, which refers to how recently the event the data represent occurred.

In most cases, data should be recorded as soon as possible after the real-world event. Data typically

become less useful and less accurate as time passes on. Data that reflect events that happened more

recently such as the COVID-19 pandemic would be even more useful in application to the current

reality. Therefore, selecting the proper dataset is a very crucial factor in any research work. The

data used during this work are a secondary dataset, derived from the Public Health Agency of

Canada (2015). The raw data contained data for over 10 different chronic diseases. Each disease

had data for 2000–11. Within each year, there were several categories. There was the gender, 18

different age groups, prevalent cases, mortality, hospital, general, specialist visits, and much more.

There were two problems that developed within this dataset. First, the dataset only provided data,

for 2000–11, which left us with only one available option, to create a general formula which will be
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able to predict the years we do not have. The second dilemma is, the dataset cannot be used in the

data mining tool as is, there would have to be preprocessing done to the data.

4 Feature selection techniques
In data mining applications, feature selection plays a vital role by removing irrelevant and redundant

features from the dataset. This reduces the dimensionality of the dataset as well as the computational

time by (1) optimizing the learning process and (2) improving the performance of machine learning

algorithms (Guyon and Elisseeff, 2003; Xue et al., 2016).

Feature selection techniques can be categorized into three categories:

1. filter (Guyon and Elisseeff, 2003; Kohavi and John, 1997);

2. wrapper (Kohavi and John, 1997); and

3. embedded (Guyon and Elisseeff, 2003; Blum and Langley, 1997).

Fig. 1 shows our categorization of feature selection techniques used in the previous work. In the fol-

lowing sections, we discuss each approach briefly and provide examples from the literature.

Filter

Correlation
based

Information
based

Consistency
based

Distance
based

Best-first
search

Greedy
search

Classic search
algorithms

Metaheuristic
algorithms

Genetic algorithm

Particle swarm optimization

Ant colony optimization

Artificial bee colony algorithm

Grey wolf  optimization

Artificial immune system optimization

Gravitational search optimization

Wrapper Embedded

Feature selection techniques

FIG. 1

Feature selection techniques.
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4.1 Filter approach
In the filter approach, a ranking-based criterion is used to rank all features in the dataset. Then, a thresh-

old value is set and all features below the threshold are removed (Chandrashekar and Sahin, 2014). The

ranking methods involved in this process are known as filter methods as they filter out irrelevant fea-

tures from the dataset before being evaluated by a classification algorithm. The features that are essen-

tial to construct an optimum subset are identified as highly relevant features (Yu and Liu, 2004). It is

also important to ensure that there are no redundant features in the dataset to reduce the effect of curse
of dimensionality (Chandrashekar and Sahin, 2014). The redundancy of two features can be calculated
by calculating the correlation between their values. The following section discusses the major filter-

based selection methods.

4.1.1 Correlation based
Correlation criteria are mainly based on the hypothesis Good feature subsets contain features that are
highly correlated with the class, but uncorrelated to other features (Hall, 2000). There are two types of
correlation measures: one is based on feature-feature correlation, whereas the other is based on feature-

class correlation. The merit of feature subset S consisting ofN features can be calculated as (Chen et al.,

2006; Vanaja and Kumar, 2014):

MeritSN ¼
Nrfcffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi

N +NðN�1ÞNrff
p (1)

where rff represents the average of feature-feature correlation and rfc represents the average of feature-
feature correlation.N represents the number of features in that particular subset S. The feature-class and
feature-feature correlations can be calculated by various correlation coefficient mathematical criteria.

One of the most common criteria is based on Pearson correlation coefficient (Guyon and Elisseeff,

2003; Chandrashekar and Sahin, 2014):

RðiÞ¼ Covðxi,YÞffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
VarðxiÞ*VarðYÞ

p (2)

where xi represents the ith attribute of the dataset, Y represents the class label, V ar() and Cov() rep-
resent the variance and covariance. Correlation-based feature selection (CFS) is one of the most com-

mon filter approaches applied to feature selection problems (Halakou, 2013; Balagani et al., 2011;

Kumar and Zhang, 2005).

4.1.2 Information based
Information-based feature selection is a measure that indicates the difference between prior and

expected posterior uncertainty (Guyon and Elisseeff, 2003; Chandrashekar and Sahin, 2014; Liu

and Setiono, 1996; Molina et al., 2002). The uncertainty of a feature Y can be calculated by Shannon’s

definition of entropy (Chandrashekar and Sahin, 2014)

HðYÞ¼�
X
y

pðyÞ logðpðyÞÞ (3)

and the conditional entropy of a random variable Y given variable X is computed by (Chandrashekar

and Sahin, 2014)

HðYjXÞ¼�
X
x

X
y

pðx,yÞ logðpðyjxÞÞ (4)
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The difference between Eqs. (3) and (4) describes the mutual information with respect to a random

variable between Y and X (Chandrashekar and Sahin, 2014):

MIðY,XÞ¼HðYÞ�HðYjXÞ (5)

where MI is the mutual information that measures the mutual dependence between two random vari-

ables, and

MI
¼ 0, X andY are independent of each other;
> 0, X andY are dependent on each other:

�

When X and Y are independent of each other, this results in less information gain and more uncertainty.

When X and Y are dependent on each other, this results in more information gain and less uncertainty.

MI measures the distance between two probability distributions, whereas correlation criteria, such

as Pearson correlation coefficient, measure the degree of correlation based on linear relationship be-

tween two random variables.

4.1.3 Consistency based
Consistency-based feature selection is used to measure the consistency of features with respect to a

class value. The objective of using this measure is to find a subset of features leading to zero incon-

sistencies. Having two instances with the same values but belonging to two different classes indicates

the occurrence of an inconsistent pattern in the dataset (Dash et al., 2000). The inconsistency count of

an instance can be calculated by the number of times the same pattern is found in the dataset minus the

largest number of the same pattern belonging to a single class. The inconsistency rate can be calculated

by dividing the total sum of all inconsistency counts of all patterns found in a particular feature subset

by the total number of patterns in the dataset with respect to that selected feature subset (Dash

et al., 2000).

4.1.4 Distance based
Distance-based criterion is divided into two subcategories: (1) classical distance based measures and

(2) probabilistic distance-based measures, also known as divergence measures.

Classical distance-based measures are used to find similarities between two feature vectors.

When the distance value is small, the two vectors are considered similar, whereas when the dis-

tance value is large, they become less similar. Relief/ReliefF-based feature selection algorithm is an

example of classical distance-based measure, which uses Euclidean and Manhattan distance mea-

sures in high-dimensional feature space (Robnik-Šikonja and Kononenko, 2003). Relief algorithm
considers two feature vectors. One belongs to the same class, called nearest hit, whereas the other

belongs to a different class, called nearest miss.

The underlying principle is that a feature is considered more relevant when the Euclidean distance

between a feature and the nearest miss is large, whereas a feature is considered less relevant when the

Euclidean distance between a feature and the nearest hit is small (Molina et al., 2002). Weights are

given to any feature based on its relevancy. Similarly, ReliefF algorithm selects a feature vector of

an instance randomly but searches for k-nearest neighbors belonging to the same class, called nearest

hits, and also k-nearest neighbors belonging to each of the different classes, called nearest misses and

computes their averages (Molina et al., 2002).

Even though filter methods, in general, are used as a preprocessing step to reduce the dimen-

sionality of a dataset and overcome overfitting, many researchers concluded that it does not provide
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the best accuracy rate compared to wrapper methods as it ignores the feature subset dependency on

the learning algorithm (Kohavi and John, 1997).

4.2 Wrapper approach
In the previous section, we discussed the filter methodology which uses an independent measure as an

evaluator for subset evaluation. In this section, we discuss wrapper methodology, which uses a learning

algorithm as a feature subset evaluator (Kohavi and John, 1997). This methodology uses a learning

algorithm as a black box and its performance as an objective function for evaluating a selected feature

subset (Chandrashekar and Sahin, 2014; Kohavi and John, 1997).

Various search techniques are used to generate different feature subsets and are evaluated using a

machine learning algorithm till the optimal subset is found. These methods perform better at defining

the optimal subset that is best suited to a learning algorithm. One of the key advantages of using

wrapper-based feature selection approach is that it does not ignore the dependency of the selected fea-

ture subset on the overall performance of a learning algorithm (Kohavi and John, 1997). Therefore, the

performance of this approach is usually superior. However, since it uses a search technique and a learn-

ing algorithm together for the subset selection and evaluation, it tends to be slower and computationally

expensive.

In order to optimize the search time, different types of search algorithms have been used in the lit-

erature. Various wrapper-based experiments have been carried out by varying different search tech-

niques and learning algorithm as a subset evaluation measure.

4.2.1 Classic search algorithms
In wrapper-based feature selection, sequential algorithms are used as a search technique to execute the

process of feature selection sequentially. In other words, features are selected one after another in a

succession fashion. They can be further divided into two basic categories, namely sequential forward

selection and sequential backward selection (Chandrashekar and Sahin, 2014). In this section, we will

study some search algorithms which are based on sequential search technique.

Greedy search
In wrapper-based feature selection, the greedy selection algorithms are simple and straightforward

search techniques. They iteratively make “nearsighted” decisions based on the objective function

and hence, are good at finding the local optimum. But, they lack in providing global optimum solutions

for large problems. Traditionally, they are divided into two categories: (1) Greedy forward selection

(GFS) and (2) Greedy backward elimination (GBE).

GFS algorithm starts with an empty set and at each iteration, adds one feature to the subset until a

local optimal solution is achieved. Whereas GBE algorithm starts from a complete set of features and

iteratively removes one feature until a local optimal solution is achieved.

Best first search
Best first search is a search technique which explores the nodes in a graph with a heuristic evaluation

function (Kohavi and John, 1997). In feature selection, the best first search uses this evaluation function

to score every candidate feature and selects the one which provides best “score” first. There are two lists

which maintain the track of visited (CLOSED) and unvisited (OPEN) nodes.
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This algorithm can be further divided into two subcategories: (1) best forward selection (BFS) and

(2) best backward selection (BBS) (Darabseh and Namin, 2015). BFS starts with an empty set and at

each iteration, adds one feature to the subset and BBS starts from a complete set of features and iter-

atively removes one feature from the subset.

4.2.2 Metaheuristic algorithms
Genetic algorithms
Genetic algorithm (GA) is a probabilistic search technique based on the evolutionary idea of natural

selection, which mimics the process of evolution. The algorithm starts with initializing the population

of chromosomes represented by a binary string, but not necessary. In feature selection, 1 and 0s of a

binary string represent feature selection and rejection. At each iteration, these chromosomes are eval-

uated by a fitness function. A fitness function is used to score the evolving generations of these chro-

mosomes. Pairs of chromosomes are selected at random to reproduce based on the score assigned by the

fitness function.

Operations such as mutation and crossover are performed on the selected pair of chromosomes to

create the next generation, new chromosome, or an offspring. Mutation involves modifying a chromo-

some, whereas a crossover involves merging two chromosomes of the present generation to create an

offspring. After n generations, this algorithm converges to the best set of chromosomes, which repre-

sent the optimal or suboptimal feature subset in a feature selection problem.

Particle swarm optimization
Particle swarm optimization (PSO) is a technique based on the paradigm of swarm intelligence. The

intelligent behavior is inspired by the social behavior of animals like fish and bird (Liu et al., 2011). The

algorithm starts with initializing a swarm of particles, where each particle represents a prospective so-

lution to the optimization problem. At each iteration, these particles are evaluated by a fitness function.

Each particle has a position and a velocity, which describes its movement in the search space. In

every iteration, position and velocity of every particle are updated based on its personal best and global

best value. Each particle in the swarm has a memory of its personal best known as pbest value and the
common global best gbest value that is obtained so far by any particle in the swarm. Each particle learns

to accelerate toward its personal best and the global best position to reach the level of intelligence. Each

particles’ new velocity for acceleration is calculated based on its current velocity, the distance from its

personal best, and the distance from the common global best position. After n iterations, all particles

converge to the best solution.

Ant colony optimization
Ant colony optimization (ACO) is a probabilistic search technique based on metaheuristic optimiza-

tion, which mimics the process of ants foraging for food. It is used to search an optimal path in a graph

between a source and a destination. The algorithm starts with all ants selecting random paths, where

each path represents a prospective solution to the optimization problem. When ants start moving in

search of food, they leave pheromone a chemical material on the path. An ant moving in a random

direction might encounter the previously laid pheromone trail and decides to follow it based on the

probability. More ants following the same path increase the pheromone deposited on it, thus reinforcing

the probability of the path being followed. In a graph, the shortest path is learned via pheromone trails.

But, pheromone trails gradually decrease by evaporation. At each iteration, an ant reaches a node and
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selects the next path based on transition probability until its overall path converges to an effective path

(Kashef and Nezamabadi-Pour, 2015). In feature selection, all features are considered as nodes of a

graph and ACO is used to find the optimal path, which provides the optimal feature subset.

Artificial bee colony
Artificial bee colony (ABC) is a stochastic search technique based on swarm intelligence, which

mimics the process of honey bee swarms foraging for food. In this algorithm, each candidate solution

represents the position of food source in the search space and the quality of nectar amount of the food

source is used as a fitness evaluator (Schiezaro and Pedrini, 2013). It involves three group of bees:

employed bees, onlookers, and scouts (Yavuz and Aydin, 2016). The number of employee bees is

equivalent to food sources. Employed bees leave the hive in search of food source and collect the nectar

amount of the other food sources in the vicinity of the discovered one. Once they return to their hive,

they perform dance through which they provide information about the explored food source (location

and quality) to the onlookers. Onlookers recruit a new food source from the information provided by the

employed bees based on the selection probability of nectar amount and abandon the food source of low

fitness value. Once an onlooker picks a new food source to explore, it becomes an employed bee. Once

the employed bee’s food source is abandoned, it converts into a scout bee which performs a random

search for a food source in the search space. This process is repeated until the optimal food source

is found.

Grey wolf optimization
Grey wolf optimization (GWO) is a metaheuristic algorithm that is inspired by the behavior of grey

wolves in leadership and hunting (Mirjalili et al., 2014). The algorithm classifies a population of pos-

sible solutions into four types of wolves α, β, δ, and ω. The four types are ordered based on the fittest

solution, which means that α is considered the best solution and ω is the worst. The new generation is

created by updating the wolves in each one of these four groups. This update is based on the first three

best solutions obtained from α, β, and δ in the previous generation.

Artificial immune system algorithms
Several algorithms that mimic the artificial immune system (AIS) have been published in the literature

(Watkins and Boggess, 2002). There are two main approaches considered in the proposed AIS algo-

rithms. The first approach is negative selection, in which the algorithm’s main task is to define whether

an instance belongs to the trained model or not. This approach has been widely used for anomaly de-

tection ( Jinquan et al., 2009). The second approach is positive selection, in which the algorithm’s main

task is to identify each one of the training instances as a detector and assign a radius to it. The matching

phase will then examine the test instance and check if it belongs to any one of the detectors’ zones.

Gravitational search optimization
Gravitational search optimization (GSO) uses a collection of masses as a representation of candidate

solutions and uses Newtonian physics theorem to create the next generation based on the gravity law

and the notion of mass interactions (Rashedi et al., 2009). Based on GSO, the relative distances and

masses of the candidate solutions play the major role in attracting these candidate solutions to each

other in the search space. Although authors claim that mass interaction provides an effective way

of communication between the possible solutions to transfer information through the gravitational

force, this concept was questioned in a later study by Gauci et al. (2012). Gauci et al. (2012) spotted
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a fundamental inconsistency in the mathematical formulation of the GSO and showed that the distance

between possible solutions was not taken into account in creating the next generation. Hence, GSO

cannot be considered to be based on gravity laws.

4.3 Embedded approach
Embedded methodology performs feature selection as a part of the training process. In comparison to

wrapper approach, these methods provide normal or extended functionality to the learning process by

lowering the computational cost (Guyon and Elisseeff, 2003; Chandrashekar and Sahin, 2014). During

the learning phase of the model construction, they identify the features which will be the best fit for the

model based on different independent measures. Following that, these use the learning algorithm to

select the final feature subset, which provides the best performance. Decision trees such as C4.5

and random forest are some of the commonly used embedded methods in classification. In regression

analysis, embedded methods like Ridge Regression, Elastic Net, and LASSO are used to perform fea-

ture weighting based on different regularization models to minimize the outlines and reduce the feature

coefficients to be smaller or equal to zero (Tibshirani, 1994; Zou and Hastie, 2005; Yang et al., 2015).

5 Machine learning classifiers
This section explores possible classification solutions. We first explain the difference between using

one-class classification (OCC) versus multiclass classification. Following that, we study the feasibility

of using supervised versus unsupervised learning algorithms to identify hidden patterns in health

datasets.

5.1 One-class vs. multiclass classification
OCC or unary classification is different from binary/multiclass classification, as it trains a model with

data objects belonging to only one class, called the target class, in the presence of no or limited outlier

distribution. The outliers in the data objects are identified by error measurements of the feature values

compared to other target class objects. OCC provides a solution for classifying new data by defining a

decision boundary around the target class, such that it only accepts the target class objects while min-

imizing the probability of accepting outlier objects.

In literature, many machine learning applications like outlier detection, novelty detection, and

anomaly detection have originated with the similar concept (Ritter and Gallegos, 1997; Bishop,

1993; Pauwels and Ambekar, 2011). Several algorithms have been developed based on SVM and

ELM to address OCC problems (Tax and Duin, 2004; Sch€olkopf et al., 1999; Gautam and

Tiwari, 2016).

In binary/multiclass classification, a model is trained to classify data objects into two or more clas-

ses, where each object is assigned to only one-class label. The trained model then classifies new data by

defining a decision boundary around each class, such that it only accepts the associated class objects,

while minimizing the probability of accepting other class objects. In a classification problem, the as-

sociated (optimal) class membership of a data object is predicted based on the probabilistic distribution

of its association with each class.
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5.2 Supervised vs. unsupervised learning
Supervised machine learning trains a model with an input Xwhich represents a set of data objects and a

labeled output Y which represents a categorical or continuous target value to construct a hypothesis

function which can be later used to predict the output value for new data objects. Supervised learning

algorithms address both classification and regression problems in machine learning. It is different from

unsupervised learning, as the predictive model learns from the input as well as its corresponding

output value.

In unsupervised learning, a model constructs a hypothesis based on input data X with no labeled

output. Clustering is a conventional unsupervised machine learning algorithm, which groups observa-

tions to identify hidden patterns in the input data.

6 Case studies
6.1 Experimental setup
• The raw datasets are obtained from the Public Health Agency of Canada (2020).

• Weka software is used to analyze the dataset and run machine learning algorithms (Frank

et al., 2016).

• Excel software is used to visualize the data in two-dimensional (2D) format.

6.2 Case study 1: Diabetes data analysis
Diabetes is a disease that occurs when blood glucose reaches a very high level. The food we consume

gets converted into blood glucose, which is our primary source of energy. Insulin, which is a hormone

produced by the pancreas, helps glucose from food get into our cells to be utilized as energy. Sometimes

our bodies do not make enough insulin or use the insulin well. The glucose stays in our blood, and

cannot reach our cells (Health Information, 2016). According to the Public Health Agency of Canada,

one in seven Canadians are affected by disease, and in 2050 about one in three will be afflicted (Taylor,

2016). The condition is progressing very rapidly, resulting in overflow in hospital visits. Hospitals are

experiencing capacity, and resources issues that are profoundly affecting performance. Aside from hos-

pital visits, there would be an overflow in clinic visits to the general and specialist physicians. It would

be beneficial to have a reliable method for predicting how many diabetic patients are expected to be

hospitalized. In a more general term, it would be very helpful to predict the future trends in the health-

care industry. Data mining is a unique method of data analysis that allows analysts to uncover hidden

patterns in datasets. There are several software programs that are currently being used to conduct data

analytic tasks, such as Weka, IBM Watson Analytics, and Alteryx. In this section, we used Weka to

conduct our analysis. Weka is a collection of machine learning algorithms for data mining tasks. It can

either be applied directly to a dataset or called from a separate Java code. Weka features include ma-

chine learning, data mining, preprocessing, classification, regression, clustering, association rules, ex-

periments, and more. Weka is written in Java, and was developed at the University of Waikato in New

Zealand.

In our case study, we downloaded raw datasets from the Public Health Agency of Canada. Although

the data are huge and contain information on many prominent chronic diseases, our main focus is

228 Chapter 13 Machine learning for optimizing healthcare resources



diabetes. Our choice to focus on diabetes in this case study was based on how prominent the disease is

in today’s society and the significant growth rate associated with it. Our analysis targets predicting

the number of diabetic patients who are expected to visit a specific hospital 1 year ahead. The dataset

contained information on visits to hospitals for 2000–11, throughout the country. The list of features
includes the patients’ age group, number of incident cases per year, number of GP visits per year, num-

ber of prevalent cases per year, and mortality per year. To create a generalized model that would be

accepted and useful to healthcare administrators, we created six different models for 2006–11, which
would effectively model the changes and fluctuations that were established throughout the years. In the

data processing step, we converted all data types into strictly numerical values using the NominaltoNu-
meric filter package that is supported by theWeka software. After analyzing that dataset correlation, we

decided to use seven different algorithms to predict the number of diabetic patients who are expected to

visit a specific hospital 1 year ahead. These algorithms are: linear regression, decision trees, random

forest, Naı̈ve Bayes, support vector machine (SVM), and sequential minimal optimization (SMO).

• Linear regression is a machine learning algorithm based on supervised learning. It performs a

regression task. Regression models a target prediction value based on independent variables. It is

mostly used for finding out the relationship between variables and forecasting (Gupta, 2018).

Different regression models differ based on the kind of relationship between dependent and

independent variables under consideration and the number of independent variables being used.

• Decision tree algorithm belongs to the family of supervised learning algorithms (Lior and Oded,

2005). Unlike other supervised learning algorithms, the decision tree algorithm can be used for

solving regression and classification problems too. The goal of using a decision tree is to create a

training model that can be used to predict the class or value of the target variable by learning simple

decision rules inferred from the training data.

• Random forest as its name implies, random forest consists of a large number of individual decision

trees that operate as an ensemble. Each individual tree in the random forest spits out a class

prediction and the class with the most votes becomes our models prediction.

• Naı̈ve Bayes is a classification technique based on Bayes theorem with an assumption of

independence among predictors (Ray, 2020). Naı̈ve Bayes model is easy to build and particularly

useful for very large datasets. Along with simplicity, Naı̈ve Bayes is known to, sometimes,

outperform other highly sophisticated classification methods.

• SVM is a supervised machine learning algorithm, which can be used for both classification or

regression challenges. However, it is mostly used in classification problems. In the SVM algorithm,

we plot each data item as a point in n-dimensional space (where n is number of features we have)

with the value of each feature being the value of a particular coordinate. Then, we perform

classification by finding the hyperplane that best differentiates the two classes.

• SMO is a method of decomposition, by which an optimization problem of multiple variables is

decomposed into a series of subproblems each optimizing an objective function of a small number

of variables, typically only one, while all other variables are treated as constants that remain

unchanged in the subproblem.

Table 1 shows the performance evaluation of different prediction models trained with all features using

different machine learning algorithms available within the Weka software. SMO has the best perform-

ing results, in terms of accuracy as well as execution time. The great advantage of the SMO approach is

that we do not need a quadratic problem solver to solve the problem and instead it can be solved
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analytically. As a consequence, it does not need to store a huge matrix, which can cause problems with

machine memory. Moreover, SMO uses several heuristics to speed up the computation, which is ev-

ident in the execution time. The SMO algorithm is, therefore, used throughout this project.

Fig. 2 shows an example model produced by the SMO algorithm to predict the number of diabetic

patients who are expected to visit the hospital in the year 2006 based on records of the previous 5 years.

To evaluate the performance of a regression algorithm, we consider the following factors:

• Root mean square error (RMSE) is one of the standard ways to measure the error of a model in

predicting quantitative data.

RMSE¼
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
1

n

� �Xn
i¼1

ðyi� xiÞ2
s

(6)

where n represents the number of features in that particular subset. (yi� xi) represent the differences
between the experimental result and the actual value and then squared. The summation of all the

values of the training set are expressed by sigma.

• Mean absolute error (MAE) measures the average magnitude of the errors in a set of predictions,

without considering their direction.

MAE¼ 1

n

� �Xn
i¼1

yi� xij j (7)

where n also represents the number of features in that particular subset that you are working with. yi
� xi also represents the difference between the experimental result and the actual value, but instead

here it is absolute and cannot be negative.

Both MAE and RMSE express average model prediction error in units of the variable of interest. Both

metrics can range from 0 to∞ and are indifferent to the direction of errors. They are negatively oriented

scores, which mean the lower the values the better the results.

Although Weka software provided the RMSE and MAE values for each model, it is still crucial to

validate the models statistically, which was done in Microsoft Excel. We calculated the difference be-

tween the actual value of a given year and the predicted value for the same year. We were able to cal-

culate the absolute error, average accuracy, and residuals. Using these values, we can manually

Table 1 Overview of performance of different algorithms.

Classifier Average accuracy (%) Execution time

Linear regression 85.9 12 min

SVM 88.6 6 s

Naı̈ve Bayes 79 2 s

SVM 90.3 3.2 s

SMO 96.56 1.3 s

Random forest 88.3 15 s

Decision trees 70.1 2 s
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calculate RMSE and MAE. We were also able to create a graphical representation of the error and ac-

curacy. Fig. 3 shows a graphical representation of the accuracy (top) and the error (bottom) for the 2011

model when calculated manually.

In this case study, we created an individual model to predict the number of diabetic patients who are

expected to visit the hospital in a specific year based on the previous 5-year records. Since we have

records from 2006 to 2011, we were able to create six different models, one to predict each year.

Our goal was to create a more generalized model that can be used for any year based on the previous

SMOreg

weights (not support vectors):
-
-

0.0074 ∗ (normalized) GenderA4
0.0431 ∗ (normalized) Age_Group=1 to 4

+ 0.0037 ∗ (normalized) Age_Group=5 to 9
+ 0.0043 ∗ (normalized) Age_Group=10 to 14
+ 0.0066 ∗ (normalized) Age_Group=15 to 19
+ 0.0049 ∗ (normalized) Age_Group=20 to 24
+ 0.004 ∗ (normalized) Age_Group=25 to 29
+ 0.0102 ∗ (normalized) Age_Group= 30 to 34
+ 0.012 ∗ (normalized) Age_Group= 35 to 39
+ 0.0137 ∗ (normalized) Age_Group= 40 to 44
+ 0.0148 ∗ (normalized) Age_Group= 45 to 49
+ 0.0101 ∗ (normalized) Age_Group=50 to 54
+ 0.0017 ∗ (normalized) Age_Group=55 to 59
+ 0.0035 ∗ (normalized) Age_Group=60 to 64
+ 0.0129 ∗ (normalized) Age_Group=65 to 69
+ 0.0471 ∗ (normalized) Age_Group= 70 to 74
+ 0.0712 ∗ (normalized) Age_Group= 75 to 79
+ 0.091 ∗ (n ormalized) Age_Group= 80 to 84
+ 0.0464 ∗ (normalized) Age_Group=85+
+ 0.003 ∗ (no rmal i zed ) 2001
+ 0.003 ∗ (no rmal i zed ) 2002
- 0.0011 ∗ (normalized) 2003
- 0.0029 ∗ (normal ized) 2004
- 0.0051 ∗ (normal ized) 2005
+ 0.0031 ∗ (no rmal ized) 2006
- 0.3335 ∗ (normalized) Incident Cases
+ 0.5643 ∗ (normalized) GP visi ts
+ 0.3507 ∗ (normalized) Prevalent Cases
+ 0.5587 ∗ (normal ized) Morta l i ty
- 0.6886 ∗ (normalized) HV_2001
- 0.7397 ∗ (normalized) HV_2002
- 0.7913 ∗ (normalized) HV_2003
- 0.8159 ∗ (normalized) HV_2004
- 0.8672 ∗ (normalized) HV_2005

+ 0.007

FIG. 2

An example model produced by the SMO algorithm to predict the number of diabetic patients who are expected to

visit the hospital in 2006 based on records of the previous 5 years.
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5-year records. Create such a generalized model that can maintain a low error rate was a challenging

task. The normalized coefficients that were multiplied by the features were close in range, therefore, the

method of choice was to average these coefficients for all the years and place the new averaged value as

the new coefficient in the generalized model.

Once the generalized model is created, a cross-validation process is done to calculate the RMSE,

MAE, error rates, and accuracy of this new model. We tested the new model and compared it with the

individual models. Fig. 4 shows the accuracy (top) and the error (bottom) for the 2011 model when

using the generalized model.

These average accuracy using the generalized model throughout the separate years is 93% com-

pared to an average accuracy of 96% using each individualized model. When working with these types

of scenarios, we expect the accuracy to drop much further when creating a general model. However, in

our case, the model still shows an acceptable performance and could be used in later years.

7 Case study 2: COVID-19 data analysis
On December 31, 2019, a cluster of cases of pneumonia was reported in Wuhan, China, and the cause

has been confirmed as a new coronavirus that has not previously been identified in humans. This virus

is now known as COVID-19 (Novel Coronavirus, 2020). There are now confirmed cases of COVID-19
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FIG. 3

This is an example of a graphical representation of the accuracy (top) and the error (bottom) for the 2011 model

when calculated manually.
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that have been identified in many countries, including Canada. The current situation is evolving every

day. Therefore, new information is becoming available daily and a clearer picture is being formed as

this information is analyzed by researchers in provincial, national, and international health agencies.

Confirmed cases, recovered cases, and the mortality rate are varying on a daily basis. Machine learning

algorithms are used to identify possible patterns of the spread of the disease and to predict the number

of patients who will be hospitalized. However, it is important to understand that COVID-19 was a new

disease at the time of writing this chapter, and there is very limited datasets that may help analysts to

predict the numbers accurately. One of the main sources is the open source dataset by the John Hopkins

University, which is used through this section of the study. The data provide a snapshot of confirmed

case, recovered cases, and mortality rate for each individual country (COVID-19 Data Repository by

the Center for Systems Science and Engineering (CSSE) at Johns Hopkins University, 2020). It is im-

portant to highlight that this dataset is constantly being updated. Due to the limited size of the available

data records, analysts were only able to predict accurate numbers on a weekly basis. In this study, we

developed a regression model to predict the number of confirmed cases for each country.

The first step, like the previous case study involved the preprocessing of the dataset, is to prepare it

for use in the Weka software. We started by using the data of all previous 60-day reported cases to

create our model. However, we noticed that the records were not completely accurate during the first

few days of the pandemic so we focused on using the data records when countries started to conduct

regular tests on citizens to spot the coronavirus. Since the original dataset included every country
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FIG. 4

This is an example of a graphical representation of the accuracy (top) and the error (bottom) for the generalized

model when tested to predict the number of patients in 2011.
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world-wide whether it contained cases or not, we removed all countries that did not have cases, or data

were not sufficient or inconclusive, as it would interfere with the accuracy of our prediction. Our main

objective was to create a model that would represent an accurate prediction of confirmed cases for each

day in the week ahead. In this case study, we used linear regression, SMO, multilayer perceptron, ran-

dom forest, and finally locally weighted learning (LWL).

• Multilayer perceptron (MLP) is a class of feed-forward artificial neural network (ANN). MLP

utilizes a supervised learning technique called back propagation for training (Nicholson, 2019). Its

multiple layers and nonlinear activation distinguish MLP from a linear perceptron. It can

distinguish data that are not linearly separable.

• LWL is a class of function approximation techniques, where a prediction is done by using an

approximated local model around the current point of interest. The goal of function approximation

and regression is to find the underlying relationship between input and output (Rahul, 2019). In a

supervised learning problem training data, where each input is associated with one output, is used to

create a model that predicts values which come close to the true function.

Table 2 presents the results of applying different algorithms on the dataset to predict the number of

confirmed cases 1 week ahead. Linear regression achieved the best performance because it attempts

to model the relationship between two variables by fitting a linear equation to observed data. One var-

iable is considered to be an explanatory variable, and the other is considered to be a dependent variable.

It is important to note that this prediction works well during the rising period of the pandemic but it

does not predict the peak or when the confirmed cases curve will start to go down. This model was used

solely as a short-term prediction model to predict only 1 week ahead data. Other models are used to

predict the peak point and when the pandemic will be over.

To test our model, we compared the predicted results for the past week during the period of writing

this chapter to the actual numbers that were reported by the WHO. This allowed us to compare our

results to currently existing data, and confirm the accuracy of our forecast. Table 3 summarizes the

results and reports the error rate.

Fig. 5 presents the accuracy and error rate when predicting the number of confirmed cases in each

country for May 31, 2020. The accuracy and error rate percentages vary based on the model response to

the country datasets. As shown in the figure, the model reacts efficiently to countries that have enough

historical records that help the model predict future values.

Table 2 A performance summary of different algorithms applied

on the COVID-19 dataset.

Classifier Average accuracy (%) Execution time (s)

Linear regression 93.67 0.03

LWL 67.12 1.85

Multilayer perceptron 70.34 0.12

SMO 84.59 0.08

Random forest 46.47 31
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At the time of writing this chapter, COVID-19 was a serious health threat, and the situation was

evolving daily. The risk varies between and within communities. Having the ability to develop predic-

tive models allows data analysts to report accurate and efficient forecasts that will assist healthcare

administrators in preparing accommodations, resources, and other variables essential in the fight

against this pandemic. We can also apply these methods to aid in the reopening of the economy, air-

lines, and other sectors affected by the disease.

8 Summary and future directions
The value of machine learning in health care is its ability to learn from huge datasets beyond the scope

of human capability. Machine learning can then be used to uncover hidden patterns in this dataset. In

healthcare applications, machine learning can be used to provide clinical insights that aid physicians in

planning and providing care, ultimately leading to better outcomes, lower costs of care, and increased

patient satisfaction. Health care needs to move from thinking of machine learning as a futuristic con-

cept to seeing it as a real-world tool that can be deployed today. If machine learning is to have a role in

health care, then wemust take an incremental approach. Healthcare administrators should start utilizing

data analytics and use predictive models as essential elements in the decision-making process. This

chapter discussed and explored opportunities to apply machine learning methods in the healthcare sec-

tor. We plan to extend our analysis to analyze other datasets in the healthcare sectors and study the

correlation between the quality of healthcare services and the social and economical factors within

the community.

There are two possible directions that we plan to investigate. First, exploring the correlation be-

tween the rate of disease spread during pandemic and the government spending on public education.

Second, analyzing the possibility of creating travel bubbles between countries without enforcing quar-

antine period on travelers and how that affects the public safety in each country.

Table 3 The accuracy and error rate for the dates May 25, 2020 to

May 31, 2020.

Date Accuracy (%) Error rate (%) Execution time (s)

May 25, 2020 93.7115 6.2885 0.03

May 26, 2020 94.536 5.464 0.04

May 27, 2020 96.278 3.723 0.04

May 28, 2020 92.88 7.124 0.03

May 29, 2020 95.746 4.254 0.03

May 30, 2020 95.7477 4.253 0.02

May 31, 2020 93.599 6.401 0.03

Average 94.643 5.357 0.0314

Note: The average accuracy of all the individualized models is 94.6%.
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1 Introduction
Cancer is a disease or group of diseases caused by the transformation of normal cells into tumor cells

characterized by their uncontrolled growth. This is a multistage process, triggered and regulated by

complex and heterogeneous biological causes (Hausman, 2019). In the process, there is a gradual in-

vasion and destruction of healthy cells, tissues, and organs by the cancerous cells (Hausman, 2019).

Therefore, a key factor in the diagnosis of cancer is identifying the extent it has spread across the body:

stage and TNM grade (tumor, node, metastasis) (Gress et al., 2017). This is also important for treatment

planning and patient prognosis. Clinically, the cancer stage describes the size of the tumor and how far

it has spread in the body, whereas the grade of a cancer describes its growth rate, i.e., how rapidly it is

spreading in the body. Usually, an initial clinical staging is made based on the laboratory (blood, his-

tology, risk factors) and imaging (X-ray, CT scans, MRI) tests, while a more accurate pathological

staging is usually performed postsurgery or via biopsy.

Clinical advancements including computational approaches based on machine learning have been

developed since the 1980s, which can be used for cancer detection, classification, diagnosis, and prog-

nosis (Cruz and Wishart, 2006; Kourou et al., 2015). With the advancement of omics-based

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00006-9
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technologies and availability of the omics data (e.g., genome, exome, proteome, etc.) along with the

clinical data, there have been impeccable improvements in these methods (Zhang et al., 2015; Zhu

et al., 2020). However, mostly these developments have been for common cancer types (colon, breast,

prostate, etc.), like the prostrate pathological stage predictor based on biopsy patterns, PSA (prostate-

specific antigen) level, and other clinical factors (Cosma et al., 2016). In similar terms, there are staging

predictors available for breast and colon cancer based on clinical factors (Said et al., 2018; Taniguchi

et al., 2019). There are more than 200 types of cancer developing from different types of cells in the

body; lung cancer being the most common (11.6% of total cases, 18.4% of total cancer-related deaths),

followed by breast, colorectal, and prostate cancer (Bray et al., 2018; WHO, 2020). However, 27% of

the cancer types, like bladder cancer, melanoma, are less common, whereas 20% of them, like thyroid

cancer, acute lymphoblastic leukemia, are rare or very rare (Macmillan Cancer Support, 2020; Cancer

Research UK, 2020). A major challenge with such rare cancer types is the availability of data, as they

have an incidence rate of 6:100,000. The prediction performance of machine learning approaches for

classification, diagnosis, prognosis, etc., involving rare cancers is thus limited by the lack of

labeled data.

Semisupervised classification (SSC) constitutes an alternative approach for building prediction

models in settings where labeled data are limited. The general aim of SSC is improving the general-

ization ability of the predictor compared to learn a supervised model using labeled data alone. The main

assumption of SCC is that the underlying marginal distribution of instances over the feature space pro-

vides information on the joint distribution of instances and their class label, from where the labeled

instances were sampled. When this condition is met, it is possible to use the unlabeled data for gaining

information about the distribution of instances and therefore also the joint distribution of instances and

labels (Zhu et al., 2020). SSC methods available in the literature are based on different views of this

assumption. For example, graph-based methods (Blum and Chawla, 2001) assume label smoothness in

clusters of instances, i.e., two similar instances will share their label, therefore an unlabeled instance

can take the label of its neighbors and propagate this label to other neighboring instances. Semisuper-

vised support vector machines ( Joachims, 1999) assume that the boundaries should be placed on low-

density areas, which is complementary to the cluster view described earlier. In this method, unlabeled

instances help compute better margins for placing the boundaries. Generative mixture models

(Goldberg et al., 2009) try to find a mixture of distributions (e.g., Gaussian distributions), where each

distribution represents a class label. They learn the joint probability by assuming a type of distribution

and adjusting its parameters using information from the labeled and the unlabeled data together.

Finally, self-labeling methods use an ensemble of classifiers trained on the available labeled data

for assigning labels to the unlabeled instances, assuming their classifications are correct. This assump-

tion makes self-labeling the simplest and most versatile family of semisupervised classifiers, since they

can be used with practically any base supervised classifier (Van Engelen and Hoos, 2020). Although

SSC methods achieve very attractive performance in terms of accuracy in a wide variety of problems

(Triguero et al., 2015), they often result in complex structures which lead to black boxes in terms of

interpretability.

Nowadays, an increasing requirement in the application of machine learning is to obtain not only

precise models but also interpretable ones. Interpretability is a fundamental tool for gaining insights

into how an algorithm produces a particular outcome and attaining the trust of end users. Although

several formalizations exist (Barredo Arrieta et al., 2020; Doshi-Velez and Kim, 2017; Lipton,

2016), interpretability is directly connected to the transparency of the machine models obtained.

The transparency spectrum (see Fig. 1) starts from completely black box models which involve deep
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or ensemble structures that cannot be decomposed and mapped to the problem domain. While on the

opposite extreme are the white box models which are built based on laws and principles of the problem

domain. This side also includes those models which are built from data, but their structure allows for

interpretation, since pure white boxes rarely exist (Nelles, 2001).

White box techniques are commonly referred as intrinsically interpretable and vary in the types of

interpretations they can provide as well as their limitations for prediction. Examples of intrinsic inter-

pretable methods are linear and logistic regression (Hastie et al., 2008), k-nearest neighbors, naı̈ve
Bayes (Altman, 1992), decision trees (Quinlan, 1993), and decision lists (Cohen, 1995; Frank and

Witten, 1998). On the opposite side, black boxes are normally more accurate techniques that learn ex-

clusively from data, but they are not easily understandable at a global level. As a solution, there exist

several model-agnostic post hoc methods for generating explanations which quantify the feature

attribution in the prediction of certain outcomes according to the black box. Some examples of these

techniques are dependency plots (Friedman, 2001), feature importance metrics (Breiman, 2001), local

surrogates (LIME) (Ribeiro et al., 2016), or Shapley values (Lundberg and Lee, 2017; Shapley, 1953).

While explanations provided by intrinsically interpretable models are derived from their structure and

easily mappable to the problem domain, model-agnostic ones are often local or limited to feature

attribution rather than a holistic view of the model.

Global surrogates or gray box models take the best of both worlds while trying to find a suitable

trade-off between accuracy and interpretability. The idea behind this technique is to distill the knowl-

edge of a previously trained black box model in an intrinsically interpretable one. In this way, the

prediction capabilities are kept to some extent by the black box component, while the white box learns

to mimic these predictions through a more transparent structure. In our earlier work (Grau et al., 2018,
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FIG. 1

Fictional plot representing the trade-off between accuracy and interpretability for most known machine

learning families of models. The transparency spectrum is depicted along the x axis. Inspired from similar figure

published by Barredo Arrieta et al. (2020).
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2020a), we proposed a gray box model for SSC settings, called self-labeling gray box (SLGB). Our

method uses the self-labeling strategy from SSC for assigning a label to unlabeled instances. This part

of the learning process is carried out by the more accurate black box component. Once all instances

have been self-labeled, then a white box model is learned from the enlarged dataset. The white box

component, being an intrinsically interpretable classifier, allows for interpretable representation of

the model at a global level as well as individual explanations for the prediction of instances. The SLGB

outperforms several state-of-the-art SSC algorithms in a wide benchmark of structured classification

problems where labeled instances are scarce (Grau et al., 2020b).

In this chapter, we illustrate the applications of self-labeling gray box models on the proteomic (re-

verse phase protein array) (Li et al., 2013) and the clinical dataset (Liu et al., 2018; Weinstein et al.,

2013) for breast (common cancer), esophageal (less common), and thyroid (rare) cancer. In comparison

to other omics datasets, we are considering the proteomics data for this study, as the activity of protein

is a more relevant phenotype than its expression during pathogenesis (Lim, 2005). The target feature to

predict is the cancer stage of the patient. We first study how the inclusion of features from both dimen-

sions (clinical and proteomics) influences the prediction performance. Second, we test how accurate is

the SLGB classifier when leveraging unlabeled data for predicting cancer stages. Third, we test how

adding unlabeled data frommore frequent types of cancers helps in the stage prediction of less common

or rare cancer types. Through the experiments section, we illustrate with our interpretable semisuper-

vised classifier, why certain cancer stages are predicted, and which information is important for

predictions.

The rest of this chapter is structured as follows. Section 2 describes the SLGB approach with details

on their components and learning algorithm. Section 3 describes the preprocessing steps carried out for

conforming the datasets used in the analysis. Section 4 discusses the experimental results in different

settings, which cover both the performance and interpretability angles. Section 5 formalizes the

concluding remarks and research directions to be explored in the future.

2 Self-labeling gray box
In supervised classification, data points or instances x � X are described by a set of attributes or features

A and a decision label y � Y. A function f : X ! Y is learned from data by relying on pairs of previously

labeled examples (x,y). Later, the function f can be used for predicting the label of unseen instances.

When the labeled pairs (x,y) are limited, SSC uses both labeled and unlabeled instances for the

learning process with the aim of improving the generalization ability. In an SSC setting, a set

L � X denotes the instances which are associated with their respective class labels in Y and a set

U � X represent the unlabeled instances, where usually |L | < | U |. A semisupervised classifier will

try to learn a function g : L [ U ! Y for predicting the class label of any instance, leveraging both

labeled and unlabeled data.

Self-labeling is a family of SSC methods which uses one or more base classifiers for learning a

supervised model that later predicts the unlabeled data, assuming the first predictions are correct to

some extent. In the self-labeling process, instances can be added to the enlarged dataset incrementally

or with an amending procedure (Triguero et al., 2015). The amending procedures select or weight the

self-labeled instances which will enlarge the labeled dataset, to avoid the propagation of misclassifica-

tion errors.
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The SLGB method (Grau et al., 2018) combines the self-labeling strategy of SSC with the global

surrogate idea from explainable artificial intelligence in one model. SLGB first trains a black box clas-

sifier to predict the decision class, based on the labeled instances available. The black box is exploited

in the self-labeling step for assigning labels to the unlabeled instances. Once the enlarged dataset is

entirely labeled, a surrogate white box classifier is trained for mimicking the predictions made by

the black box. The aim is to obtain better performance than the base white box component, while main-

taining a good balance between performance and interpretability. The blueprint of the SLGB classifier

is depicted in Fig. 2.

To avoid the propagation of misclassification errors during the self-labeling, SLGB uses an amend-

ing procedure proposed by Grau et al. (2020a). The amending strategy of SLGB is based on a measure

of inconsistency in the classification. This type of uncertainty emerges when very similar instances

have different class labels, which can result from errors in the self-labeling process. For measuring

inconsistency in the classification across the dataset we rely on rough set theory (Pawlak, 1982), a

mathematical formalism for describing any set of objects in terms of their lower and upper approxi-

mations. In this context, an object would be an instance of the dataset, described by its attributes.

The sets would be the decision classes that group these instances. The lower approximation of a given

set would be all those instances that for sure are correctly classified in that class, while the upper ap-

proximation would contain instances that might belong to that class. From the lower and upper approx-

imations of each set, positive, boundary, and negative regions of each decision class are computed. All

instances in the positive region of a class are certainly classified as that class. Likewise, all instances in

the negative region of a class are certainly not labeled as the given class. However, the boundary region

of a decision is formed by instances that might belong to the class but are not certain. An inclusion

degree measure, computed using information from these regions and similar instances (Grau et al.,

2020b) is used as an indicative of how certain a prediction from the self-labeling process is. The white

box component then focuses on learning from the most confident instances without ignoring the less

FIG. 2

Blueprint of the SLGB architecture using amending procedures for correcting the influence of the

misclassifications from the self-labeling process.
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confident ones coming from the boundary regions. This amending procedure not only improves the

accuracy of SLGB, but also increases the interpretability of the surrogate white box by keeping the

transparency of the white box component (Grau et al., 2020a).

The SLGB method is a general framework which is flexible for the choice of black box and white

box components. In this work, random forest (Breiman, 2001) will be used as black box base classifier.

Random forest is an ensemble of decision trees built from a random subset of attributes which uses

bagging (Breiman, 1996) technique for aggregating the results of individual classifiers. The choice

of this method as black box is supported by its well-known performance in supervised classification

(Fernández-Delgado et al., 2014; Wainberg and Frey, 2016; Zhang et al., 2017) and particularly as a

black box component for SLGB (Grau et al., 2020b).

Likewise, we will explore the use of several intrinsically interpretable classifiers that produces ex-

planations in the form of if-then rules. In these rules, the condition is a conjunction of feature evalu-

ations and the conclusion is the prediction of the target value. A first option for white box is decision

trees learned using the C4.5 algorithm (Quinlan, 1993), which produces a tree-like structure that offers

a global view of the model. Themost informative attributes are chosen greedily by C4.5 for splitting the

dataset on each node of the tree. In this way, the error is minimized when all instances are covered in

the leaves of the tree. Decision trees are considered transparent since when traversing the tree to infer

the classification of an individual instance, it produces an if-then rule which constitutes an explanation
of the obtained classification.

A second option as white box component is decision lists of rules. In this chapter, we explore two

mainstream algorithms for generating decision lists using sequential covering: partial decision trees

(PART) (Frank and Witten, 1998) and repeated incremental pruning to produce error reduction

(RIPPER) (Cohen, 1995). Sequential covering is a common divide-and-conquer strategy for building

decision lists. These algorithms induce a rule from data and remove the covered instances before in-

ducing the next rule, until all instances are covered by rules or a default rule is needed. Therefore, the

set of rules of a decision list must be interpreted in order. PART decision lists in one of the manymodels

implementing this strategy, where rules are iteratively induced as the most covered one from a pruned

C4.5 decision tree. RIPPER is another representative algorithm that uses reduced error pruning and an

optimization strategy to revise the induced rules, generally producing more compact sets. Like decision

trees, decision lists are transparent and easily decomposable since the explanations that can be

generated are rules using features and values of the problem domain.

3 Data preparation
In 12 years, the cancer genome atlas project has collected and analyzed over 20,000 samples frommore

than 11,000 patients with different types of cancers (Liu et al., 2018;Weinstein et al., 2013). The data in

this repository are publicly available and broadly comprise genomic, epigenomic, transcriptomic,

clinical (Liu et al., 2018), and proteomic (Li et al., 2013) data. In this chapter, we have focused our

experiments on the prediction of the cancer stage based on two data dimensions: clinical and protein

expression. We chose three types of cancers for our exploratory experiments: breast (common), esoph-

ageal (less common), and thyroid (rare) cancers.
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The clinical data used in this study were downloaded from the cancer genome atlasa (Liu et al.,

2018). In the study, we have used radiation and drug treatment information from these data. Features

describing the radiation treatment include its type (i.e., external or internal), the received dose mea-

sured in grays (Gy), the site of radiation treatment (e.g., primary tumor field, regional site, distant re-

currence, local recurrence, or distant site) and the response to the treatment by the patient. While

features of drug treatment include the type of drug therapy (e.g., hormone therapy, chemotherapy, tar-

geted molecular therapy, ancillary therapy, immunotherapy, vaccine, or others), the total dose, the

route of administration, and the response measure to the treatment. In case a patient had more than

one record for treatments, all instances are been considered. In addition, we include the age of the

patient at the first event of the pathologic stage diagnosis.

The protein expression data for the three cancer types were downloaded from the cancer proteome

atlasb (Li et al., 2013). We have used the level 4 (L4) reverse phase protein array (RPPA) data for anal-

ysis, as batch effects are been removed in L4 (Li et al., 2013). Each of these datasets have the protein

expression values estimated by the RPPA high-throughput antibody-based technique, for the key pro-

teins involved in regulation of that cancer type. It also includes the phosphoproteins, i.e., the proteins

which are phosphorylated in the posttranslational processes. For example, AKT_pS473 is a phosphor-

ylated form of AKT (serine-threonine protein kinase), having phosphorylation at an amino acid posi-

tion of 473. In cancer regulation and many other diseases, the posttranslational modifications like

phosphorylation, degradation, and glycosylation play a key role, for example, the role of tyrosine phos-

phorylation is well established in cancer biology (Lim, 2005). Therefore, all the proteins including the

phosphoproteins were considered for the experiments. Data for all the phosphoproteins were normal-

ized by subtracting their expression values from their respective parent protein. For example, AKT

being the parent protein for AKT-473, to obtain the relevant phosphorylation score we compute the

difference between AKT_pS473 and AKT. The phosphoproteins which did not have their parent

protein expression values in the dataset have not been considered in the experiments, as they cannot

be normalized.

The clinical features are stored at a patient level, whereas the protein expression data are stored at a

sample level. Therefore, the patient identification was used to match each sample characterization to

the corresponding patient.

The pathological stage of the patient constitutes the target feature to be predicted. After prepro-

cessing and cleaning, a total of 3073 samples from 1789 patients are included in our experiments.

The distribution of patients per type of cancer can be seen in Fig. 3, as well as the distribution of

cancer stages across all types of cancers in Fig. 4. The last figure reveals imbalance in the dataset

with a majority of patients labeled as stage IIA. While gathering information from the different

sources of data, not all patients have information available for all the features, therefore the datasets

contain missing values for some. Missing values are also present in the target feature cancer stage,

leading to unlabeled instances that will be leveraged for semisupervised classification. For those

patients where more than one recorded stage of the same type of cancer is available, we kept

the most advanced one.

ahttps://portal.gdc.cancer.gov/.
bhttps://www.tcpaportal.org/.
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Distribution of cancer types across patients in the dataset, showing breast cancer with the maximum number of

instances. BRCA, breast cancer; ESCA, esophageal cancer; THCA, thyroid cancer.
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Distribution of cancer stages across patients in the dataset shows high imbalance and stage IIA as the most

common stage.
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4 Experiments and discussion
In this section, we explore the cancer stage prediction problem for breast, esophagus, and thyroid can-

cer through different settings. We first explore the baseline predictions obtained by the black box and

white box component classifiers when working on only the labeled data. We show the influence of

adding the proteomic dimension to the clinical data for the stage prediction. Second, we explore

how the unlabeled data help in the semisupervised setting where all cancer types are used to build

the model. Finally, we explore how unlabeled data coming from more common cancer types can help

in predicting the cancer stage of more rare ones.

For the validation of our experiments, a leave one group out cross-validation was used. In this type

of cross-validation, the dataset was divided in 10 disjoint groups of patients for avoiding using samples

of the same patient for training and testing. Patients with missing cancer stage are not included in the

test sets, they are only added to the training sets when semisupervised classification is performed.

Notice that one patient can have more than one sample record and each sample constitutes an instance

in the dataset (see Tables 1–4 for the number of instances).

The Weka library (Hall et al., 2009) was used for the implementation of random forests, decision

trees, and decision lists algorithms.c Random forests consist of 100 decision trees built using a random

subset of features with cardinality equal to the base-2 logarithm of the number of features. Decision

trees and PART decision lists use C4.5 algorithm for generating the trees, with a parameter C ¼ 0.25

which denotes the confidence value for performing pruning in the trees (the lower the value, the more

pruning is performed). The minimum number of instances on each leaf is two. In RIPPER implemen-

tation, the training data are split into a growing set and a pruning set for performing reduced error prun-

ing. The rule set formed from the growing set is simplified with pruning operations optimizing the error

Table 1 Classification performance change with incrementing features for random forests (RF)

when using clinical and proteomic data, for each cancer type and the entire dataset.

Instances Features

RF

ACC KAPPA SEN SPE AUC

BR 1898 Clinical 0.44 0.24 0.45 0.79 0.69

+proteomic 0.81 0.75 0.81 0.93 0.94

ES 124 Clinical 0.25 0.01 0.25 0.73 0.51

+proteomic 0.41 0.17 0.41 0.75 0.61

TH 383 Clinical 0.60 0.36 0.60 0.84 0.77

+proteomic 0.60 0.24 0.60 0.61 0.76

All 2405 Clinical 0.43 0.30 0.43 0.87 0.74

+proteomic 0.75 0.69 0.75 0.92 0.94

cFor the execution of all experiments described in this section, we used a PC with Intel(R) Core(TM) i5-8350U CPU @
1.70 GHz, 1896 MHz, 4 Cores, 8 Logical Processors, 32.0 GB RAM, and Java Virtual Machine version 8.
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on the pruning set. The minimum allowed support of a rule is two and the data are split in three folds

where one is used for pruning. Additionally, the number of optimization iterations is set to two.

Given the nature of the target attribute, the prediction problem at hand is not only an imbalance

multiclass classification problem, but it is also an ordinal one. The traditional approach to deal with

ordinal classification is coding the decision class into numeric values and using a regression model

for the prediction. However, this limits the choice of black box and white box components to regression

techniques only. Instead we use the approach described by Frank and Hall (2001), which does not re-

quire any modification of the underlying prediction algorithm.With this technique, our multiclass clas-

sification problem is transformed in several binary classifications datasets where each predictor

determines the probability of the class value being greater than a given label and the greatest probability

is taken as the decision. This transformation is only applied in the black box component of the SLGB

without affecting the interpretability of the white box component.

Table 2 Classification performance change with incrementing features for decision tree (C4.5)

when using clinical and proteomic data, for each cancer type and the entire dataset.

Instances Features

C4.5

ACC KAPPA SEN SPE AUC Rules

BR 1898 Clinical 0.46 0.25 0.46 0.79 0.70 94

+proteomic 0.75 0.68 0.75 0.94 0.86 222

ES 124 Clinical 0.30 �0.01 0.30 0.69 0.47 4

+proteomic 0.23 0.06 0.23 0.84 0.46 28

TH 383 Clinical 0.65 0.45 0.65 0.90 0.77 4

+proteomic 0.59 0.37 0.59 0.96 0.64 40

All 2405 Clinical 0.51 0.39 0.51 0.88 0.78 299

+proteomic 0.67 0.61 0.67 0.93 0.82 325

Table 3 Classification performance change with incrementing features for decision lists (PART)

when using clinical and proteomic data, for each cancer type and the entire dataset.

Instances Features

PART

ACC KAPPA SEN SPE AUC Rules

BR 1898 Clinical 0.39 0.14 0.39 0.75 0.61 78

+proteomic 0.77 0.70 0.77 0.94 0.86 149

ES 124 Clinical 0.29 �0.04 0.29 0.68 0.48 10

+proteomic 0.28 0.11 0.28 0.84 0.45 17

TH 383 Clinical 0.65 0.46 0.65 0.90 0.78 12

+proteomic 0.62 0.41 0.62 0.85 0.67 28

All 2405 Clinical 0.46 0.34 0.46 0.87 0.73 277

+proteomic 0.68 0.61 0.68 0.93 0.80 229
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4.1 Influence of clinical and proteomic data on the prediction of cancer stage
In this subsection, we explore the baseline performance of the classifiers that will be later used as

components of the SLGB method. This evaluation is performed in a supervised setting, i.e., only

the labeled information is considered. First, we evaluate the performance of random forests (RF),

decision trees (C4.5), and decision lists algorithms PART and RIPPER on the classification of cancer

stages based on the clinical data only. Later, we add the protein features for comparing how much the

proteomic data brings in terms of performance. We perform this analysis for each cancer type: breast

(BR), esophagus (ES), and thyroid (TH), and additionally for the entire dataset. Tables 1–4 show the

results using different performance metrics. Accuracy (ACC) shows the proportion of correctly

classified instances, while kappa (KAPPA) (Cohen, 1960) considers the agreement occurring by

chance. This makes this measure more robust in presence of class imbalance. Other measures such

as sensitivity (SEN), specificity (SPE), and area under the receiver operating characteristic curve

(AUC) are also included. Since the prediction problem at hand is a multiclass classification problem,

the last three measures are weighted averages of these measures for each class label. For the white

box classifiers, the number of rules is measured as an indication of the size of the structure and its

simplicity. The number of rules is measured for the model built based on all instances instead of

individual cross-validation folds.

From the Tables 1–4, we can conclude that adding proteomic information to the clinical data

substantially improves the accuracy of all classifiers in the datasets, and more evidently for breast can-

cer. Looking at the performance across classifiers, random forests achieve the best results in terms of

accuracy. Its high kappa values indicate that despite the class imbalance, the random forest can gen-

eralize further than predictingmajority classes. This is supported by high true positive and true negative

rates. Overall, these results make random forests a promising base black box component for

self-labeling the unlabeled data in the following experiments.

Regarding the performance of the white box base classifiers, less accuracy compared to RF is ob-

served across datasets, which is an expected result. Nevertheless, the accuracy values obtained for the

entire dataset by the three white box methods are greater than 0.64 and supported by high kappa, sen-

sitivity, specificity, and AUC values. Regarding the number of rules, C4.5 being the most accurate

Table 4 Classification performance change with incrementing features for decision lists

(RIPPER) when using clinical and proteomic data, for each cancer type and the entire dataset.

Instances Features

RIPPER

ACC KAPPA SEN SPE AUC Rules

BR 1898 Clinical 0.43 0.22 0.43 0.77 0.62 25

+proteomic 0.72 0.63 0.72 0.92 0.84 60

ES 124 Clinical 0.33 0.00 0.33 0.66 0.43 2

+proteomic 0.33 0.05 0.33 0.72 0.45 5

TH 383 Clinical 0.65 0.37 0.65 0.72 0.64 3

+proteomic 0.63 0.36 0.63 0.75 0.63 6

All 2405 Clinical 0.41 0.25 0.41 0.82 0.66 32

+proteomic 0.64 0.56 0.64 0.91 0.83 75
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comes with the largest number of rules, followed by PART. RIPPER obtains slightly less accurate re-

sults with the largest reduction in the number of rules and therefore the most transparent classifier.

However, the interpretation of these three white boxes differ and can be exploited according to the

needs of the user.

Comparing the results across different types of cancers, there is evidence that the limitation in data

of esophagus and thyroid cancer leads to poor performance. This contrasts with the performance of the

predictors trained on breast cancer data which is more abundant and better balanced across classes. In

the next section, we join the data for all types of cancers and explore whether the SLGB can obtain a

trade-off between performance and interpretability in the semisupervised setting.

4.2 Influence of unlabeled data on the prediction of cancer stage
In this section, we explore the performance of SLGB in the semisupervised prediction of the cancer

stage. This time we incorporate 668 unlabeled instances to the learning process, in addition to the

2405 labeled ones. As stated earlier, RF will be used as base classifier for the black box component.

A weighting process based on rough sets theory measures is used for amending the errors in the self-

labeling process. The three white boxes presented earlier will be explored comparing their performance

and interpretability. Table 5 summarizes the experiments results.

Although the number of added unlabeled instances is not large, the SLGB still manages to improve

or maintain the performance compared to their base white boxes, while reducing the number of rules

needed for achieving this accuracy. The best results are observed with C4.5 as white box, where the

accuracy is increased in 0.03 while the number of rules is reduced in 72%, effectively gaining in

transparency.

When examining the decision tree generated by the gray box model (see pruned first levels of the

tree in Fig. 5), the most informative attributes detected are the proteins FASN, EIF4G, TIGAR,

ADAR1, and the clinical feature “age of the initial pathologic diagnostic.” High levels of expression

of FASN (fatty acid synthase) protein has been associated through several studies with the later stages

of cancer, predicting poor prognosis for breast cancer among others (Buckley et al., 2017). Overexpres-

sion of EIF4G is associated with malignant transformation (Bauer et al., 2002; Fukuchi-Shimogori

et al., 1997). TIGAR expression regulates the p53 tumor suppressor protein which prevents cancer

Table 5 Classification performance and interpretability of the SLGB classifier using different

white box classifiers.

ACC KAPPA SEN SPE AUC Rules

SLGB (RF-C4.5) 0.70 0.62 0.70 0.92 0.85 235

SLGB (RF-PART) 0.69 0.60 0.69 0.91 0.82 174

SLGB (RF-RIPPER) 0.63 0.52 0.63 0.88 0.83 26

C4.5 0.67 0.61 0.67 0.93 0.82 325

PART 0.68 0.61 0.68 0.93 0.80 229

RIPPER 0.64 0.56 0.64 0.91 0.83 75

The performance results of white boxes from the previous section are summarized for comparison purposes.
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development through various mechanisms (Bensaad et al., 2006; Green and Chipuk, 2006; Won et al.,

2012). ADAR1 has demonstrated functional role in the RNA editing in thyroid cancer (Ramı́rez-Moya

and Santisteban, 2020; Xu et al., 2018). PART and RIPPER rules (see Figs. 6 and 7) associate these and

other features to the stages of cancer. While PART exhibits its most confident and supported rules first,

RIPPER focuses in predicting the minority class. Therefore, the choice of which decision list to use

must come from the need of obtaining explanations about the most common patterns or the rarest ones.

These known associations support the rules learned by the machine learning models which provide

potential relations that need to be further analyzed and validated clinically.

FASN

EIF4G

initial_age

TIGAR
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FIG. 5

First levels of C4.5 decision tree obtained by SLGB for classifying the stage of cancer, using data from the three

types of cancer considered in this study.

FIG. 6

Subset of rules obtained by SLGB using PART algorithm for classifying the stage of cancer, using data from the

three types of cancer considered in this study.
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While the SLGB approach is already able to leverage the unlabeled data for improving performance

and interpretability, more impressive results are commonly obtained when the number of unlabeled

instances is greater than the labeled ones. In the next subsection, we study how unlabeled instances

coming from more frequent types of cancers help in the classification of more rare ones.

4.3 Influence of unlabeled data on the prediction of cancer stage
for rare cancer types
In this subsection, we study how unlabeled instances coming from a more frequent type of cancer, such

as breast, help in the classification of more rare ones. For this setting, we assume that all instances from

breast cancer have the cancer stage label missing. In this manner, we are studying whether unlabeled

data from breast cancer helps on improving the generalization of the classifier for thyroid and esoph-

agus cancers. Fig. 8 shows the distribution of unlabeled instances per type of cancer in the dataset as

used in the previous section (Fig. 8A) and after neglecting the labels of breast cancer for the current

experiment (Fig. 8B).

Next, we test how much the performance of SLGB improves on the classification of rare cancers

with regard to its interpretable supervised baseline. Table 6 shows the results of the experiment using

several measures of performance and the number of rules generated as an indicative of the complexity

of the model. Overall, being a very imbalanced multiclass classification problem, it is challenging to

obtain a high performance in terms of accuracy even for RF classifier. Nevertheless, the accuracy

obtained for all classifiers is well balanced through classes as evidenced by a fair kappa value and high

specificity.

From the table we can observe that SLGB clearly outperforms its white box base classifiers for

each case, with the biggest improvement using PART decision lists. At the same time, the number of

rules is kept reasonably similar, without adding further complexity to the classifier and therefore

keeping the transparency to some extent. The best results were obtained by SLGB using PART,

and second, using RIPPER, though RIPPER needs a smaller number of rules for achieving the per-

formance. However, the interpretation of these two classifiers differ in their focus, with PART being

more appropriate for finding rules in frequent patterns and RIPPER for more rare ones as it starts

from the minority class label.

FIG. 7

Subset of rules obtained by SLGB using RIPPER algorithm for classifying the stage of cancer, using data from the

three types of cancer considered in this study.
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5 Conclusions
In this chapter, we illustrate the application of the interpretable semisupervised classifier SLGB in the

prediction of the stage of cancer patients. In a first experiment, the performance of the base classifiers

conforming the self-labeling gray box indicated that joining the clinical and proteomic data from can-

cer patients improves the generalization ability. Later, we empirically demonstrate that the self-
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labeling gray box is accurate in predicting the stage of cancer by leveraging the unlabeled data already

present in the dataset. We extend this experiment in simulating that all data coming from breast cancer

is unlabeled, and to study howmuch the SLGB is able to improve its prediction on less frequent cancers

such as thyroid and esophagus. In this setting, the SLGB outperformed its white box baseline classifiers

while keeping the transparency (in terms of number of rules) very similar. Using random forests as a

black box component and tree different alternatives as white boxes involving decision trees and rule

lists allows obtaining interpretable classifiers for different scenarios. We show the form of represen-

tation of the patterns extracted by the three different white box techniques, which detect several protein

expressions features which are known to play an important role in the progression of cancer. These

known associations support the rules learned by the SLGB, providing potential relations that could

be further analyzed clinically. In this regard, future research will explore further the validation of

the patterns detected by the interpretable models by contrasting the discovered knowledge with ex-

perts’ criteria and complement it with other traditional analysis techniques. The current results pave

the way for using SLGB as a tool for aiding clinicians in detecting important proteomic and clinical

features that contribute to the development of advances stages in cancer.
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1 Introduction
Blockchain technology now offers excellent potential in the connected world such as information and

communication technologies, and it is still expanding in various aspects. After the emergence of cryp-

tocurrencies, blockchain technology gains massive popularity over recent years. Cryptocurrencies are

the digital assets or currencies that can be used to exchange within different currencies on a digital

platform (Wikipedia, 2020). Traditionally, there used to be third parties such as banks and companies

which work as a mediator for exchanging currencies among participants. Due to the centralized nature

of the traditional system, it had many security and financial challenges. These challenges led to the

implementation of cryptocurrencies. It is found that there are more than 1500 currencies

(CoinMarketCap, 2020). Bitcoin was among the first, which was controlled by a decentralized system

constituting the first generation of blockchain technology known as blockchain 1.0 (Kuhn and

Sommers, 1981).
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Blockchain 2.0 is the second generation that was first introduced to implement the smart contract

concepts and properties. Smart properties refer to the digital resources or assets. The proprietorship of

these assets is controlled via a digital platform enabled by blockchain technology. However, the smart-

contracts refer to software programs used to set policies regarding the management of smart properties.

Some of the common examples of blockchain 2.0 in cryptocurrencies are Ethereum (Home, ethereum.

org, 2020), NEO (Neo-project, 2020), and QTUM (Home—Qtum, 2020), etc.

Blockchain 3.0 is the third generation which is still under development. Presently, it is mainly fo-

cused on nonfinancial applications of various connected technologies. In the modern world, Internet of

Things (IoT) has impacted our lives with many changes (Kumar and Mallick, 2018). IoT, a connected

network of smart devices, allows them to generate massive data and exchange information

(Al-Turjman et al., 2020). With the advent of such technologies and sharing data, there are still many

challenges that are hindering its continued growth, such as security issues precisely. To tackle such

challenges, blockchain technology shows excellent potential by offering a decentralized-based security

system to protect data from outside forces.

Ranging from the financial applications to connected objects, blockchain technology also offers

great potential in healthcare industry (Pradeep, n.d.). However, it is still a new player in the domain

of healthcare. Therefore, experts need to figure out what the specific scopes are and use case scenarios

in healthcare enabled by blockchain. What are the applications that have been already developed in

healthcare industry based on blockchain technology (Zafar and Rajnish, 2012)? What are the

challenges that are hindering its continued growth and how it can be improved?

1.1 Comparison to other surveys
We provided a comprehensive survey of blockchain trends to address the questions mentioned above.

Also, this chapter enlightened the current and new trends in healthcare. In literature, there are some

review articles regarding blockchain technology in the context of healthcare applications. A review

article on blockchain-based healthcare applications was discussed in Angraal et al. (2017). Implemen-

tation of blockchain was analyzed on very few and specified healthcare applications. However, this

article failed to cover other sectors of healthcare applications such as healthcare management, clinical

research, and Genomics. Similarly, Engelhardt (2017) reported the existing companies which are work-

ing on healthcare applications using blockchain services. This paper also proposed other healthcare

areas when blockchain technology can be implemented efficiently. Mettler (2016) also reviewed sim-

ilar blockchain trends by reporting different companies which are currently working in management

sectors of public health, drug counterfeiting, and pharmaceutical research in medical sector. Kuo et al.

(2017) proposed the essential benefits achieved by blockchain technology in data management and

discussed how these benefits could leverage healthcare industry by improving record management,

clinical research, and enhancing insurance process. Again, this paper failed to discuss the other aspects

of healthcare, such as genomics and neuroscience. Clauson et al. (2018) reviewed blockchain technol-

ogy in the context of supply chain and pharmaceuticals in healthcare industry. However, other areas of

healthcare industry were not discussed in this study and also the potential challenges of blockchain-

based healthcare systems are missing. Similarly, Zhang and Ji (2018) presented reviews which are only

limited to EHRs and their potential challenges.

This book chapter has overviewed a broader picture of blockchain technology in healthcare

industry, as shown in Table 1. We have provided a comprehensive survey and proposed a novel
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Table 1 Summary of related surveys.

Ref.

Blockchain-based healthcare applications

Key

requirements

Potential

challenges

Healthcare

data

management

Clinical

research

Supply

chain

Neuroscience

and genomics

Healthcare

insurance Pharmaceuticals

Angraal

et al.

(2017)

✓ – ✓ – – – – ✓

Engelhardt

(2017)

✓ – – – – – – ✓

Mettler

(2016)

✓ ✓ – – – ✓ – –

Kuo et al.

(2017)

✓ ✓ – – ✓ – ✓ ✓

Clauson

et al.

(2018)

– – ✓ – – ✓ – –

Zhang and

Ji (2018)

✓ – – – – – – ✓

[Our study] ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓



blockchain-enabled healthcare monitoring model as shown in Fig. 2. Various examples of blockchain

technology are presented within different areas of healthcare industry. Readers can also find the current

trends and future challenges of blockchain-based healthcare systems proposed in our study. Essential

requirements and potential challenges were not addressed by most of the above-mentioned surveys.

Following the rest, Section 2 defines the blockchain concept by classifying the digital systems into

centralized and decentralized infrastructures. This section also presents the critical factors required for

the development of efficient blockchain systems. Section 3 proposes a novel patient monitoring model

which is securely enabled by blockchain technology. In Section 4, applications of blockchain systems

are presented within different areas of healthcare industry. Section 5 overviews the future challenges of

blockchain-based healthcare systems. Finally, Section 6 concludes the chapter.

2 Blockchain overview
Blockchain technology is a digital ecosystem which stores series of data that are time-stamped and

unchangeable. Clusters of computers manage the record of data without the ownership of single entity

or any third party (decentralized). Each set of record is interlinked to each other and is fully secured

using the principles of cryptography. Don and Alex Tapscott, authors of Blockchain Revolution (2016),
defines blockchain technology as a digital ledger which has an incorruptible ability to record every-

thing of value such as financial transactions.

Fig. 1 explains how decentralized infrastructure differs from centralized infrastructure. In cen-

tralized infrastructure, all the devices or computers are interconnected, but at the same time, they

are managed by a single authority which is an internet server in Fig. 1A. It means that these devices

send a request to the internet server, which in return sends back the instructions or feedback for the

operation. However, blockchain technology does not work like that because it is comprised of decen-

tralized infrastructure which connects all the devices in a chain-like series, shown in Fig. 1B. Such a

structure makes blockchain a unique technology. In centralized infrastructures, hackers can easily

trace single authority server and leak data; however, in decentralized infrastructure (Blockchain

technology), there is no single authority, hence making impossible to hack and leak the data.

2.1 Key requirements
To develop a successful and efficient blockchain-based system, some required critical factors must be

addressed. This section presents the essential requirements of such systems as follows:

Nationwide interoperability: One of the most critical requirements for blockchain-based systems

is its nationwide interoperability. Nationwide interoperability can prove quite challenging to

achieve, as it requires a universal standard to achieve the interoperability which current connected

systems do not have (Krawiec and White, 2016; Stagnaro, 2017).

Data security: Another critical requirement for blockchain-based systems is sensitive data security.

The data can be seen by the multiple parties that are part of the system and blockchain is expected to

deliver with the appropriate level of security (Puppala et al., 2016; Al Omar et al., 2017).

Data consistency and integrity: Inconsistency in data or loss of the integrity of data can halt

the technical process of a system and may result in higher costs to repair the inconsistencies.
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A blockchain-based systems must ensure that there are no inconsistencies in the data and that it

cannot be tampered with by external sources (Stagnaro, 2017; Al Omar et al., 2017).

Cost effectiveness: Cost effectiveness is also another critical requirement of blockchain-based

systems, as current connected systems utilize resources such as intermediates that usually delay the

process of particular tasks (Krawiec and White, 2016; Stagnaro, 2017). Use of blockchain may

significantly reduce the costs associated that may be caused by other parties.

Trustless and transparent: Current connected systems are established by a mutual trust among

stakeholders and concerned parties concerning safe data storage and sharing. The data stored can

be seen by multiple parties, and maintaining that level of blind trust and transparency is a big

obstacle (Nugent et al., 2016; Benchoufi et al., 2017; Xia et al., 2017). Block chain-based systems

can build transparent and trustless data sharing and store in any scenario.

Complexity: A complex system can cause unnecessary delays and inconsistencies in terms of data

storing, sharing and billing, which can get scattered around. This can be avoided by establishing a

blockchain-based system which can prevent any further hindrances (Krawiec and White, 2016).

3 Proposed healthcare monitoring framework
Our model comprises scenarios in which medical staff remotely monitor the health of patients outside

the hospital. In this case, wearable medical devices and sensors can be attached to the patient in which

parameters such as body temperature, blood pressure, oxygen saturation, and heart rate can be

FIG. 1

Infrastructure of centralized and decentralized ecosystems.
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measured and compared to preexisting ranges. External sensors can also be placed around the patient’s

residence, which can detect a change in the environment, such as movement or surrounding temper-

ature. This live evaluation of data allows for the systems to detect abnormalities and alert the medical

staff in case of emergency. All of this data are then accumulated and permanently stored in a remote

database which can then be accessed in the future by healthcare professionals to evaluate the health

status of the patient. Since these data are personal and sensitive to all the pertaining parties, it needs

to be stored securely and should only be accessed by authorized parties. The use of blockchain

technology-based systems can achieve this.

Medical devices blockchain: Each patient is fitted with a set of medical devices that will be mon-

itored by our model. The data collected by the medical devices are then stored in the medical devices

blockchain. The dataset for the proposed model can also be achieved from online sources as shown in

Table 2. Each patient has his own Medical Devices BlockChain configured.

Consultation BlockChain: The Consultation BlockChain shown in the architecture contains records
of the patient’s history. The Consultation BlockChain is then set up across hospitals, and it includes the

patient’s records. This way, the medical reports become easily accessible and are exchangeable be-

tween hospitals and health workers in a confidential and secure manner. In our case, two separate

BlockChains are chosen because each serves its purpose as shown in Fig. 2. Data received from sensors

need to be maintained during the period of treatment. Patient records must always be accessible

throughout the patient’s life.

Live monitoring device: It is a system that manipulates data continuously and scans through various

information. It is used to alert (when necessary) the healthcare professional on standby.

Medical sensors: Data received from the medical devices and sensors attached to the patient are

stored in the BlockChain through NDN paradigm. This means that we have established a hierarchy

between the medical devices to enable communication between them.

Medical experts: Any healthcare staff is represented by a node (e.g., computer/device) in both Med-

ical Devices BlockChain and Consultation BlockChain. They can access the data through the Live

Monitoring System based on the data stored in the Medical Devices BlockChain.

Patient: The patient is also represented as a node (e.g., computer/device) in the Medical Devices

BlockChain. The patient collects data from the attached medical sensors and transfers them to theMed-

ical Devices BlockChain to store it in a ledger. This allows both users (patient and healthcare staff) to

interconnect with each other.

Table 2 Datasets for proposed blockchain-enabled healthcare monitoring model.

Datasets Subjects Activity Application Year

HMD (Corbillon et al.,

2017)

59 Head movement Health support (monitoring

paralyzed patients)

2017

USC CRCNS (Carmi and

Itti, 2006)

520 Eye movement Monitoring and detecting eye

problems

2004–05

Harvard Dataverse (Khamis

et al., 2016)

288 ECG recordings Monitoring heartrate 2016

OhioT1DM (OhioT1DM

Dataset, 2020)

112 Glucose level

detection

Health monitoring of diabetes

patients

2020
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FIG. 2

Blockchain-enabled healthcare monitoring framework.



4 Blockchain-enabled healthcare applications
Ranging from banking to supply chain logistics, it has also opened a new challenge in the healthcare

industry (Fig. 3 and Table 3). Blockchain technology allows healthcare revolution to lead a digital

transformation fast. There are various ways blockchain can change the healthcare industry:

Pharmaceuticals: One of the most rapidly expanding industries in the medical and healthcare

sector is the pharmaceutical industry. It delivers new and approved drugs to the consumer markets

while also maintaining supplies globally. Tracking drugs is the biggest challenge this industry

is facing currently, ending up with fraudulent drugs. Screening for fraudulent drugs can be

FIG. 3

Applications of blockchain technology in healthcare industry.

Table 3 Examples of blockchain-enabled healthcare applications.

Healthcare areas Examples

Pharmaceuticals Hyperledger (SecuringIndustry, 2016)

Electronic health

records

Healthbank (HealthBank.coop, 2020), MeDShare (MedShare, 2020), MedRec

(MedRec-m, 2020)

Neuroscience Neurogress (Neurogress, 2020)

Genomics Illumina HiSeq X Ten (Illumina, 2020)

Clinical research Ethereum (Home, ethereum.org, 2020)

Health insurance MIStore (Zhou et al., 2018)
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time-consuming and also potentially be hazardous toward the health of the consumer, as they are

not approved; 10% of the drugs sold worldwide are counterfeits of which 30% arise from

developing countries, according to the World Health Organisation (WHO, 2020). The use of

blockchain technology in tracking pharmaceuticals from producer to consumer can prove the

authenticity of a drug and prevent consumers from a mass-produced medication that can lead to

severe consequences. Hyperledger, which is a new project, uses blockchain technology to enhance

the security of pharmaceuticals from supplier to consumer (SecuringIndustry, 2016). It records

timestamps such as date of production and also tracks the supplies. Another method which prevents

the use of counterfeit drugs is by the use of Digital Drug Control Systems, which is also blockchain

based and monitors all stages of production and supply (Plotnikov and Kuznetsova, 2018).

Neuroscience: The brain contains around 120 billion neurons that all interconnect and form

different pathways that emit different signals. The brains neural activity can be mapped by complex

sensors which can attach to regions of the head and calculate the electric impulses using

complicated algorithms. All these data are stored in interfaces which can enable the user to

control other pieces of technology such as drones, robotic limbs, and other neural-interactive

technology through the use of blockchain systems. One example of neural blockchain technology is

Neurogress (Neurogress, 2020), which uses impulses received from the brain and has a

computer interface with Artificial Intelligence that assesses the information and can also learn

from it and adapt to carrying out further actions. However, since it would require a massive

amount of physical memory in a computer to store all the impulses from a brain, it will be almost

impossible to carry out these functions. This is where the blockchain system steps in. It can

form a decentralized system that can establish trust between other networks on the system

which contain multiple different information over a broad user base which can also be easily

accessed by the neural-interface, thus allowing full functionality. Of course, as technology

improves as time goes on, different regions of the brain can be mapped, allowing for storage of

a plethora of brain functions such as smell, taste, emotions, and memory. This can open up more

doors to how humans can interact with artificial intelligence and be the next step in medical

advancements and research.

Genomics: There are about 20,000–25,000 estimated human protein-coding genes which are

responsible for producing multiple variations of proteins (Erdmann and Barciszewski, 2010). This

is an immense amount of data which becomes very huge load upon current computer databases.

These variations are then stored on a central server which poses as a problem to users who want

access to the data and also becomes a privacy issue as the server becomes a single failure unit.

Illumina HiSeq X Ten, a genome storing platform, has reported being able to store the sequence of

the genomes of estimated 18,000 humans per year (Illumina, 2020). This corresponds to

approximately 2 petabytes of data per year. To store these amounts of data, a massive infrastructure

will be required to be able to handle all these data. These problems can be fixed with the

implementation of blockchain technology, as they are decentralized and can be accessed by the data

users and owners.

Healthbank: An innovation by a Swiss Digital Health startup company (HealthBank.coop, 2020) is

another blockchain system that gives the patient control over their health records. With Healthbank,

patients can keep a record of their history of medications, blood pressure, heart rate, sleeping

patterns, etc., by integrating with other applications and wearables. This detailed information can

give physicians and researchers alike a more detailed insight into patient history. Another feature of
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Healthbank is that patients can provide their medical records to researchers in which they can

receive payment for the information provided. This approach makes Healthbank a trading platform

in which researchers can obtain detailed patient information in exchange for financial benefits.

Clinical research: Privacy, data logging and data entry and its integrity are vital aspects to

clinical research and trials. However, their opacity and misuse of the consent of trial become an

issue to the patients and other stakeholders alike, as they are not informed about the full extent

of the trial and the data collected. Consent between patients, researchers and stakeholders is a

dynamic process and all these entities in-between need to interface with one another in a more

transparent form to give more precise results in a trial. Forming a decentralized data storing and

sharing is the best way to establish this, or in this case, by adopting a blockchain system. This

way, all information about the trials can be seen by all the participants in a more manageable and

secure fashion. An example in such a blockchain system is Ethereum (Home, ethereum.org, 2020).

This system is maintained by research organizations, regulators, pharmaceutical companies that

would like to test their drug, and other management systems. This forms a type of interactive

datastore that can be accessed by all parties, and the trials can be monitored.

Electronic health records (EHR): In this generation, digitizing data and records and storing them

have been implemented in daily life as a means for more straightforward accessibility in the future.

EHR is the most widely used example of blockchain technology in healthcare applications. Medical

records can be in multiple institutions, and future medical references need to check on patient

history, but this leaves the information dispersed in different institutions. A patients EHR contains

sensitive information which is accessed by specialists, and all of this transmission of information

can be scattered. This can be hazardous to the patient and impede the quality of treatment if the

information is not maintained and up to date. To prevent this, blockchain technology can be

acquired to maintain and manage patient records in an encrypted manner that cannot be tampered

with. This can allow for a more precise diagnosis. An example of blockchain technology is

MeDShare (MedShare, 2020), which shares medical records among hospitals and researchers

with utmost privacy and security, maintaining the integrity of the records. Another blockchain

system is a prototype called MedRec (MedRec-m, 2020), which mainly allows the patient to take

control over which institutions can view their highly sensitive medial data in an easy-to-understand

manner. Each medical record contains a mark in the blockchain system which guarantees

authenticity. The patient can then share the respective duplicated medical data containing the mark.

Supply chains: Nowadays, a lot of medical companies are facing common security problems in

their supply chains which are also affecting our healthcare industry negatively in terms of both

business and patient care. The most affected sector in the medical industry facing such problems is

pharma industries because of the kind of product they carry. Various drugs are being stolen

from such companies and are being sold to consumers illegally. Blockchain technology can help

pharma industries by offering close tracking of drugs in their supply chain and by eliminating

falsified or fake medications. Many organizations in the world are carrying out various clinical

trials and research activities to produce or check new drugs and medications. Blockchain

technology can develop a single universal database gathering all the information and the data and

make them available at one platform.

Health insurance: One of the significant problems in the healthcare industry is insurance fraud. It

happens when corrupt individuals claim their payable benefits based on their fake information

provided. One can imagine how serious is this problem from statistics by Boyd Insurance reporting
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that Medicare fraud costs about 68 billion dollars each year in the United States. This cost can

be minimized significantly if Blockchain technology is utilized in the infrastructure. It helps to

force individuals and providers to enter personal information to be verified first, and then the

data will be stored and made accessible to the health insurance companies (Blockgeeks, 2018).

In this way, the data will be recorded and managed in decentralized infrastructure, making it

impossible for hackers to leak information and make fake data. One of the examples found is

MIStore (Zhou et al., 2018), which is also a blockchain-based system used for medical

insurance storage.

5 Potential challenges
This section overviews the potential challenges that are hindering the continued growth of blockchain-

based healthcare systems. These challenges are discussed as follows:

Scalability: The most potential obstacle in blockchain healthcare is scalability. Limitations of the

healthcare systems scalability are between the accessible evaluation abilities and the number of

medical transactions (Xia et al., 2017).

High costs: Blockchain-based healthcare applications increase development and operational costs.

The healthcare sector needs to assess the total cost, which includes the development, operational,

and deployment costs, to present to the stakeholders involved. Optimizing these costs can

substantially reduce the overall cost (Krawiec and White, 2016; Stagnaro, 2017).

Standardization: For a healthcare application to be successful, standardized protocols must be

established (Azaria et al., 2016; Yang and Yang, 2017). This means that for data stored in a

blockchain in the case of healthcare, the parameters of the information must be established such as

what features, dimensions, and configuration can be sent toward the blockchain (Krawiec and

White, 2016; Stagnaro, 2017; Linn and Koo, 2016)

Cultural resistance: The current generation is more adapted to the use of paper-based medical

records or, in some rare instances, introduced to some type of online health service (Yang and Yang,

2017; Stagnaro, 2017). Establishing a cultural change toward the use of blockchain-based

healthcare applications may take some time to adjust and alter the understanding of other parties

interchanging patient’s data.

Regulatory uncertainty: Creating a well-developed ecosystem between stakeholders and the current

existing framework would be challenging for regulators to establish policies that would consider all

the current regulations and the new regulations. Currently, the standards are already being put into

place to preserve the nature of the user’s medical records by the HIPAA (Health Insurance

Portability and Accountability Act) (Edemekong et al., 2020).

Security and seclusion concerns: Security is one of the biggest concerns in blockchain technology-
based healthcare applications even though they do contain security features (Azaria et al., 2016;

Yli-Huumo et al., 2016). However, proper security measures need to be implemented to protect

sensitive information that can only be accessed by an authorized person (Puppala et al., 2016; Al

Omar et al., 2017; Linn and Koo, 2016).

Unwillingness to share: Stakeholders or other concerned parties, such as insurance companies, may

not be inclined to share data with other parties (Beck, 2018; Mettler, 2016; Esposito et al., 2018).
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This may be due to the difference in service costs provided and the actual costs of the parties

concerned. A sense of trust between parties must be established to have a smooth functioning

healthcare system.

6 Concluding remarks
We have overviewed the interdisciplinary aspects of blockchain technology while discussing its evo-

lution that started from financing applications such as cryptocurrencies. Later, blockchain technology

got a colossal intention and popularity in the digital world. Being a decentralized nature, blockchain

technology offers significant benefits such as security, privacy, data provenance, robustness, and op-

timized data management solutions.

As our healthcare systems are lacking in terms of security and privacy, blockchain technology can

do a chief role by allowing its decentralized abilities to ensure full security and integrity for healthcare

systems. Due to its peer-to-peer ability, blockchain can replace third-party service providers by en-

abling patients and medical workers to interact with each other in a more confidential and secure man-

ner. Besides, the integration of machine learning/artificial technology along with IoT devices can also

enhance the potentials of blockchain technology in healthcare applications. The whole idea in this work

is to pinpoint these benefits and propose how these potentials could improve our healthcare industry.

Different blockchain-based healthcare applications are presented in this book chapter such as

EHRs, clinical research, neuroscience, genomics, and health insurance claims. However, this technol-

ogy is still a new player in healthcare industry. Therefore, there are some technical challenges that are

hindering its continued growth. Finally, this book chapter has presented its potential challenges that

must be considered very carefully during application designing and implementation.

Declaration of competing interest
There are no competing interests or personal relationships to be declared by authors.

References
Al Omar, A., Rahman, M.S., Basu, A., Kiyomoto, S., 2017. Medibchain: a blockchain based privacy preserving

platform for healthcare data. In: International Conference on Security, Privacy and Anonymity in Computa-

tion, Communication and Storage, pp. 534–543.
Al-Turjman, F., Nawaz, M.H., Ulusar, U.D., 2020. Intelligence in the Internet of Medical Things era: A systematic

review of current and future trends. Comput. Commun. 150, 644–660. https://doi.org/10.1016/j.

comcom.2019.12.030.

Angraal, S., Krumholz, H.M., Schulz, W.L., 2017. Blockchain technology. Circ. Cardiovasc. Qual. Outcomes 10

(9), e003800. https://doi.org/10.1161/CIRCOUTCOMES.117.003800.

Azaria, A., Ekblaw, A., Vieira, T., Lippman, A., 2016. Medrec: Using blockchain for medical data access and

permission management. In: 2016 2nd International Conference on Open and Big Data (OBD), pp. 25–30.
Beck, R., 2018. Beyond bitcoin: the rise of blockchain world. Computer 51 (2), 54–58.

272 Chapter 15 Blockchain technology in smart healthcare

http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0010
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0010
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0010
https://doi.org/10.1016/j.comcom.2019.12.030
https://doi.org/10.1016/j.comcom.2019.12.030
https://doi.org/10.1161/CIRCOUTCOMES.117.003800
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0025
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0025
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0030


Benchoufi, M., Porcher, R., Ravaud, P., 2017. Blockchain protocols in clinical trials: transparency and traceability

of consent. F1000Research 6.

Blockgeeks, December 10, 2018. Blockchain in Healthcare: The Ultimate Use Case? https://blockgeeks.com/

guides/blockchain-in-healthcare/. (Accessed 08 November 2019).

Carmi, R., Itti, L., 2006. The role of memory in guiding attention during natural vision. J. Vision 6 (9), 4.

Clauson, K.A., Breeden, E.A., Davidson, C., Mackey, T.K., 2018. Leveraging blockchain technology to enhance

supply chain management in healthcare: an exploration of challenges and opportunities in the health supply

chain. Blockchain Healthc. Today 1 (3), 1–12.
CoinMarketCap, 2020. Cryptocurrency Market Capitalizations. https://coinmarketcap.com/. (Accessed 29 June

2020).

Corbillon, X., De Simone, F., Simon, G., 2017. 360-degree video head movement dataset. In: Proceedings of the

8th ACM on Multimedia Systems Conference, pp. 199–204.
Edemekong, P., Annamaraju, P., Haydel, M., 2020. Health Insurance Portability and Accountability Act (HIPAA).

StatPearls.

Engelhardt, M., 2017. Hitching healthcare to the chain: an introduction to blockchain technology in the healthcare

sector. Technol. Innov. Manag. Rev. 7 (10), 22–34. https://doi.org/10.22215/timreview/1111.

Erdmann, V.A., Barciszewski, J., 2010. RNA Technologies and Their Applications. Springer Science & Business

Media.

Esposito, C., De Santis, A., Tortora, G., Chang, H., Choo, K.-K.R., 2018. Blockchain: a panacea for healthcare

cloud-based data security and privacy? IEEE Cloud Comput. 5 (1), 31–37.
HealthBank.coop, 2020. https://www.healthbank.coop/. (Accessed 30 June 2020).

Home, ethereum.org, 2020. https://ethereum.org. (Accessed 29 June 2020).

Home—Qtum, 2020. https://qtum.org/en. (Accessed 29 June 2020).

Illumina, 2020. HiSeq X Series j Ultra-High-Throughput 1000 Dollar Genome Sequencing. https://www.illumina.

com/systems/sequencing-platforms/hiseq-x.html. (Accessed 30 June 2020).

Khamis, H., Weiss, R., Xie, Y., Chang, C.-W., Lovell, N.H., Redmond, S.J., September 06, 2016. TELE ECG

Database: 250 Telehealth ECG Records (Collected Using Dry Metal Electrodes) With Annotated QRS and

Artifact Masks, andMATLABCode for the UNSWArtifact Detection and UNSWQRSDetection Algorithms.

Harvard Dataverse, https://doi.org/10.7910/DVN/QTG0EP.

Krawiec, R.J., White, M., 2016. Blockchain: Opportunities for Health Care. deLoitte.

Kuhn, M., Sommers, T., 1981. Blueprint for a new age. Geriatr. Nurs. 2 (3), 214–217. https://doi.org/10.1016/
S0197-4572(81)80089-4.

Kumar, N.M., Mallick, P.K., 2018. The Internet of Things: Insights into the building blocks, component interac-

tions, and architecture layers. Procedia Comput. Sci. 132, 109–117.
Kuo, T.-T., Kim, H.-E., Ohno-Machado, L., 2017. Blockchain distributed ledger technologies for biomedical and

health care applications. J. Am.Med. Inform. Assoc. 24 (6), 1211–1220. https://doi.org/10.1093/jamia/ocx068.

Linn, L.A., Koo, M.B., 2016. Blockchain for health data and its potential use in health it and health care related

research. In: ONC/NIST Use of Blockchain for Healthcare and Research Workshop. ONC/NIST, Gaithers-

burg, MD, United States, pp. 1–10.
MedRec-m, 2020. You Personal Electronic Health Record. https://medrec-m.com/. (Accessed 30 June 2020).

MedShare, 2020.We Improve the Quality of Life of People and Our Planet. https://www.medshare.org/. (Accessed

30 June 2020).

Mettler, M., 2016. Blockchain technology in healthcare: the revolution starts here. In: 2016 IEEE 18th Interna-

tional Conference on e-Health Networking, Applications and Services (Healthcom), September,

pp. 1–3, https://doi.org/10.1109/HealthCom.2016.7749510.

Neo-project, 2020. Neo Smart Economy. https://neo.org/. (Accessed 29 June 2020).

Neurogress, 2020. https://neurogress.site/. (Accessed 30 June 2020).

273References

http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0035
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0035
https://blockgeeks.com/guides/blockchain-in-healthcare/
https://blockgeeks.com/guides/blockchain-in-healthcare/
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0045
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0050
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0050
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0050
https://coinmarketcap.com/
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0060
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0060
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0065
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0065
https://doi.org/10.22215/timreview/1111
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0075
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0075
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0080
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0080
https://www.healthbank.coop/
https://ethereum.org
https://qtum.org/en
https://www.illumina.com/systems/sequencing-platforms/hiseq-x.html
https://www.illumina.com/systems/sequencing-platforms/hiseq-x.html
https://doi.org/10.7910/DVN/QTG0EP
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0095
https://doi.org/10.1016/S0197-4572(81)80089-4
https://doi.org/10.1016/S0197-4572(81)80089-4
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0105
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0105
https://doi.org/10.1093/jamia/ocx068
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0115
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0115
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0115
https://medrec-m.com/
https://www.medshare.org/
https://doi.org/10.1109/HealthCom.2016.7749510
https://neo.org/
https://neurogress.site/


Nugent, T., Upton, D., Cimpoesu, M., 2016. Improving data transparency in clinical trials using blockchain smart

contracts. F1000Research 5. https://doi.org/10.12688/f1000research.9756.1.

OhioT1DM Dataset, 2020. http://smarthealth.cs.ohio.edu/OhioT1DM-dataset.html. (Accessed 20 October 2020).

Plotnikov, V., Kuznetsova, V., 2018. The prospects for the use of digital technology ‘blockchain’ in the pharma-

ceutical market. In: MATEC Web of Conferences, vol. 193, p. 02029, https://doi.org/10.1051/matecconf/

201819302029.

A. Pradeep, n.d. Deploying popular blockchain solutions in healthcare.

Puppala, M., He, T., Yu, X., Chen, S., Ogunti, R., Wong, S.T., 2016. Data security and privacy management in

healthcare applications and clinical data warehouse environment. In: 2016 IEEE-EMBS International Confer-

ence on Biomedical and Health Informatics (BHI), pp. 5–8.
SecuringIndustry, April 27, 2016. Applying Blockchain Technology to Medicine Traceability. https://www.

securingindustry.com/pharmaceuticals/applying-blockchain-technology-to-medicine-traceability/s40/a2766/.

(Accessed 30 June 2020).

Stagnaro, C., 2017. White Paper: Innovative Blockchain Uses in Health Care. Freed Associates.

WHO, 2020. Growing threat from counterfeit medicines. WHO. https://www.who.int/bulletin/volumes/88/4/10-

020410/en/. (Accessed 30 June 2020).

Wikipedia, June 20, 2020. Cryptocurrency. (Online). Available from: https://en.wikipedia.org/w/index.php?

title¼Cryptocurrency&oldid¼963524592. (Accessed 29 June 2020).

Xia, Q.I., Sifah, E.B., Asamoah, K.O., Gao, J., Du, X., Guizani, M., 2017. MeDShare: trust-less medical data shar-

ing among cloud service providers via blockchain. IEEE Access 5, 14757–14767.
Yang, H., Yang, B., 2017. A blockchain-based approach to the secure sharing of healthcare data. Nisk J., 100–111.
Yli-Huumo, J., Ko, D., Choi, S., Park, S., Smolander, K., 2016. Where is current research on blockchain technol-

ogy?—a systematic review. PLoS One 11 (10), e0163477.

Zafar, F., Rajnish, R., 2012. Application of blockchain technology in securing healthcare records. CSI Commun.

Zhang, M., Ji, Y., 2018. Blockchain for healthcare records: a data perspective. PeerJ. https://doi.org/10.7287/peerj.

preprints.26942v1. Preprints.

Zhou, L.,Wang, L., Sun, Y., 2018.MIStore: a blockchain-basedmedical insurance storage system. J.Med. Syst. 42

(8), 149. https://doi.org/10.1007/s10916-018-0996-4.

274 Chapter 15 Blockchain technology in smart healthcare

https://doi.org/10.12688/f1000research.9756.1
http://smarthealth.cs.ohio.edu/OhioT1DM-dataset.html
https://doi.org/10.1051/matecconf/201819302029
https://doi.org/10.1051/matecconf/201819302029
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0150
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0150
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0150
https://www.securingindustry.com/pharmaceuticals/applying-blockchain-technology-to-medicine-traceability/s40/a2766/
https://www.securingindustry.com/pharmaceuticals/applying-blockchain-technology-to-medicine-traceability/s40/a2766/
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0160
https://www.who.int/bulletin/volumes/88/4/10-020410/en/
https://www.who.int/bulletin/volumes/88/4/10-020410/en/
https://en.wikipedia.org/w/index.php?title=Cryptocurrency%26oldid=963524592
https://en.wikipedia.org/w/index.php?title=Cryptocurrency%26oldid=963524592
https://en.wikipedia.org/w/index.php?title=Cryptocurrency%26oldid=963524592
https://en.wikipedia.org/w/index.php?title=Cryptocurrency%26oldid=963524592
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0175
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0175
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0180
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0185
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0185
http://refhub.elsevier.com/B978-0-12-821777-1.00001-X/rf0190
https://doi.org/10.7287/peerj.preprints.26942v1
https://doi.org/10.7287/peerj.preprints.26942v1
https://doi.org/10.1007/s10916-018-0996-4


CHAPTER

Prediction of leukemia by
classification and clustering
techniques

16
Kartik Rawala, Advika Parthvia, Dilip Kumar Choubeyb, and Vaibhav Shuklac

School of Computer Science and Engineering, Vellore Institute of Technology, Vellore, Tamil Nadu, IndiaaDepartment of

Computer Science & Engineering, Indian Institute of Information Technology, Bhagalpur, Indiab Tech Mahindra Ltd.,

Mumbai, Maharastra, Indiac

Chapter outline

1 Introduction ................................................................................................................................... 275

2 Motivation ..................................................................................................................................... 276

3 Literature review ............................................................................................................................ 276

4 Description of proposed system .......................................................................................................282

4.1 Introduction and related concepts ................................................................................... 282

4.2 Framework for the proposed system ................................................................................. 283

5 Simulation results and discussion ...................................................................................................288

6 Conclusion and future directions .....................................................................................................293

References ........................................................................................................................................ 293

1 Introduction
Leukemia is a cancerous growth of abnormal white cells that destroys the blood and bone marrow.

Leukemia is classified by the kind of white blood cells influenced and by how rapidly the illness ad-

vances. Lymphocytic leukemia (otherwise called lymphoid or lymphoblastic leukemia) is created in

the white blood cells called lymphocytes in the bone marrow. Myeloid (otherwise called myelogenous)

leukemia may likewise begin in white blood cells other than lymphocytes, or in red blood cells

and platelets.

Based on how rapidly it advances or deteriorates, leukemia is called either acute (quickly devel-

oping) or chronic (slow-developing). Acute leukemia advances rapidly, causing the aggregation of ju-

venile, functionless cells in the bone marrow. With this sort of leukemia, cells recreate and develop in

the marrow, diminishing the marrow’s capacity to deliver enough normal blood cells. Chronic
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leukemia advances more gradually and results in the aggregation of generally develop, yet at the same

time anomalous, white blood cells.

In diagnostic and prediction software for leukemia, different algorithms, such as support vector ma-

chine (SVM), k-nearest neighbor (k-NN), k-means, and fuzzy c-means, are implemented on datasets

related to leukemia to find those having the best accuracy and the least time complexity, in order to

make diagnosis faster, easier, and more accurate. This chapter uses the Konstanz Information Miner

(KNIME) platform and other relevant software to implement and compare various algorithms to find

the best one. Our future work will deal with analysis of leukemia patients in and around a specific area.

We will specify the area having the greatest number of leukemia patients, to assist in planning, since

providing a plan for the diagnosis and treatment of cancers is a key component of any overall cancer

control plan. Providing doctors, equipment, and appropriate medication where it is most required, in-

stead of distributing these resources randomly, is an important factor.

The chapter objective is to achieve better prediction of leukemia, which is a serious disease that can

be cured if treated in earlier stages. The analysis of blood samples is typically done manually to de-

termine if there are any abnormalities in the sample that are indicative of disorders. It is very beneficial

for patients to be diagnosed at earlier stages, so they have a possibility of being cured. The mortality

rate in India can be reduced to a certain extent if people with leukemia are treated earlier, so their dis-

ease does not prove to be fatal. If an efficient technique can be developed for the prediction of leukemia,

then it will be easier for physicians to diagnose it.

The rest of the chapter is arranged as follows: motivation is stated in Section 2, a literature review is

elaborated in Section 3, a description of the proposed system is provided in Section 4, simulation results

and a discussion are given in Section 5, and conclusions and future directions are discussed in Section 6.

2 Motivation
Leukemia is a type of cancer that affects the bone marrow and is considered to be fatal. In spite of

advancements in science and technology, a microscopic examination of a blood smear still remains

the standard and hence most economical method for leukemia diagnosis. The technique for manual

examination relies upon pathologists, that is, their experience, mental status, individual issues, etc.

Thus these components can all influence the results. Due to these factors, there needs to be a viable

computerized framework for screening of leukemia that yields significantly improved results. More-

over, computerized systems, when contrasted with manual analysis, can increase the precision and the

speed of diagnosis. This will assist specialists in treating the disease.

3 Literature review
The authors have carried out a rigorous analysis and study of many research articles based on leukemia

with particular focus on classification and clustering algorithms.

Since clustering and classification techniques are now being used in every medical field to obtain

better outcomes, this chapter therefore emphasizes these techniques. A group of researchers (Choubey

and Paul, 2015; Choubey and Paul, 2016a, b; Choubey and Paul, 2017a, b; Choubey et al., 2017;

Choubey et al., 2018; Choubey et al., 2019a, 2019b; Choubey et al., 2020a; Kumar et al., 2020a) have
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implemented many software computing and computational intelligence methods for the prediction of

diabetes. Researchers have also compared and analyzed their proposed algorithms with several existing

algorithms on real-world diabetes datasets. They have evaluated the performance of each algorithm

and have also discussed the future directions. In this way, Sharma et al. (2020) have discussed com-

putational intelligence techniques for the identification of breast cancer; Parthvi et al. (2020) have done

a comparative analysis using machine learning and data-mining techniques for leukemia; Pahari

and Choubey (2020) have done a comparative analysis using soft computing approaches for leukemia;

Kumar et al. (2018b) and Kumar et al. (2020b) have used multichannel FLANN and cat swarm

optimization-based FLANN to eliminate noise from ultrasound images; Srivastava and Choubey

(2020), Kumar et al. (2019), and Srivastava and Choubey (2019) have used, analyzed,

and compared machine-learning and data-mining techniques for the classification of heart disease,

using soft computing; Bala et al. (2017) and Bala et al. (2018) have analyzed and compared soft com-

puting, data mining, and machine-learning techniques for the prediction of thunderstorms

and lightning.

Dash et al. (2012) provided a comparison between dimensional reduction techniques like the hybrid

feature selection scheme and partial least squares method. In this analysis, the relative performance of

four different supervised classification procedures, including radial basis function network (RBFN),

was evaluated. The results presented in the paper showed that the appropriate feature selection method

was a partial least squares regression method, and a combined use of different classification and feature

selection approaches made it possible to construct high-performance classification models for

microarray data.

Chandrasekar et al. (2013) have presented an effective classificationmethod. After analyzing differ-

ent classification algorithms, they choose six classifiers based on simulation performance and the results

showed that the random tree classifier algorithm achieved an overall classification accuracy of 98%.

Priyanga and Prakasam (2013) proposed a system called a data mining-based cancer prediction

system. The main aim of this model is to give earlier warnings to patients, and it is also of both time

and cost benefit to the user. This model predicts specific cancer risk. The system was validated by

comparing the patient’s prior medical records with the predicted result given by the model,

and also this system was analyzed using the WEKA tool. This prediction system is available online.

Suji and Rajagopalan (2013) used the oral datasets of many cancer and noncancer patients; the col-

lected data was preprocessed for duplicate and missing data. Then various classification algorithms

were applied on this preprocessed dataset. The performance of all the algorithms was then analyzed.

The obtained result clearly showed that for the C4.5 algorithm, the classification rate reached almost

100%, while the classification rate of the random tree algorithm and MPNN was near 98.7%

and 99.5%, respectively.

Sivaraman et al. (2014) proposed a blood cancer prediction system by using a statistical approach

with a fuzzy inference system and a feed-forward back-propagation neural network. Their system was

implemented on a huge set of test data, and was utilized to analyze the outcomes. The proposed blood

cancer prediagnosis system offered significant accuracy, sensitivity, and specificity.

Shouval et al. (2015) proposed a machine-learning algorithm that is part of the data mining (DM)

approach, which may serve for transplantation-related mortality risk prediction. In the case of acute

lymphocytic leukemia (ALL), the alternate decision tree model provides a robust tool for risk evalu-

ation of patients with this disease. This method has proved useful for clinical prediction in hematopoi-

etic stem-cell transplantation.
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Daqqa et al. (2017) presented a study that predicted the existence of leukemia by determining the

relationship of blood properties and leukemia to gender, health status of patient, and the age factor,

using data mining identified for blood cancer classification of k-nearest neighbor (k-NN), decision tree

(DT), and support vector machine (SVM). The study was performed on a dataset of about 4000 patients

and the results of the study showed that the decision tree algorithm had the highest percentage in com-

parision with the other two algorithms. Through this study, it is also clear that the DT classifier obtains

properties regarding other attributes such as cities (eastern regions) that are most vulnerable to

leukemia.

Kumar et al. (2018a), using python as a key tool and k-nearest neighbor (k-NN) and naı̈ve Bayes

classifiers, depicted acceptable performance for the classification of acute leukemia by acquiring mi-

croscopic test images.

Panda and Vihar (2016) have used bioinformatics datasets for understanding the effectiveness of a

proposed classification, concluding the effectiveness of the proposed approach of combining DCNN by

comparing it with an FRF classifier and with the other available research in the relevant domain; they

highlight the future scope of the research in their conclusions.

Vasighizaker et al. (2019) used a one-class classification support vector machine (OCSVM)

method to classify an acute myeloid leukemia (AML) cancer dataset. The researchers have claimed

that, compared with the traditional methods, their proposed method’s experimental results indicate

superiority.

Warnat-Herresthal et al. (2020) proposes a data-driven high-dimensional approach in the prediction

of leukemia. The approaches used in the study are highly scalable with low marginal cost, essentially

matching human expert annotation in a near-automated workflow. The results of the study show that a

machine-learning approach with transcriptomics can be used as a part of an integrated omics approach

where, in the risk prediction of leukemia, different diagnoses are achieved by genomics, while on the

other hand the diagnosis could be assisted by transcriptomic-based machine learning.

Table 1 provides a thorough analysis of different research articles. In the table we have presented

the different techniques, datasets, tools used, advantages, issues, and accuracy for cancer diseases.

Table 1 Summary of existing works concerning leukemia.

Authors

with year Datasets

Techniques

used

Tool

used Advantages Issues Accuracy

(Kumar

et al., 2018a)

Acquired digital

data:

Microscopic

test images

K-nearest

neighbor

(k-NN) and

naı̈ve Bayes

classifier

Python The outcomes

show that the

calculation

proposed

accomplishes a

worthy

exhibition for

the analysis of

intense

lymphocytic

leukemia

Absence of forecast

model improvement

rules, I clung to an

exacting

methodologic head

80%
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Table 1 Summary of existing works concerning leukemia—cont’d

Authors

with year Datasets

Techniques

used

Tool

used Advantages Issues Accuracy

(Escalante

et al., 2012)

Real data such

as ALL/AML

dataset

Two Bayesian

classification

methods,

which

incorporate

feature

selection, for

the

classification

of gene

expression data

derived from

cDNA

microarrays

– EPSMS is an

exceptionally

powerful

strategy for the

computerized

development of

troupe

classifiers for

acute leukemia,

which requires

no noteworthy

client mediation

There are still some

open issues that call

for further

examination. One

issue is the

determination of a lot

of classifiers for

making a gathering

97.68%

(Shouval

et al., 2015)

Source not

provided.

The alternating

decision tree

(ADT)

algorithm

– The substituting

choice tree

model provides

a strong

instrument for

the chance

assessment of

patients with AL

before HSCT

Absence of

expectation model

advancement

guidelines, I clung to

exacting

methodologic

principals, as

opposed to the EBMT

and HCT-CI scores

70%

(Li et al.,

2016)

The proposed

method was

tested on 130

ALL images

taken from ALL

IDB

Complete

methodology is

based on the

dual-threshold

algorithm

– Proposed a

double limit

strategy for

segmenting

white blood cells

from acute

lymphoblastic

leukemia images

White blood cell

division, which

assumes a significant

job in programmed

cell morphology

investigation remains

a difficult issue in

view of the

morphological

variety of WBCs and

the mind-boggling

foundation of blood

tiny pictures

97.85%

(Sewak

et al., 2009)

ALL and AML

using the

microarray gene

expression data

The heuristic

nature of

machine-

learning

algorithms

– The advisory

group, through a

lion’s share

casting a ballot,

effectively

ordered an

aggregate of 34

of the 35

approval

informational

collections,

Absence of various

kinds of

informational indexes

utilized

97%

Continued
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Table 1 Summary of existing works concerning leukemia—cont’d

Authors

with year Datasets

Techniques

used

Tool

used Advantages Issues Accuracy

yielding an

exactness of

97.14% for the

three-class

characterization

issue

(Abdeldaim

et al., 2018)

ALL-IDB1 and

ALL-IDB2

K-NN is used

for

classification

Python Acceptable in

terms of the

segmentation

performance as

the accuracy of

all classifiers,

especially k-NN,

which achieved

the best

accuracy

The shape features

cannot be trusted

because of sensitivity

to segmentation

errors. These features

integrate together

with regional

features, which are

less susceptible to

errors

91%

(Vald�es
and Barton,

2004)

The dataset

utilized has

7129 qualities

where patients

are isolated into

a preparation set

containing 38

bone marrow

tests

K-means

algorithm, with

a Boolean

reasoning

algorithm

– Representation

additionally

clarified the

conduct of the

neural system

models and

recommends the

potential for the

presence of

better

arrangements

The outcomes clarify

the conduct of the

neural system models

and propose the

potential for the

presence of better

arrangements

95%

(Do

and Byrd,

2015)

The outcomes

from mass

cytometry were

contrasted and

clinical stream

cytometry

information,

and the

techniques

Wrath

profoundly

reliable

K-means

algorithm

Python A bewildering

amount of data

was managed

from one lot of

bone marrow

suctions

An astonishing

amount of

information was

gathered and can be

used for future

development

96%

(Panda

and Vihar,

2016)

Uses

bioinformatics

datasets for

understanding

the

effectiveness of

our proposed

classification. It

uses

arrhythmia,

leukemia,

The goal is to

develop an

efficient

machine

learning

algorithm that

can help to

speed up the

classification

process and

address the

Python We conclude

with the

effectiveness of

our proposed

approach of

combining

DCNN with

FRF classifier

compared with

other available

research in the

Lack of different type

of datasets used

93.7%
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Table 1 Summary of existing works concerning leukemia—cont’d

Authors

with year Datasets

Techniques

used

Tool

used Advantages Issues Accuracy

lymphoma, and

prostate cancer

datasets for

experimentation

memory

constraints

effectively

relevant domain

and highlight the

future scope of

research

(Shafique

and Tehsin,

2018)

The dataset

used is from

Alex-Net

Zack algorithm

is used for each

segmentation

of leukocytes,

SVM classifier

– Robotized

diagnosing

framework may

assist in early

diagnosing of

leukemia so it is

very well may

be dealt with

viably

The speed and

workingmodel can be

expanded

99.5%

(Fuse et al.,

2019)

Niigata Group,

Nagaoka Group

dataset

The alternating

decision tree

(ADTree)

algorithm is

used for this,

one component

of the

machine-

learning (ML)

approach based

on artificial

intelligence

(AI)

– The current

outcomes

demonstrate that

ML, for

example,

ADTree, will

add to the

decision-making

procedure in the

expanded

allo-HSCT field

and be valuable

for forestalling

leukemia relapse

The drawback of the

current examination

is that the volume of

patient information

for ADTree to learn

was generally small

90%

(Wang et al.,

2005)

Microarray

dataset (Source

not provided)

Feature

selection

algorithm

– These AI

calculations are

actualized in

IKA, a freely

accessible

open-source

programming

bundle. This

product can be

utilized by both

experienced and

inexperienced

clients

Because of their high

computational costs,

it is difficult to

consolidate wrappers

with some AI

calculations, for

example, SMO

85%

(Choudhury

et al., 2013)

Source not

provided

Classification,

Clustering

algorithms,

Soft computing

techniques

– It demonstrates

that all public

gene expression

data are

potentially

useful for drug

discovery

Lack of different

types of datasets used

90%

Continued



The results presented in the study show that, with existing technologies, it is potentially possible to

achieve good performance in a near-automated fashion.

4 Description of proposed system
The proposed system is described in the following subsections.

4.1 Introduction and related concepts
Leukemia is a cancerous growth of abnormal white cells that damages the blood and bone marrow.

Leukemia is classified by the type of white blood cells influenced and by how rapidly the illness ad-

vances. Lymphocytic leukemia (otherwise called lymphoid or lymphoblastic leukemia) appears in the

white blood cells, called lymphocytes, in the bone marrow. Myeloid (otherwise called myelogenous)

leukemia may likewise begin in blood cells other than lymphocytes, such as red blood cells and

platelets.

Based on how rapidly it appears or advances, leukemia is called either acute (quickly developing) or

chronic (slow-developing). Acute leukemia advances quickly and brings about the aggregation of ju-

venile, nonfunctioning blood cells in the bone marrow. With this sort of leukemia, cells recreate and

develop in the marrow, diminishing the marrow’s capacity to deliver enough functional blood cells.

The diagnosis of leukemia typically relies on the complete blood count (CBC), in which physicians

check the complete count of white blood cells, red blood cells, and platelets. This complete blood count

test can show leukemia cells, but often this is not adequate for physicians to confirm that the patient has

leukemia. Other techniques are used, including bone marrow aspiration and microscopic examination

of blood smears. However, all these manual methods require much effort and time. Additionally, ex-

tensively trained therapeutic experts are required to carry out this type of inspection. Despite what

might be expected, computerized demonstrative frameworks can address these issues of manual

Table 1 Summary of existing works concerning leukemia—cont’d

Authors

with year Datasets

Techniques

used

Tool

used Advantages Issues Accuracy

(Hassane

et al., 2008)

The microarray

gene expression

data was

obtained from

the National

Centre for

Biotechnology

Information

(NCBI) Gene

Expression

Omnibus

(GEO)

Isolation of

CD34 AML

total RNA,

Microarray

hybridization

and analysis,

Acquisition

and processing

of public

microarray

data, Query of

the GEO data

– It demonstrates

that data are

potentially

useful for drug

discovery and

can be accessed

by any

investigator with

the appropriate

computational

tools

Speed of prediction

and visualization is

too slow

90%
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analysis. In addition, they can lessen the need for medical experts and can give exact and viable out-

comes as compared to manual diagnosing (Table 2).

An acute myeloid leukemia dataset has been used for the analysis. The myeloid dataset is available

in (Picostat, 2018) and is also found in the R package. This dataset includes seven features, including

class, and 646 instances or samples. The death feature is a class (two), where 1 indicates fulltime is a

death, 0 for sensoring.

4.2 Framework for the proposed system
The authors have used the KNIME platform in implementing this work. It is an open-source plat-

form that has many functionalities, including data mining, statistics, etc. It also helps in analyzing

the results by plotting line graphs, bar graphs, etc. There are many functionalities accessed by drag

and drop to the workspace or by double clicking to select. Using KNIME, we configured the func-

tion and executed it. First, we selected the dataset by browsing files on the system. The other option

is that.csv files can be directly exported to the software and then they can be executed. Next the

Partitioning tool was used to partition the data in 70:30 for classification methods like SVM and k-

NN, and we also applied clustering algorithms like k-means and fuzzy c-means where data parti-

tioning was not needed.

The proposed work consists of two phases: Phase I deals with the collection and visualization of

datasets and Phase II deals with machine learning and data mining techniques for the prediction of

leukemia.

In Fig. 1, it can be observed that the dataset has been collected online. First, we start or run the

software and then import the collected online dataset. To perform the classification algorithms,

we need to partition the dataset where clustering algorithms are not needed. In this work, SVM

and k-NN were used for classification algorithms, whereas k-means and fuzzy c-means have been

used as clustering algorithms. Finally, this algorithm predicts leukemia and our software work is

finished.

The classification algorithms are briefly explained in the following paragraphs (Fig. 2).

Table 2 Descriptions of acute myeloid leukemia dataset.

Number of

features Name of features/attributes

Number of instances/

samples

Number of

class

7 1. Subject identifier (id) 646 2

2. Treatment arm A or B (trt)

3. Time to death or last follow-up (futime)

4. 1 if fulltime is a death, 0 for censoring

(death)

5. Time to hematopoietic stem cell

transplant (txtime)

6. Time to complete response (crtime)

7. Time to relapse of disease (rltime)
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FIG. 1

Block diagram of proposed methodology.

FIG. 2

Basic architecture of linear SVM.
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4.2.1 Support vector machine
Vladimir N. Vapnik and Alexey Ya. Chervonenkis invented the SVM algorithm in 1963. Corinna

Cortes and Vapnik’s current standard incarnation (soft margin) was proposed in 1993

and published in 1995. The objective of the SVM algorithm is to find a hyperplane that best separates

points in a hypercube. The nearest instances on either side of the boundary are called support vectors.

The basic architecture of linear SVM is shown as:

The algorithms for SVM are noted as:

ALGORITHM
1. SVM finds the widest street (plane) between the nearest points on either side. It may not be possible to obtain a hard

decision boundary that clearly segregates the points.

2. Hard margin classifier is sensitive to outliers, one or more data points which are on the other side of the classifi-

cation boundary.

3. Soft margin classifiers allow some violations of the decision boundary.

4. Smart transformation resolves many such cases, known as kernel tricks.

5. Decision boundary equation can be written as w1x1 + w2x2 + b, where w1, w2, b are model parameters.

6. The training process of SVMclassification will determine the values ofw1x1 + w2x2 + b. So for any reviews, wewill

have the values of x1 and x2.

7. The decision plane will separate points based on whether w1x1 + w2x2 + b is equal to or greater than 0.

4.2.2 K-nearest neighbor
K-NN was introduced by Fix and Hodges in 1951. K-NN is a simple, powerful, nonparametric, lazy

learning method utilized for classification. In the beginning of the 1970s, k-NN was being used in sta-

tistical estimation and pattern recognition. The same algorithm was used by Choubey et al. (2020b) for

the classification of diabetes (Fig. 3).

ALGORITHM
Let m be the number of training data samples. Let p be an unknown point.

1. Store the training samples in an array of data points arr[]. This means each element of this array indicates a tuple

(x, y).
2. for i ¼ 0tom:

Calculate Euclidean distance d(arr[i],p).
3. Make set S of K smallest distances obtained. Each of these distances corresponds to an already classified data point.

4. Return the majority label among S.

The clustering algorithms are noted as:

4.2.3 K-means clustering
K-means clustering is an algorithm used to group the objects based on features into K number of

groups. It works on an unlabeled dataset (unsupervised machine learning) (Fig. 4).

K-means will split a dataset into K clusters:

• Where each observation in Ki is as similar to the others in that cluster as possible.

• Where the data in Ki is as different as possible from the other clusters within K1………….N.
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K-means clustering is an exploratory data analysis technique. The algorithms for k-means clustering

are noted as:

ALGORITHM
Step 1. Take mean value (random).

Step 2. Find nearest number of mean and put in cluster.

Step 3. Repeat steps 1 and 2 until we get the same value.

4.2.4 Fuzzy c-means clustering
Dunn created the fuzzy C-means clustering method in 1973 and it was improved by Bezdek in 1981. It

is commonly utilized in design acknowledgments. It depends on minimization of the accompanying

target work:

Jm ¼
XN
i¼1

XC
j¼1

umij xi� cj
�� ��2, 1�m<∞

FIG. 3

Flowchart for K-nearest neighbor algorithm.
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where m is any real number greater than 1, uij is the degree of membership of xi in the cluster j, xi is the
ith of d-dimensional measured data, cj is the d-dimension center of the cluster, and k ∗ k is any norm

expressing the similarity between any measured data and the center. Fuzzy partitioning is carried out

through an iterative optimization of the objective function shown previously, with the update of mem-

bership uij and the cluster centers cj by:

uij ¼ 1Xc
k¼1

xi� cj
xi� ck

����
����

� �
2

m�1

where

cj ¼

XN
i¼1

umij :xi

XN
i¼1

umij

This iteration will stop when maxij{juij(k+1) � uij
k j} < ε, where εis a termination criterion between

0 and 1, whereas k are the iteration steps. This procedure converges to a local minimum or a saddle

point of Jm.

FIG. 4

Flowchart for K-means algorithm.
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5 Simulation results and discussion
Every study must start with accurate data analysis. The myeloid dataset was used for the analysis,

which is also available in R packages.

The performance evaluations of the classification algorithms used for leukemia are given in

Table 3.

In Table 3, it may be observed that SVM performs better than k-NN classification algorithms.

The performance evaluations of the clustering algorithms used for leukemia are given in Table 4.

In Table 4, it may be observed that fuzzy c-means performed better than the k-means algorithm.

Now for the analysis of clustering and classification methods as shown in the following figures.

Fig. 5 shows estimates of victims.

In Fig. 5, the number of patients all over the country in different states are clearly visible. Also,

different graphs have been created that give an idea of the demographics of leukemia.

Fig. 6 indicates the spread of leukemia across different states in the United States.

Fig. 7 shows the overall summary of the analysis of leukemia.

Fig. 7 depicts the overall summary of the data analysis report, including doctors required average

rate of get infected and many more can be understood by the picture.

Fig. 8 indicates the pivot table for the myeloid dataset.

In Fig. 9, the basic workflow of k-means and fuzzy c-means clustering methods is clearly visible.

In Figs. 10 and 11, we may clearly see k-means clustering results with different numbers of clusters.

Fig. 12 represents the clusters formed by the fuzzy c-means method.

In Fig. 12, six clusters have been formed and respectively show “futime.” From this figure we can

see that the clusters are forming wave-like patterns.

Table 3 Performance evaluation of classification algorithms for leukemia.

Dataset Algorithms Sensitivity/recall Precision F-Measure

Myeloid dataset SVM 0.9746 0.9746 0.9746

K-NN 0.9570 0.9570 0.9570

Table 4 Performance comparison of clustering algorithms for leukemia.

Dataset Algorithm F-Measure

Myeloid dataset K-means 0.819

Fuzzy c-means 0.829
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FIG. 5

Different graphs showing estimates of victims.

FIG. 6

United States map showing leukemia spread across different states.
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FIG. 7

Overall summary of leukemia analysis.

FIG. 8

Pivot table for myeloid dataset.
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FIG. 9

Basic work flow diagram.

FIG. 10

K-means clustering plot 1.



FIG. 11

K-means clustering plot 2.

FIG. 12

Fuzzy c-means clustering for six clusters.



6 Conclusion and future directions
We have applied various algorithms to determine which one is most efficient in the diagnosis of leu-

kemia. Results are shown in both graphical as well as tabular forms for the various algorithms that have

been applied to leukemia. The KNIME was used to apply the algorithms and find an appropriate result

for the classification and clustering methods of leukemia. The performance is different in each case and

we have tried to find the most efficient algorithm for the diagnosis of leukemia. We have also studied

the performance of various existing algorithms that have been used previously by fellow researchers. In

this chapter we have utilized SVM and k-NN for classification and k-means and fuzzy c-means for

clustering. Both the classification and clustering methods have been used in the prediction of leukemia.

The future directions for researchers are to deploy different deep-learning architectures for predic-

tion of leukemia and compare these architectures to find those that perform best. We may also deploy

deep-learning architectures for larger samples of datasets. Another future direction for researchers is

the design of an automated detection system for leukemia blood cancer.
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1 Introduction
Epilepsy is an onerous disorder that causes repetitive seizures in the central nervous system. Epilepsy

affected a sizeable population across the globe (Thijs et al., 2019). The analysis of the frequency, se-

verity, and duration of the seizures are indispensable in epilepsy treatment. Among various brain scan-

ning techniques, electroencephalogram (EEG) has been extensively used because of its high temporal

resolution and low cost (Tatum et al., 2018). Long-term clinical examination is essential in most of the

epilepsy cases for effective diagnosis and treatment. Manual analysis of long-term EEG recorded as

part of the clinical examination is a burdensome process and error prone. Many machine learning

methods have been proposed during the past decades to automate the process of EEG analysis.

The EEG signals produced by the brain are nonlinear and chaotic in nature. Most of the machine

learning methods require a large amount of data and much calculation time to analyze complex EEG

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00005-7
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signals. Dimensional complexity is mainly used to analyze the complex EEG signals. Generally, the

dimensional complexity is obtained in phase space, which is only suitable to analyze long-duration

events (Accardo et al., 1997). Since the seizure events are brief and in the time domain, fractal dimen-

sion (FD)-based features can be used for effective analysis of EEG. The ability of FD to analyze the

irregular or complex shapes will help to characterize epileptic EEG efficiently (Lopes

and Betrouni, 2009).

Manymethods in literature utilized FD-based features to analyze EEG signals for various tasks. These

tasks include the studyofhumanEEGresponses to odors (Şeker and €Ozerdem, 2018), depressiondetection

(Mohammadi et al., 2019), analysis of states of consciousness and unconsciousness (deMiras et al., 2019),

detection of Alzheimer’s disease (Al-Nuaimi et al., 2017; Smits et al., 2016), sleep analysis (Asirvadam

et al., 2018; Liaw et al., 2017; Al-Salman et al., 2018), emotional recognition (Xu et al., 2019; Ruiz-Padial

and Ibáñez-Molina, 2018), and motor imagery analysis (Liu et al., 2017). The FD-based features are also

widely used for seizure/epilepsy detection problems.Wijayanto et al. (2019b) extracted Katz FD features

from subbands of EEG signals for epilepsy identification. In another work of the same authors, they have

extracted Higuchi FD along with Katz FD in the same way and achieved improved results (Wijayanto

et al., 2019a). Major bottleneck with this method is the subband decomposition. The algorithm will be

more suitable in real-time systems if it extract features from the original signal instead of subbands.

Sharma and Pachori (2017) utilized tunable-Qwavelet transform (TQWT) to decompose the signal to var-

ious subbands and extracted Higuchi FD from these subbands to detect epileptic seizures. Dautov

and €Ozerdem (2018) also used Higuchi FD in their work. An important study by Abdulhay et al.

(2017) utilized Higuchi FD with wavelet-based entropy features and higher-order spectra features for ef-

fective identification of epilepsy. Moctezuma and Molinas (2020a) extracted Higuchi and Petrosian FD

from intrinsic mode function (IMFs) obtained by empirical mode decomposition (EMD). Authors

extractedTeager and instantaneous energyandDFA features alongwithFDandused for seizure detection.

In the recent work, David et al. (2020) used multifractal detrended fluctuation analysis and Hurst

exponent with FD to study the characteristics of EEG signals of epileptic patients. Wijayanto et al.

(2020) extracted Higuchi FD from various EEG subbands (such as delta, theta, alpha, beta,

and gamma) for classifying ictal and interictal EEG signals. Higuchi FD feature is also utilized in an-

other work by Choubey and Pandey. Authors also extracted sample entropy with FD (Choubey

and Pandey, 2020). Upadhyaya et al. (2019) used Higuchi FD to determine focal epilepsy by analyzing

EEG signals. Similarly, Chakraborty et al. (2019) extracted FD features from DWT and used for clas-

sifying normal, interictal, and ictal states of epilepsy with statistical and nonlinear features. In another

work, FD features are extracted from EMD and DWT used to maximize the classification result by

reducing the number of channels (Moctezuma and Molinas, 2020b). In a focal identification work,

Dalal et al. (2019) decomposed EEG signal into various subbands using flexible analytic wavelet trans-

form prior to FD feature extraction.

The common factor in all studies is exposed as none of the works used FD feature alone for epilepsy

detection. The works either used various features along with the FD or extracted from different trans-

formed domains like EMD or DWT for enhanced results. The FD features extracted from the time do-

main will reduce the extraction time by avoiding further transformations. Moreover, the individual

performance of various FD features to detect seizures is rarely studied in literature and is highly re-

quired for forthcoming research. In-depth understanding of the individual performance of FD features

will ease the implementation of real-time seizure detection systems. Furthermore, it opens the door for

future research.
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In this work, the seizure detection efficiency of three widely used FD feature extraction methods,

such as Katz, Higuchi, and Petrosian, is compared. One of the universally accepted epilepsy EEG data-

set named as Bonn EEG dataset is considered for all experiments. The remaining sections of this chap-

ter are organized as follows: Section 2 describes the details of three FD techniques. A brief description

of the dataset is given in Section 3. The experimental setup of the study is explained in Section 4, and -

Section 5 presents the results with discussions. Section 6 will conclude the chapter with future

directions.

2 Fractal dimension
The fractals are self-similar patterns which appear across various scales (Lopes and Betrouni, 2009).

FD is a statistical quantity of fractals complexity, which will describe how complex a self-similar pat-

tern is. FD is widely used to characterize chaotic and nonlinear signals because of its ability to extract

the complexity of signals in the time domain (Raghavendra and Dutt, 2010). In this work, three FDs,

such as Katz, Higuchi, and Petrosian, are studied. Brief descriptions of each FD are given in the fol-

lowing sections.

2.1 Katz fractal dimension
The Katz FD is proposed in 1988 by Katz (1988). In this method, the FD (D) of the waveforms can be

estimated as

D¼ logðL=aÞ
logðd=aÞ ¼

logðnÞ
logðnÞ+ logðd=LÞ (1)

where L is the total length of the wave and calculated as the sum of the Euclidean distance between

successive points Pi and Pi+1 in the wave.

L¼
XN
i¼1

EdðPi,Pi + 1Þ (2)

where a is defined as the average of Euclidean distance between successive points in the wave.

a¼ 1

N

XN
i¼1

EdðPi,Pi+ 1Þ (3)

According to this method, n is defined as the number of steps in the wave and computed as n¼ L/a. d is
the diameter of the wave and calculated as the maximum distance between the starting point and any

other points in the wave.

2.2 Higuchi fractal dimension
In Higuchi method (Higuchi, 1988), the FD of the waveform x(n), n¼ 1,2,3,…,N with length N can be

computed with the following steps (Sharma et al., 2017). First, from each wave k subwaves can be

formed as
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xkn ¼fxðnÞ,xðn+ kÞ,xðn + 2kÞ,…,xðn+ pkÞg (4)

where n¼ 1,2,3,…,k, where n is the starting time and k is the interval time. Here, p¼ b(N� n)/kc. The
average length Lkn of the obtained subwaves is calculated as

Lkn ¼

Xbpc
i¼1

jyðn + ikÞ�yðn + ði�1ÞkÞjðN�1Þ

bpck
(5)

Then, the average Lkn for n¼ 1,2,…,k will be calculated and plot the graph of logðLknÞ against

logð1=kÞ. After applying the least-squares linear best-fitting method, the coefficient of linear regres-

sion of the plot will be considered as the FD of the wave (Raghavendra and Dutt, 2010).

2.3 Petrosian fractal dimension
Petrosian method (Petrosian, 1995) computes the FD by transforming the original signal into binary

sequence. The Petrosian FD of a signal xð1Þ,xð2Þ,xð3Þ,…,xðNÞ with length N and suppose

y1,y2,y3,…,yN are series points in the signal, then first binary sequence Zi will be constructed as fol-

lows (Shi, 2018):

zi ¼ 1, xi >meanðyÞ
�1, xi <meanðyÞ

�
, i¼ 1,2,…,N (6)

Then, the total number of sign changes NΔ in the binary sequence is calculated. Then, the Petrosian FD

can be computed as

D¼ log10N

log10N + log10

N

N + 0:4
NΔ

� �
(7)

3 Dataset
A freely available benchmark dataset named as Bonn University EEG dataset is used for all exper-

iments in this work (Andrzejak et al., 2001). Dataset consists of EEG signals from five epileptic

patients and from five healthy subjects. Five sets of EEG signals (each contains 100 signals) are

available in this dataset. Two sets, such as group A and group E, are considered in this study (seizure

vs. nonseizure classification). Signals in group A are collected from healthy subjects in eye-open

state (nonseizure signals) and signals in the group E are collected from epileptic subjects during

seizure activity (seizure signals). Each signal in the dataset is 23.6 s duration and sampled at

173.61 Hz.
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4 Experiments
The capacity of fractal features to discriminate between seizure signals (labeled as E) versus non-

seizure (labeled as N) signal has experimented in this work. As a preprocessing step, signals are first

filtered with sixth-order butter-worth filter to remove unnecessary frequencies. In addition to the

original signals (labeled as x), first and the second derivative of each signal (labeled as x0

and x00, respectively) are constructed as done in Fasil and Rajesh (2019) and considered for feature

extraction along with the original signal. The 23.6 s duration signals are further segmented into 10

nonoverlapping segments (2.36 s each) as suggested in Rajesh et al. (2018). FDs are computed from

all segments and mean FDs across all segments are considered as features. The box plot of extracted

Katz FD, Higuchi FD, and Petrosian FD features are shown in Figs. 1–3, respectively. It can be

clearly seen that the feature is discriminating between seizure and nonseizure effectively. All ex-

periments are carried out in Matlab environment on a Windows system with 4 GB RAM and Intel

core i5 processor.

The features are fed to a well-known classifier support vector machine (SVM) for the classification

of seizure and nonseizure. The performance in various SVM kernels (polynomial, RBF, and linear) is

studied in this work. The decision boundary of SVM classifier in various kernels for Katz FD, Higuchi

FD, and Petrosian FD features is shown in Figs. 4–6, respectively. A pseudo-code for the proposed

epilepsy EEG signal classification method is shown in Algorithm 1.

ALGORITHM 1 PSEUDOCODE FOR PROPOSED EPILEPSY EEG SIGNAL CLASSIFICATION
METHOD.
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FIG. 1

Box plot of Katz FD feature. Box plot of Katz FD feature extracted from original signal (x), first derivative signals (x0),
and second derivative signals (x0 0).

FIG. 2

Box plot of Higuchi FD feature. Box plot of Higuchi FD feature extracted from original signal (x), first derivative

signals (x0), and second derivative signals (x0 0).
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5 Results and discussion
The performance of FD features to discriminate seizure, and nonseizure EEG signals is evaluated with

SVM classifier in various kernels. The result of the experiments in various SVM kernels is given in

Table 1. It is clear that the Petrosian FD features have achieved the highest accuracy of 99.50%. Sim-

ilarly, Petrosian FD features achieved 100% sensitivity in all SVM kernels. Among different kernels,

polynomial kernel produces better results. The performance of Higuchi FD features is better than the

Katz FD feature. In brief, all FD features have produced better results in discriminating seizure

and nonseizure EEG signals. The computation of FD features is also not complicated. The results

obtained in this study suggest that the FD features can be used to characterize epileptic EEG signals

and can be implemented in automated detection systems.

A comparison of the results obtained from this work and previous works in the literature is pre-

sented in Table 2. The results indicate that the method experimented in this work with FD features

are producing promising results.
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FIG. 3

Box plot of Petrosian FD feature. Box plot of Petrosian FD feature extracted from original signal (x), first derivative

signals (x0), and second derivative signals (x0 0).
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FIG. 4

Decision boundary of SVM classifier for Katz FD in various kernels: (A) polynomial; (B) linear; and (C) RBF.
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FIG. 5

Decision boundary of SVM classifier for Higuchi FD in various kernels: (A) polynomial; (B) linear; and (C) RBF.
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FIG. 6

Decision boundary of SVM classifier for Petrosian FD in various kernels: (A) polynomial; (B) linear; and (C) RBF.

Table 1 Classification performance of FD features in SVM classifier with various kernels in

terms of accuracy (Acc), sensitivity (Sen), and specificity (Spec).

SVM

kernels Polynomial RBF Linear

Measures

Acc

(%)

Sen

(%)

Spec

(%)

Acc

(%)

Sen

(%)

Spec

(%)

Acc

(%)

Sen

(%)

Spec

(%)

Katz FD 94.50 97.00 92.57 92.50 94.64 90.93 92.50 97.05 89.71

Higuchi

FD

96.50 97.99 95.49 96.50 99 94.71 97.00 100 94.53

Petrosian

FD

99.50 100 99.05 98.50 100 97.23 97.00 100 94.46
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6 Conclusion
Comparison of three widely used FD-based features such as Katz, Higuchi, and Petrosian is carried out

in this work. More specifically, the capacity of this feature to discriminate seizure and nonseizure EEG

signals has experimented with a benchmark dataset. The results in SVM classifier show that the FD

features are very effective to detect seizure EEG signals. The experiments are carried out in different

kernels of SVM. Among these three FD features, Petrosian-based features in SVM classifier with poly-

nomial kernel produced the highest accuracy. The computational simplicity of FD features will facil-

itate the development of a real-time system with less effort.

In future, in order to generalize, the proposed method will experiment with the various datasets.

Further, the performance of fractal features to predict the chances of seizures prior to the event will

be studied.
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1 Introduction
Most of the DNA sequences possess specific repeated patterns of particular periods and hence the iden-

tification of these repeats plays a significant job to analyze the DNA sequences. There exists an asso-

ciation of repeated patterns with various diseases. It is well known that a string of nucleotides constitute

the DNA sequences. These nucleotides are guanine (G), adenine (A), thymine (T), and cytosine (C).

The respective periodicities exist in DNA sequences because of various nucleotide repeat patterns. The

various biological functionalities of the living organism occur because of these repetitive patterns.

Therefore, detection and analysis of repeated patterns in DNA sequences play a significant role in

the field of biology, medicine, disease diagnosis, and forensic sciences (Gupta and Prasad, 2018).
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The categorization of repeats existing in DNA sequences can be done as tandem and interspersed

repeats, and it has been shown in Fig. 1A and B, respectively.

The tandem repeats (TRs) are the adjacent repeated patterns and interspersed repeats are the non-

adjacent repeated patterns. Tandem repeats are also classified as satellite, minisatellite, microsatellite

TRs, and these are shown in Fig. 2.

The number of copies, location, and pattern of TRs play an important role in the diagnosis of genetic

diseases and cancer identification, etc. (Yin, 2017). TRs are also associated with various human dise-

ases like Frederick’s ataxia, some types of cancer, Fragile-X syndrome, Huntington’s disease, and

more than 40 other neuromuscular, neurodegenerative, and neurological diseases (Usdin, 2008).

TRs are also applied to know about the human evolutionary history (Butler, 2003), genetic marker

in microbial forensics, human identity, and for the investigation of the infectious disease irruptions

ATGC ATGC ATGC ATGC ATGC ATGC ATGC ATGC ATGC ATGC

ATGC ATGC ATGC ATGC

(A)

(B)

FIG. 1

(A) Tandem repeats, (B) Interspersed repeats.

Chromosome

Microsatellites (1-9 bp) Minisatellites (10-100 bp)

TRs (tandem repeats)

Macrosatellites (>100 bp)

DNA

FIG. 2

Classification of tandem repeats (Leprae, n.d.).
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(Cummings and Relman, 2002). To identify TRs in DNA sequences, periodicity present in DNA

sequences has been utilized. Following are the key contributions of this chapter:

(i) Integer period discrete Fourier transform (IPDFT) has been applied to visualize the tandem

repeats in DNA sequence.

(ii) Appropriate threshold selection.

(iii) The number of copies of tandem repeats has been enhanced.

2 Related work
Methods for the identification of the TRs have been classified into two categories such as string match-

ing methods and signal processing methods. Lim et al. (2012) reviewed the string matching methods to

identify the TRs. Currently, conversion of DNA characters to numerical values using numerical map-

ping schemes has provided the signal processing techniques a direction to analyze the genomic data

(Sharma et al., 2011). Hence, the focus in this work is on the signal processing-based methods reported

for the detection of TRs (Sharma et al., 2017). These methods are modified Fourier product spectrum

(MFPS) (Tran et al., 2004), short time periodicity transform (STPT) (Buchner and Janjarasjitt, 2003),

spectral repeat finder (SRF) (Sharma et al., 2004), Fourier product spectrum-based spectral methods for

localization of tandem repeats (Pop, 2007; Pop and Lupu, 2008), exactly periodic subspace decompo-

sition (EPSD) ( Jiang and Yan, 2011), optimized moving window spectral analysis (OMWSA) (Du

et al., 2007), parametric spectral estimation (PSE) (Zhou et al., 2009), S-transform (Zribi et al.,

2019), and adaptive S-transform (AST) (Sharma et al., 2014). Tran et al. proposed an MFPS for the

identification of the approximate tandem repeats (Tran et al., 2004). Buchner et.al proposed a STPT

to properly localize the periodicity of tandem repeat and the location of these periodicities using a per-

iodogram. Periodicity transform is the basis of this method andmultiple periodicities is the drawback of

this method (Buchner and Janjarasjitt, 2003). As it is well known that Fourier analysis is a powerful tool

to extract unknown periodicities in the DNA sequences in the proximity of deletion, substitution

and insertion, a computer program-based method known as spectral repeat finder (SRF) has been de-

veloped by Sharma et al. the basis of which is Fourier transformation. In this method, firstly the pattern

length of repeats which is obtained from the power spectrum of a DNA sequence is computed,

and consequently, the identification of the location of repeats pattern has been performed using a slid-

ing window approach (Sharma et al., 2004). Pop et al. have proposed an algorithm to detect the TRs in

spectrogram using windowed discrete Fourier transform, the basis of which is the Fourier product spec-

trum (Pop, 2007; Pop and Lupu, 2008). As per the study from literature, it is observed that both the FT-

and STPT-based methods have the drawback of multiple periodicities. Gupta et al. proposed EPSD

method for the detection of TRs to find the solution to the problem of multiple periodicities ( Jiang

and Yan, 2011). Liping et al. suggested an OMWSA to detect the DNA repeats, this method being

perfect and more robust than Fourier transform-based spectral analysis in the proximity of deletion,

substitution, and insertion; however, its drawback is that location of repeats is identified by inspecting

the spectrogram (Du et al., 2007). Zhou et al. proposed the parametric spectral estimation (PSE) tech-

nique to detect the location of TRs and its pattern automatically (Zhou et al., 2009). However, PSE has

limitations of order selection and selection of the appropriate window length. The S-transform-based

method (Zribi et al., 2019), which employs p-nuc coding scheme, has been proposed to overcome

the limitations of PSE. An adaptive S-transform-based algorithm (Sharma et al., 2014) for the TRs
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detection has been proposed by Sharma et al. In this chapter, an integer period discrete Fourier trans-

form (Epps, 2009)-based algorithm for the TRs detection has been proposed. The remaining parts of

this chapter have been described in the later sections.

3 Algorithm for detection of TRs
In this section, an algorithm based on the Integer period discrete Fourier transform (IPDFT) has been

proposed to detect the tandem repeats (TRs) in DNA sequences and it has been depicted in Fig. 3. An

example sequence with accession no. X64775 (NCBI, n.d) has been selected to explain the steps used in

the algorithm for the TRs detection.

3.1 DNA sequences
DNA sequences contain the nucleotides or characters adenine (A), thymine (T), guanine (G) and

cytosine (C), and these characters are considered inputs.

DNA Sequence

Numerical Mapping

Calculate the short time IPDFT

Nucleotide position-periodicity
plot

Nucleotide position-periodicity
plot after thresholding

Copies, size and location of  TRs
detected after verification

FIG. 3

Flow graph for the proposed algorithm.
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3.2 Numerical mapping
Characters of the DNA sequences received from the previous step have been converted into nume-

rical sequences using the electron-ion-interaction pseudo-potential (EIIP) mapping scheme. The

EIIP mapping is preferred over other mapping schemes because it has less computational complex-

ity (Sharma et al., 2011). The character to numerical conversion with an example has been shown

in Fig. 4.

3.3 Short time integer period discrete Fourier transform
The IPDFT of a signal x(n) is defined (Epps, 2009) using the following equation.

xIP pð Þ¼
XN�1

n¼0
x nð Þe

�j2πn
p , p¼ 1,2,3,…,P<N, (1)

where P is the maximum period. IPDFT is linearly related to periodicity “p,” whereas the discrete Fou-
rier transform (DFT) is linear with respect to the frequency.

To localize the TRs present in the DNA sequences, the short time IPDFT (STIPDFT) has been cal-

culated using the following equation.

xIP p,mð Þ¼
XN�1

n¼0
x nð Þ∗w n�mð Þe

�j2πn
p , (2)

where w(n) is a hamming window, which is centered at nucleotides position m¼0 initially, and further

it is shifted by one nucleotide up to the end of the sequences. The 20*p window length has been selected

for the experiment. Finally, nucleotides position versus periodicity plot has been plotted in Fig. 5.

3.4 Thresholding
Threshold has been calculated to identify the location of TRs of a particular periodicity and it is cal-

culated using the following equation.

Th¼mean
x5 pð Þ

max x5 pð Þð Þ
� �

: (3)

Characters

X = [A,T,G,T,]

EIIP Mapping:

Numerical Sequence

x = [0,1260, 0.1335, 0.0806, 0.1335]

A=0.1260, T=0,1335

G=0.0806, C=0.1340

FIG. 4

Numerical conversion scheme.
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where, x5 is the value of the sum of power spectrum along with position axis and it is given by –

x5 pð Þ¼
XM
m¼0

xIP p,mð Þ, (4)

BIP p,mð Þ¼ 1, if xIP p,mð Þ� Th
0, if xIP p,mð Þ� Th

�
(5)

Using Eq. (5), we have plotted the nucleotide position vs periodicity plot obtained postthresholding

and it is shown in Fig. 6.

After thresholding, the periodicity 3, 7, 10, and 11 have been detected as candidate TRs along with

their nucleotide positions 1–182 and 234–303, 234–289, 225–284, and 44–139, respectively.

3.5 Verification of the detected candidate TRs
The method proposed by Boeva et al. (2006) has been used to verify the candidate TRs detected after

thresholding. Candidate TRs are the segments highlighted in Fig. 3, and these are located at the nucle-

otide positions 1–182 and 234–303, 234–289, 225–284, and 44–139. These candidate TRs after ver-
ification have been tabulated in Table 1.

In Table 1, it has been presented that the proposed algorithm has detected true TRs of periodicity

3 bps, and other falsely detected candidate TRs of periodicity 7, 10, and 11 have been removed after

verification.
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FIG. 5

Nucleotide position versus periodicity plot.
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4 Performance analysis of the proposed algorithm
To assess the performance of the proposed algorithm for the TRs detections, DNA sequence having the

accession number X64775 (NCBI, n.d) has been used in this study. The proposed algorithm for TRs

detection has been implemented in MATLAB. The system used for simulation has 8 GB RAM, 64 bit

operating system, and core i5 processor. The performance comparison of the proposed algorithm has

been done with the reported methods. The comparison of results has been shown in Table 2.

From Table 2 and Fig. 7, it has been found that the proposed method has detected more number of

copies as compared to other reported methods.
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FIG. 6

Nucleotide position versus periodicity post-thresholding.
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Table 1 Verification of candidate TRs detected after thresholding.

Sr. No. Periodicity

Detected candidate TRs after thresholding Verification of detected candidate TRs

Nucleotide

position Patterns Location Patterns No. of copies

1 3 1–182 ATGGAGAGCGACTGCCAGTTCTTGGTGG

CGCCGCCGCAGCCGCACATGTACT

ACGACACGGCGGCGG

CGGCGGTGGACGAGGCGCAGTTCTT

GCGGCAGATGGTGGC

CGCGGCGGATCACCACGC

GGCCGCCGCTGGGAG

AGGAGGCGGCGACGGCGA

CGGCGGCGGCGGCG

GCGGCGGCG

19–24 GTT

CTT

02

25–30 GGT

GGC

02

31–45 GCC

GCC

GCA

GCC

GCA

05

50–58 TAC

TAC

GAC

03

60–77 CGG

CGG

CGG

CGG

CGG

TGG

06

78–83 ACG

AGG

02

89–94 TTC

TTG

02

102–107 TGG

TGG

02

108–116 CCG

CGG

CGG

03

117–123 ATC

ACC

02



125–136 GCG

GCC

GCC

GCT

04

142–183 AGG

AGG

CGG

CGA

CGG

CGA

CGG

CGG

CGG

CGG

CGG

CGG

CGG

CG

14

234–303

AGACGCGTTCCACGCGCG

GCGGGCCAAGCTGGA

GCCGCGGGAGAAGGCG

GACGTGGCGCGGGAG

CTCGGG

250–255

CGG

CGG

02

268–273 CCG

CGG

02

274–279 GAG

AAG

02

2 7 234–289 AGACGCGTTCCACG

CGCGGCGGGCCAAGCTG

GAGCCGCGGGAGAA

GGCGGACGTGG

Rejected Rejected Rejected

Continued



Table 1 Verification of candidate TRs detected after thresholding—cont’d

Sr. No. Periodicity

Detected candidate TRs after thresholding Verification of detected candidate TRs

Nucleotide

position Patterns Location Patterns No. of copies

3 10 225–284 GGTCGCTGGAGACGC

GTTCCACGCGCGGCGGGC

CAAGCTGGAGCCGCGGGA

GAAGGCGGA

Rejected Rejected Rejected

4 11 11–139 GACTGCCAGTTCTTGGTGG

CGCCGCCGCAGCCG

CACATGTACTACGACA

CGGCGGCGGCGGCGGT

GGACGAGGCGCAGTT

CTTGCGGCAGATGGTGG

CCGCGGCGGATCACC

ACGCGGCCGCCGCTGGG

Rejected Rejected Rejected



Table 2 Comparison with reported methods.

Periodicity Method

Nucleotide

position after

thresholding

Nucleotides

positions after

verification

Consensus

pattern Copies

Total

copies

3 Proposed method 1–182 19–24 GTT

CTT

02 53

25–30 GGT

GGC

02

31–45 GCC

GCC

GCA

GCC

GCA

05

50–58 TAC

TAC

GAC

03

60–77 CGG

CGG

CGG

CGG

CGG

TGG

06

78–83 ACG

AGG

02

89–94 TTC

TTG

02

102–107 TGG

TGG

02

108–116 CCG

CGG

CGG

03

117–123 ATC

ACC

02

Continued
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Table 2 Comparison with reported methods—cont’d

Periodicity Method

Nucleotide

position after

thresholding

Nucleotides

positions after

verification

Consensus

pattern Copies

Total

copies

125–136 GCG

GCC

GCC

GCT

04

142–183 AGG

AGG

CGG

CGA

CGG

CGA

CGG

CGG

CGG

CGG

CGG

CGG

CGG

CGG

14

250–255 CGG

CGG

02

268–273 CCG

CGG

02

274–279 GAG

AAG

02

AST (Sharma

et al., 2014)

19–44 20–25 TTC

TTG

02 48

25–42 GCC 06

61–86 61–79 GGC 07

89–104 89–94 TTC(TTG) 02

94–99 GCG

GCA

02

108–122 108–116 CGG 03
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Table 2 Comparison with reported methods—cont’d

Periodicity Method

Nucleotide

position after

thresholding

Nucleotides

positions after

verification

Consensus

pattern Copies

Total

copies

117–122 ATC

ACC

02

125–135 125–135 CCG 03

141–149 141–149 GAG 03

160–186 160–186 CGG 09

194–207 194–199 AGG

AAG

02

199–204 GCG 02

211–223 211–219 GGA 03

274–283 274–279 GAG

AAG

02

EMWD (Pop

and Lupu, 2008)

57–72 57–72 CGG 5.5 21

140–187 140–187 GGC 15.5

Parametric

spectral

estimation (Du

et al., 2007)

45–90 49–57 TAC 03 24.7

59–76 CGG 06

140–200 141–188 GGC 15.7

0

10

20

30

40

50

60

AST EMWD PSE Proposed 

No of  Copies Detected 

FIG. 7

Comparison of methods with w.r.t. total number of copies detected.
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5 Conclusion
The proposed approach presented in this chapter has been applied successfully to identify TRs detec-

tion in the DNA sequences. It has been concluded that the performance of proposed method is better as

compared to AST, EMWD, PSE, in terms of number of copies. Also, it has been concluded that fixed

window length is the limitation of the proposed method and it may be overcome in future work. This

chapter will also attract and motivate scientists and researchers of computer science, bioinformatics,

medical sciences, and Big Data to do research in the area of genomics signal processing.
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1 Introduction
Healthcare has been an important industry for everyone across the globe. It always requires the best the

technology to facilitate various stakeholders of the industry for the treatment of diseases. Because of

the advancements and improvements in information technology, the results of medical research are

proving better which helps in preventing and treating diseases. It has also resulted in conversion of

the medical records into large databases of electronic health records (EHR) which can be analyzed

and compared so as to reach better conclusions. EHRs can be used by patients to take advice from

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00025-2
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different doctors anywhere across the globe. On the other hand, doctors can also use EHRs to consult

with their peers and diagnose accordingly.

EHRs help the patients preserve their records as paper records get damaged easily. EHRs also help

to keep track of medications record for the disease. But EHRs are prone to tampering andmisuse as they

can be easily used by hospitals or doctors without the consent of the patient. Also, while in commu-

nication, EHRs may be tampered by any intruder in the network. So the problem of security and privacy

of EHRs arises. Generally, EHRs are shared using cloud services which are prone to cyber attacks

where attackers can steal patient’s sensitive medical data or manipulate it. Storing data on centralized

data storage can also lead to data loss or single-point-of-failure.

Instead of cloud services, blockchain technology benefits in securing data from malicious users as

well as data loss through single-point-of-failure. In the past few years, a significant number of

blockchain-based applications for securing patient’s or medical data have been designed and used suc-

cessfully. These applications help bring all the healthcare stakeholders like patients, doctors, insurance

agencies, hospital management, etc. under one umbrella and help in exchanging information among

them in a far better way. This brings transparency among all the stakeholders. In such applications,

patients are given complete access control about what is to be shared with whom. This prevents data

from unauthorized access.

There are several advantages associated with using blockchain technology for maintaining EHRs.

The data are stored after encryption which prevents it from any unwanted manipulation or data leakage.

Blockchain (Sapra and Dhaliwal, 2021b) protects any corruption of data with the fact that data stored in

network are immutable, once written, it cannot be edited. Also, in the case of permissioned blockchain,

various access rights are available which makes the patients as the owner of their own medical data and

they can share data with whoever they want and can also remove their access whenever required. As it

is a distributed ledger technology, it does not suffer from single-point-of failure.

Many stakeholders are benefitted through EHRs and lots of data are shared among them for various

purposes. This brings the need of high level of security and privacy controls in EHR applications so that

no medical data are misused by anyone. Any data manipulation may lead to fatal problems as minor

changes in anymedical report can change the whole process of diagnosis of the patient. Few years back,

healthcare industry suffered a lot due to tampering of medical data. Researchers and developers are

continuously working hard to find solution for these critical problems.

Various healthcare applications are implemented using new-age technologies and upgraded contin-

uously for better results. Combination of various technologies like Internet of Things (IoT), machine

learning, big data analytics, cloud computing, blockchain, etc. are being used to provide flawless ex-

perience to various stakeholders of the industry. This chapter discusses various stakeholders in health-

care industry and challenges faced by them. Further, various laws for data protection in different

countries are highlighted. This chapter also describes blockchain technology and existing applications

in healthcare industry. At last, the chapter is concluded with a framework of blockchain-based

application for privacy protection of patient’s data.

2 Stakeholders of healthcare industry
In general, stakeholders are the people or organizations that are affected by any activity of the industry

or affect the industry with some of their activity, i.e., they are involved in some way to that industry.

Health care is a service industry meant to provide services for improving one’s health by preventing,
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diagnosing, and treating diseases. All the stakeholders have a set of responsibilities to maintain a qual-

ity healthcare facility.

Any neglected responsibility may result in a negative impact on the goals of the industry. The major

stakeholders include patients, healthcare providers (doctors, nurses, hospitals, nursing homes, clinics,

etc.), government, insurance providers, pharmaceutical firms, etc. Most of the time, all of the stake-

holders are dependent on one another as they need to share lots of information among themselves.

Fig. 1 depicts the association of various stakeholders of healthcare industry.

Healthcare is motivated by the social and economic atmosphere. It may vary from country to coun-

try or community to community. Different countries have different laws associated with healthcare

institutions. Stakeholders, in general, can be divided into three categories for any type of industry.

For the healthcare industry, the stakeholders can be partitioned into three categories as follows:

1. External stakeholders: These stakeholders do not work for the organization but are affected by

any decision made within the organization. Healthcare industry has to deal with a lot of external

stakeholders. All these external stakeholders of healthcare industry fall mainly in these three

categories:

(a) Stakeholders who provide some input to healthcare industry: This may include patients,

suppliers, and financial industry, etc. These stakeholders help the healthcare industry to

survive. So it can be said that healthcare industry depends on these stakeholders to continue

with their services.

(b) Stakeholders who have some special interests: These may include government agencies, labor

union, media, political associations, accrediting associations etc.

(c) Stakeholders who compete with them: These are the competitors with the same business ideas.

In healthcare industries, hospitals compete with each other to provide better services to

patients.

Stakeholder of  healthcare industry

External

Media

Political associations

Suppliers

Patients

Internal

Interface

Share Holders

Board of  Directors

Owner

Employees

Managers

Labour union

FIG. 1

Stakeholders of healthcare industry.
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2. Internal stakeholders: These stakeholders work within the organization, such as owners,

employees, and managers. Employees work for earning salaries. Managers too work for earning

salaries. Owners work for gaining profits and improving the reputation of their organization.

3. Interface stakeholders: These stakeholders are an interface between the organization and the rest

of the environment, such as board of directors and shareholders.

2.1 Patients
Healthcare industry need to be patient-centric to benefit them with quality and timely services. Various

policies and programs are regularly made keeping in mind the interests and benefits of the patients.

Healthcare providers may also need to understand the patient’s values and culture to provide better

policies for them. Few countries consider patient’s suggestions also while deciding on policies for

the healthcare sector.

In case of digital healthcare applications, the applications need to be patient-centric as well. All

access controls must be in patients control as deciding on to share or hide any of their health records

is their fundamental right. With EHRs, it has become easy for patients to share their records for insur-

ance claims which can be directly claimed without any delay. Blockchain-based platforms facilitate

patients with these services and ease their work. Patients can easily access their health records with

respect to time and also share them wherever they want. They can also look at the summarized reports

in the form of graphs to check for their improvement in health. This can also help them know better

about the status of their health after the particular diagnosis.

2.2 Pharmaceutical companies
Pharmaceutical companies invest lots of money to research and produce drugs/medicines for patients.

Patients and healthcare providers (doctors, nurses, hospitals, nursing homes, clinics, etc.) are all depen-

dent on these companies for the treatment of diseases. These companies study the diseases, research,

and invent new drugs/medicines for the diseases. Drug discovery and marketing are major expenses for

these companies. The pharmaceutical companies require medical data and reports of patients for

researching and discovering new drugs. This is made easier after medical records have gone electronic

and are being stored after encryption through blockchain-based applications.

Pharmaceutical companies also face trouble during the drugs sale and purchase. As medical drugs

move through various vendors in between, it becomes difficult to trace the authenticity or origin of the

drug. Blockchain-based applications provide live tracing of drugs throughout its supply chain. With

other technologies like Internet of Things in use, other parameters like temperature conditions of

the drugs during its delivery can also be traced.

2.3 Healthcare providers (doctors, nurses, hospitals, nursing homes, clinics, etc.)
Healthcare providers include hospitals, doctors, nursing staff, clinics, nursing homes, medical practi-

tioners, nutritionists and dieticians, and many more. Hospitals, clinics, and nursing homes are the

places where patients come for getting diagnosis for any injury or disease. Doctors and other medical

staff ensure that patients are given proper care and right diagnosis. Hospitals need to keep track of the

patients, their records, diagnosis provided, medical expenses, and other details. E-platforms help
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manage all the details of patients and their records. These records need to be shared with insurance

companies for the payments via insurance claims. Blockchain-based platforms ease the task of sharing

the records and reports with the insurance companies and maintain the security of the data as well.

Many a times these records need to be shared with other health agencies or doctors to consult about

a particular scenario or disease, and blockchain applications can ensure prevention of any misuse of

data. The access controls of sharing data are with patients, so patients can control the use and spread of

data anytime. Also with the use of applications, doctors, and nurses can track the progress of diagnosis

and check for summarized reports. This helps them in better understanding of the situation in less time.

2.4 Government
Government has a big role to play in health care. Every country especially developing countries has

government-funded hospitals for weaker sections of the society to provide good but low-priced health-

care services. Apart from hospitals, various healthcare schemes and policies are also designed by the

government of every country. For every financial session, every government spares some funds to be

invested in health care to ensure quality healthcare facilities to its citizens. This way, the government

makes budget and other plans for the expenditure to be done in healthcare industry. Government also

helps in spreading awareness about healthy practices and living styles among its citizens through

various information channels.

Government also keeps a track of birth rate, death rate, and gender equality of the country or state

and formulates schemes and policies for the same. It also tracks the reasons of death in the country so as

to make the country aware about particular diseases. Blockchain-based application can connect all the

hospitals of the country and gather all the required details very easily. Summarized reports with respect

to a location or country as a whole can be analyzed and worked on.

2.5 Insurance companies
Insurance agencies be it government or private are a big role player in the healthcare industry nowa-

days. These companies provide financial plans for the expenses to be met in any illness or injury. These

companies make quality healthcare facilities affordable for the people by helping them financially in

the time of unpredictable events. These companies charge annual fee and provide discounted or no-cost

medical services at designated hospitals or doctors. They also provide access to low-cost annual health

checkups or no-cost mandatory checkups, thereby promoting quality health for the individuals.

Big organizations take collective plans for all their employees to promote the quality health within

their organizations and also do annual checkups to make aware their employees of staying fit and

healthy. These insurance companies also have tie-ups with hospitals for no-cost services to the people.

To avail the financial help from insurance companies, people need to provide proofs of their medical

records. In the past it used to be a very tedious task as copies of medical records needed to be submitted

for using the insurance claims. Now with EHRs and blockchain-based applications, the process of

sharing medical records with the insurance agencies is just a click task. These applications have made

sharing of medical records easier for all the stakeholders of the healthcare industry.

These are some of the critical stakeholders in deciding various decisions and policies for the health-

care industry. So, any EHR platform needs to be made according to at least these above-mentioned

stakeholders.
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3 Data protection laws for healthcare industry
With all data going electronically in the healthcare industry came the need to secure it. We need to

protect patient’s data to prevent it from theft, misuse, and manipulation. New technologies have trans-

formed the management of medicines and medical records throughout the world. Last decade was the

decade of e-health revolution as lots of e-health applications came to the market to facilitate patients,

doctors, and insurance companies. Different countries have formulated various laws to safeguard its

citizen’s medical data. Countries like Canada, Netherlands, United Kingdom, United States, etc. have

designed and implemented privacy protection rights of medical data andmany other countries are in the

process for the same.

• Australia: In the country, an e-health system called “Personally Controlled Electronic Health

Record (PCEHR)” (Andrews et al., 2014) was launched to facilitate the citizens with quality

healthcare information. It is a citizen’s choice to use or not to use this e-health system for

maintaining or sharing its health records. With the user’s permission, the data can be shared with

doctors or hospitals. It abides by PCEHR Act 2012 which defines the information related to the

collection of personal data by PCEHR, its purpose, and where that data are shared and used. This

helps prevent personal information from manipulation, misuse, and unauthorized access.

• Canada: In Canada, “Personal Information Protection and Electronic Document Act (PIPEDA)”

(Austin, 2006) prevents any breach or misuse of personal information. It is applicable to all the

commercial sectors handling personal data. Data controllers need to specify the personal disclosure

to control or maintain individual’s sensitive data. The citizens can file complaint against the person

or institution misusing their personal information. Disobeying PIPEDA in Canada may lead to

criminal prosecution also.

• Turkey: Turkey came with “Data Protection Law (DPL)” (Greenleaf, 2017) in 2016 with a goal to

make aware of data protection among the citizens of the nation. According to the law, the data

controllers may get multiple obligations while handling any sort of sensitive data. If there is a

transfer of personal data to some other country, the destination country’s organization or person will

also have to commit the protection of data as per DPL.

• Qatar: Qatar also issued “Personal Data Privacy Law” (Greenleaf, 2017) in 2016 for privacy of

electronic personal data. This law is meant for organizations which use or share personal data of

minors or adults. These organizations need to take permissions from the individuals or their parents

(in case of minors) prior to using their personal data.

• United Kingdom: The citizens and organizations in United Kingdom abide by “Data Protection

Act 2018” (Regulation, 2018). It controls the way of using personal information within businesses,

government, or organizations. Anyone using personal information need to follow certain rules:

� Its usage must be fair and transparent.

� It must be used for a specified purpose only.

� It must be accurate and need to be updated if required.

� There should be no unlawful practice or unauthorized access.

• United States: “Health Insurance Portability and Accountability Act (HIPAA)” (Annas, 2003) is a

medical privacy protection law, first enacted in 1996 by the United States and later revised many

times. HIPAA designed the security standards to be adopted in healthcare industry while handling
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electronic records. The law is meant for every entity or organization which records or shares any

electronic health record. In HIPAA, they are called covered entity. These entities need to safeguard

the electronic health information from any unauthorized access or modification and hence must

adopt appropriate measures to protect the personal data.

• India: India proposes a new law called “Digital Information Security in Healthcare Act (DISHA)”

(Bhavaraju, 2018) for healthcare sector. The objective of DISHA is to:

� Organize and maintain national and state level health authority.

� Embed privacy and security features in electronic health data.

� Make regulations for storing and exchanging of data.

DISHA will be implemented soon in the country. This will bring data security and control of patient’s

sensitive information. In India, the electronic healthcare data are handled by the healthcare providers

and may have control over sharing and manipulation of it as well. DISHA will help provide these data

access controls to patients for their own data manipulation and sharing.

Various other countries have also formulated laws in different names with the prime motto of

protecting patient’s sensitive data from any unauthorized access. These laws guide the various stake-

holders of healthcare industry to work in a legal manner and keep patient’s data safe and secure.

4 Medical data management
In earlier days, patient’s information or their medical records used to be restricted to patient or the

hospital in paper records. No transfer or exchange of any information occurs at any end. Hence

the medical records or the patient’s information was safe. In the current scenario, all hospitals record

the entire patient’s information, their reports, and everything electronically. At any point of time, the

entire historical patient’s data can be seen. This helps in tracking the patient’s illness for better future

treatments. In this way, electronic records have so many benefits over paper records. It can help doctors

in consultations with other doctors anywhere across the globe whenever required. The medical data

sharing is also largely done with the insurance companies for reimbursements of loans.

Also in (Koshti et al., 2016) health monitoring systems, all the data are monitored remotely by doc-

tors. In such scenario, the doctors are continuously monitoring the patient with the help of electronic

data coming from the machines attached to the patient. The data are being shared with the doctors via

internet. These remote monitoring systems help both patient and doctor to reach each other and get the

diagnosis done at their respective places.

Apart from so many benefits of sharing medical data among various stakeholders of healthcare in-

dustry, it can create troubles if it gets manipulated at any point of sharing. Also there could be privacy

issues if the data reach any unauthorized person. Hence information technology (IT) plays an important

role in the management of medical data. Some of the popular digital technologies and techniques that

are involved in management of medical data are listed below.

• Internet of Things (IoT): This is a technology of internet connected devices which can

communicate to each other via messages. There are numerous applications using IoT (Sapra and

Dhaliwal, 2020a) like self-driving cars, smart watches, smart homes, etc. In health care, the health

monitoring systems are a pure application of IoT. The devices like ECG, blood pressure, blood
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glucose, body temperature, sweat sensor, EMG, EEG, etc. may be connected to get all the updated

results which will be continuously and automatically shared to the doctors via internet. This entire

task is done without any human intervention.

• Cloud computing: Cloud computing provides services related to hardware storage and software

solutions via internet. With the help of cloud storage, one can store or backup his data over the

server. Also, there are software solutions being provided via internet for the manipulation of data. In

most of the healthcare applications, the medical data may be stored at various locations on some

server. In health monitoring system, a lot of data processing is also done through cloud computing.

Cloud computing has become the integral part of all the digital applications.

• Cryptography: Cryptography deals with encryption and decryption of data with the help of

hashing algorithms. It helps in protecting data from any unintended user. Encrypting the data makes

it difficult for anyone to know exactly what is written which protects it from any unintended access

or manipulation. Cryptography is used in a lot of applications to preserve its data for cloud storage

or sharing it with someone.

• Blockchain technology: It is a nascent technology initially meant for financial applications and

now is being used by almost all areas of applications. This technology makes use of cryptography to

store data in a time-stamped manner which cannot be edited. There are many healthcare

applications which have started using blockchain to secure their data.

5 Issues and challenges of healthcare industry
With a variety of stakeholders involved in the healthcare industry, the digital scenario of the industry

faces a lot of privacy and security issues. Technology experts and researchers are working on different

technologies to resolve the variety of issues arising through healthcare monitoring systems and appli-

cations. Great advancements have been made in sensor technology for efficient collection of data in

health monitoring systems and blockchain technology has also brought improvements in sharing of the

data. Some of the major issues faced by the healthcare industry are listed in Fig. 2.

• Data privacy: Any healthcare application may include lots of sensitive data like patient’s identity,

their health records, prescriptions, bills, insurance provider details, and much more. Privacy laws

and policies need to be defined for access and usage of the medical data by various stakeholders of

the industry. Patients must be the owner of their own medical data and must have the right to share

their data or remove someone’s access to their own data.

FIG. 2

Challenges of healthcare industry.
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• Data security: Critical data need extra attention for their security. Cloud-based data are very prone

to manipulations and thefts. In health monitoring systems, all the data are stored somewhere on any

cloud servers which make them vulnerable. These data need to be well-preserved to prevent data

breaches and cyber attacks.

• Authentication: The digital content brings the risk of availability to anyone. There is always a need

for good authentication mechanism with the digital content. Medical records contain critical data so

their storage and sharing require a good authentication system so that the data are not visible to any

unintended user. Biometric authentication is also possible while logging in by doctors, patients, and

insurance providers to provide better level of security.

• Cyber security: Applications related to health care involves patient’s sensitive data whether it is

their identity or their medical records. Any manipulation to such data can cause havoc. So handling

such type of data makes the application very critical. As the cases of data theft and data

manipulation is very normal these days, utmost care needs to be taken while handling such

important data. The application need to be secured enough to protect from cyber crime.

• Invoicing and reimbursement: Invoicing and reimbursements is a very big challenge of

healthcare applications. Majority of patients have a health insurance plan with them, so whenever

there are any doctor’s visits or checkups or hospital admissions, all bills need to be provided to

insurance providers with the proofs. In earlier days, the patients need to give all the bills-related

proofs to the insurance providers themselves by scanning the documents and sharing it with them.

This was a big trouble for patients as it involves delay in payment and there were also chances of

fraud documents being shared. Now with the healthcare applications, the bills are directly shared

with insurance providers by the hospitals, and all settlements are done directly, which has eased

patient’s work.

6 Blockchain technology
Blockchain (Sapra and Dhaliwal, 2021a) is a distributed ledger technology which stores transactions in

chronological order and does not allow any modification to it. Its features make the technology robust

which is the reason for its popularity. The technology is being used in majority of application areas like

banking (Guo and Liang, 2016), insurance (Crawford, 2017), entertainment (Liao and Wang, 2018),

retail (Chakrabarti and Chaudhuri, 2017.), etc. Initially, blockchain technology was being used only in

financial applications. This resulted in a huge number of cryptocurrencies. In today’s market, there are

more than 4000 cryptocurrencies (List of all cryptocurrency jCoinLore, 2020) available. After few
years, the technology was adopted by a large number of nonfinancial applications (Sapra and

Dhaliwal, 2018) to record the transfer and storage of data. Few of the important terms related to

blockchain technology are listed below:

Peers/Nodes: In a blockchain network, the participants in the network are called as peers or nodes

and hence it is also called a peer-to-peer (P2P) technology. P2P provides a transparent communication

system among the peers and does not involve any third party to verify the transactions. There can be

three types of nodes in any blockchain network:

• Simple node: These nodes participate in the network by doing transactions within the network.

They neither validate any transactions nor maintain any copy of the blockchain ledger.
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• Full node: These nodes store the copy of blockchain and validate the transactions happening in the

blockchain network. There are many full nodes in the network. So if few nodes are down, it does not

impact the efficiency of the network.

• Miner node: Miner nodes are the creator of blocks in the network. They store the whole copy of

blockchain, validate transactions, and mine (create) the blocks. The mining process for blockchain

networks differ from one blockchain network to another depending on the type and requirement of

blockchain network.

Transactions: Transactions are generally referred to any financial transfer. In blockchain applications,

transactions can be a financial transfer, data transfer, data storage, automatic code execution, etc.

depending on the blockchain platform.

Hash:Hash is a fixed value output for any sized input after getting processed by a hash function. A

hash function is meant for the encryption of data using an algorithm so that it cannot be understood by

anyone. There are a variety of hash functions like SHA-1, SHA-256, RSA, MD5, etc. Every hash func-

tion takes a string and a key as input to convert the string to a fixed size hash. Table 1 shows some hash

function conversions for SHA-256 hash function. A small change in the input string totally changes the

output hash value. This makes it nearly impossible for anyone to know the input string. This process of

hashing is used while creating a block. All the transactions are first converted to hashes and then stored

on block which makes it hard to tamper.

Block: Blockchain contains a long chain of blocks. A block consists of a predefined number of

transactions happening in real time as per the blockchain application. Apart from transactions, every

block has a block header which contains the following elements:

• Root hash: Root hash is evaluated as a hash value obtained by combining the hashes of all the

transactions present in a block. It follows a bottom up process of evaluation as shown in Fig. 3. In

step 1, all the transactions in a block are converted to their corresponding hashes. In step 2, two

consecutive hashes combine to form a single hash. Step two is repeated again and again till a single

hash is created. This hash is called as Merkle root hash or root hash of the block.

• Nonce: Nonce is an arbitrary number which acts as a significance of the difficulty level for the

miners of the block. The miners need to evaluate nonce as a part of mining.

• Timestamp: Timestamp signifies the time of creation of block.

• Previous block hash: Every block in the network stores the root hash of previous block so as to

connect to it. The first block of every blockchain is called genesis block. It does not have any

previous root hash and stores the basic details of the network.

Table 1 SHA-256 hash conversions.

Input Output

A sends 100 dollars to B 7fe48bd557e0a4b65f2fc590e5b69031069aeaac868efba4511c1c60a06f93dd

C sends 100 dollars to B 52c5eedf4c1210887cbe258d9b10cf66f469c20d45a97901944fdd93817fc344

C sends 10 dollars to A 5fd875e9fff1d86b5b96041260989147fd46b27562a9c6267ba85b5d4ff3a104
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Mining: The miner nodes in a blockchain network gather all validated transactions, convert to hashes,

evaluate root hash and nonce to create a block, this is called mining of blocks in a blockchain network.

In a blockchain network, there are a number of miners who mine the same block at the same time and

compete with each other to mine first and gets rewarded with the mining fee.

Consensus Protocol: Blockchain network includes a variety of nodes.A lot of protocols need to be

finalized to bring trust within the network. Consensus protocol or algorithms include the procedure for

choosing miner, participants, their access rights, block creation, etc. Proof of work (POW) (Gramoli,

2020) was the first consensus protocol defined for Bitcoin. Other algorithms include Proof of Stake

(PoS) (Kiayias et al., 2017), Proof of Burn (PoB) (Karantias et al., 2019), Proof of Elapsed Time

(PoET) (Chen et al., 2017).

Smart Contract: Smart contract (Sapra and Dhaliwal, 2020b) is the programming attached to the

blockchain system for automatic working. They have brought a new revolution to the digital scenario of

the transactions and payments. They automate processes in blockchain system. Applications like

supply chain management (Saberi et al., 2019), voting systems (Hjálmarsson et al., 2018), mortgage

payments (Gout, 2017), etc. are employing smart contracts for their automatic transaction processes.
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Hroot= H1, 2, 3, 4,………………………,n-2, n-1, n 

H…………, n-2, n-1, 

Root Hash 

Transac ons  

Hash 

FIG. 3

Root hash evaluation.
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6.1 Features of blockchain
Blockchain technology has been popular from the very beginning because of its features like decen-

tralized, append only, anonymity, etc. The technology is designed to bring trust in the network without

adding any third party client and hidden user’s identity. Some of the important features listed in Fig. 4

are as follows:

• Decentralized: The data in blockchain are stored at multiple locations which make them better for

any centralized storage system. Whenever a particular number of transactions happen, a block is

created and shared with all the peers of the network. All the full nodes and miner nodes store the

same copy of the blockchain, so if a node gets down, the blockchain network keeps on running with

the remaining nodes.

• Anonymity: In blockchain network, the nodes of the network are assigned a unique user ID which

helps in keeping the identity of the user hidden. Also, every transaction is digitally signed to verify

the identity of the node.

• Transparent: In public blockchain, anyone can join the blockchain network, read, write, or

monitor the transactions. This makes the transactions of the blockchain network transparent to all

the users with the user’s identity hidden with unique user ID.

• Immutability: Blockchain works on the principle of append only transactions. Any transaction

cannot be edited or rolled back in time. Even any intruder cannot make any changes to any

transaction as it will require the root hash to change which is stored in the next block too, making it

immutable.

• Time-stamped: The time of happening of any transaction or creation of a block is stored in block.

This brings another level of transparency and clarity of happening of any event in blockchain network.

• Autonomous: With the advancements in blockchain technology, smart contracts have been

designed for many applications. Smart contract are the programmable part of blockchain which

executes after it meets certain criteria or condition. These contracts are of big use in automatic

payments, insurance reimbursements, loan payments etc.

6.2 Types of blockchain
In the initial years of blockchain technology, public blockchain was majorly used for cryptocurrencies

and some financial applications. With time, lots of changes were adopted to use blockchain in various

application areas and various types of blockchain network were created and used. As per access rights,

there can be majorly three types of blockchain network as shown in Table 2.

FIG. 4

Features of blockchain.
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• Public blockchain: Public blockchain is transparent to everyone. Anyone from outside can join the

network and become part of the blockchain network. After joining the network, anyone can read,

transact or mine in the network. The number of transactions in the network is high with a high

transaction cost. Most of the cryptocurrencies are public blockchain.

• Federated blockchain: Federated blockchain is a partially decentralized blockchain with access to

restricted people say few organizations. The identity of the participants is generally known as the

number of participants is less as compared to public blockchain. Also the frequency of transaction

and transaction cost is low as compared to federated blockchain.

• Private blockchain: Private blockchain is generally restricted to a small group like employees of

an organization. The identity of the participants is known. Transaction frequency is less and few

selected participants are only allowed to mine the block. The system is partially decentralized.

The above categorization of blockchain is according to the access control for the participants of a

blockchain network. There can be another categorization of blockchain network on the basis of selec-

tion of miners. If anyone is allowed to mine the blocks, it is permissionless blockchain network, else it

is permissioned network. Both of the blockchain networks are distributed networks and use consensus

algorithms. The difference between both categories is shown in Table 3.

Table 2 Private vs. public vs. federated blockchain.

Property/

type Private Federated Public

Read access Public/restricted Public/restricted Public

Write access Restricted Restricted Public

Architecture Partially decentralized Partially decentralized Decentralized

Identity Known Known Anonymous

Transaction

frequency

Low Low High

Transaction

cost

Less Less High

Transaction

commit speed

Fast Fast Slow

Network

scope

Everyone belongs to an

organization

Only few organizations

participate in network

Anyone can join the

network

Miner Miners are within the

organization

Miners are selected among the

designated set of organizations

Anyone can be miner

Data

tempering

Possible Possible Not possible

Energy

consumption

Less Less High

Consensus

algorithms

Proof of authority, proof of

elapsed time, Raft etc.

Proof of authority, delegated

proof of stake etc.

Proof of work, proof of

stake, proof of activity etc.

Examples Monax, BankChain EWF, R3 Litecoin, Bitcoin
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• Permissionless blockchain: In this blockchain system, anyone can elect himself or herself to be the

miner for the blockchain network. It is similar to public blockchain network. This network is

difficult to monitor but provides high level of transparency. E.g., Bitcoin.

• Permissioned blockchain: In permissioned blockchain, participants are selected within the

network to be the miner on the basis of some criteria as per the consensus algorithm of the

blockchain network. This network can be monitored easily via an administrator or a group of

administrators. E.g., Ripple.

6.3 Working of blockchain
Blockchain works in a decentralized manner. The network is always running even if few nodes are

down at a particular point of time. All the nodes in the network are given a unique ID to keep them

anonymous in the network. So if anyone wants to transact in the network, he needs the unique ID

of the receiver. Also, the transactions in the network are signed digitally by the sender. The working

of blockchain network is shown in Fig. 5.

Creation of a block and appending to the existing blockchain network is a step-by-step process. It

starts with a request of a transaction by any of the peers in the network. Whenever any peer wants to do

any financial or non-financial transaction to any other peer, the transaction is first broadcasted in the

network. It will be validated by the full nodes and the miner nodes. More than 50% of the nodes must

validate the transaction, so that the transaction can be considered for addition to the blockchain. After

the validation of the transaction, it will be added to the new block in the process.

Once a certain number of transactions are added to the block, root hash will be evaluated. Nonce

will be calculated by the miners and one of the miners with required nonce will be selected for pro-

posing the new block to the blockchain network. This selected block will be added to the existing block-

chain and all the transactions of the new block will be confirmed/committed. The time for a transaction

to confirm depends on the type of the blockchain network and the consensus protocol used by the block-

chain network.

7 Blockchain applications in healthcare
Blockchain technology is being adopted in a wide range of application areas because of its features

like distributed computing, encryption, no appending, etc. It is also being used in healthcare applica-

tions to store and share medical data of patients like Medrec (Ekblaw and Azaria, 2016), MedShare

Table 3 Permissioned vs. permissionless blockchain.

Permissioned blockchain Permissionless blockchain

Partially decentralized Decentralized

Fast transaction execution Slow transaction execution

Low transaction cost High transaction cost

Restricted participants Anyone can be part of network

Network can be administered Network is transparent
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(Fan et al., 2018), etc. These blockchain-based healthcare applications have proved to be better in

authentication, identity management, data sharing, and automatic transactions. Some of the

blockchain-based healthcare applications are listed in Table 4.

Medrec (Ekblaw and Azaria, 2016) is an Ethereum blockchain-based medical platform for patient’s

medical record management. It provides complete access controls to patients for the sharing of their

medical records. It facilitates the patients with the complete historical log of data exchange done with

any of the users of the application. Patients can receive their records from any of medical service

Blockchain works in a decentralized manner. The network is always running even if few nodes are down at a 

Someone requests for a new transac on

The requested transac on is broadcasted to all the nodes of the network

Individual nodes validate/invalidate the transac ons

Miners combine all valid transac ons to create a new block

Transac ons of new block are confirmed

Block is added to the exis ng blockchain as per the consensus protocol used
by the network

FIG. 5

Working of blockchain.

Table 4 Blockchain applications in health care.

Application Blockchain type Smart contract Data encryption

Medrec Public Yes No

MeDShare Federated Yes No

MedBlock Public No Yes

Gem health network Federated Yes Yes

OmniPHR Federated No No

PSN Federated No Yes

Healthcare data gateway Public No Yes

BBDS Federated No Yes

Smart Care Federated Yes No

MedSBA Private Yes Yes

ModelChain Private Yes Yes
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provider through the application which can be viewed or shared further, if required. Hence, Medrec is a

patient-centric decentralized electronic medical record management platform for accessing and sharing

of patient’s medical records.

Gem Health Network (Mettler, 2016) is another Ethereum-based blockchain platform meant for

synchronizing electronic health information with various stakeholders of the healthcare industry. It fo-

cuses on a patient-centric approach to electronic record retrieving and sharing, keeping data security at

its best. It combines individuals, healthcare experts, and businesses to provide transparent access to

everyone. OmniPHR (Roehrs et al., 2017) is also a distributed platform for synchronizing all electronic

health information of patients at one place from various healthcare organizations. It allows patients to

maintain their historical personal health records (PHR) and keep a track on data sharing at the

same time.

Another approach (Zhang et al., 2016) uses blockchain technology for pervasive social network

(PSN) of medical sensors. In a PSN, medical sensors act as nodes and collect data continuously. These

data need to be shared among other nodes as well as to the data clouds. These scenarios are used es-

pecially in disease monitoring or remote health care. This approach creates a health blockchain with

medical sensors as nodes of the blockchain network. The sensor nodes share data among themselves

which is written to the blocks after encryption. This ensures secure sharing of medical data within the

network.

A smartphone application Healthcare Data Gateway (Yue et al., 2016) has been proposed for pa-

tients to access, share, and manage their medical data on the ease of a smartphone. All the medical data

are stored on the blockchain platform and any request to access the data is evaluated using a purpose-

centric access control mechanism. This makes the whole process simple and secure. Another

Blockchain-based data sharing (BBDS) approach (Xia et al., 2017b) for EHRs has been proposed

for cloud environments. It allows only verified users to enter the blockchain network and everyone’s

log of actions is also stored in the blockchain system to ensure high-end security of the medical data.

BBDS also uses encryption mechanism to encrypt the data in the blockchain network. This keeps all

access to the sensitive data under control.

Similarly, MedShare (Xia et al., 2017a) focuses on secure data sharing among the various stake-

holders of the industry. It uses a blockchain-based platform with the cloud services for keeping the

medical data safe and secure. MedShare monitors data accesses and ensures that the data do not reach

any malicious user by tracking data’s behavior and detecting any violation of permissions. MedBlock

(Fan et al., 2018) is also a blockchain-based electronic health records information management system

with focus on the protection of sensitive medical data. Asymmetric cryptography and access control

mechanisms are used while sharing data. The platform also eases the patient by integrating its medical

records from various hospitals at one location.

ModelChain (Kuo and Ohno-Machado, 2018) uses machine learning and blockchain technology for

privacy preservation of the patient’s medical data. The framework used the metadata of the transactions

to find out the existing scenario of privacy in the blockchain and then used it to design the privacy

model for the blockchain. It used private blockchain and proof of information consensus algorithm

to provide security of medical data. SmartCare (Duong-Trung et al., 2020) is a patient-centric

blockchain-based healthcare system for security and privacy of patient’s medical data. A patient

can give access to his/her own medical data and can also remove the data at any point of time. It uses

smart contracts to provide access control mechanisms which introduces trust among the patients and

the receivers (doctors, insurance providers, hospitals etc.) of his/her data.
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MedSBA (Pournaghi et al., 2020) uses private blockchain and attribute-based encryption tech-

niques to store the medical data of patients. The proposed system provides user privacy and secured

access control mechanism for patients to exchange their medical data. The main motto of all the ap-

plications is the security and privacy of the medical data of the patients. Different types of blockchain

network and encryption techniques are used to improve the efficiency of the existing application

scenarios.

8 Blockchain-based framework for privacy protection of patient’s data
In healthcare industry, patients mostly deal with doctors and hospitals for their treatments. They also

have to deal with insurance providers for their medical reimbursements or payments. When patients

visit doctors and hospitals, they are generally given paper visiting slips or paper medical records

for their checkups or follow-ups. Few hospitals provide e-visiting slips or e-medical records also.

The patient can also scan the documents and keep it safe with them. In some cases, patient may need

to change the doctor or want to take some medical advice; these documents are to be shared with other

doctors or hospitals also. Also these e-records are shared with the insurance providers for bill payments

or medical reimbursements. All the sharing of documents is done at patient’s level. In case, the patient

is not able to share the records with other doctors or insurance companies, there can be big

problems too.

An ecosystem for maintaining patient’s records is required in current scenario of medical treatments

where the insurance companies directly pay the hospitals for all the medical expenses. The insurance

companies may also consider the e-records shared by hospitals to be genuine. This also reduces the

patient’s burden. For creating and maintaining e-database of medical records, patient’s privacy must

be taken care. Also data need to be secured so that no intruder is able to view or change any of the

e-records. Medical data are very critical as minor changes to data may result in different medications

for the patient. So it must be handled carefully.

In this scenario, a blockchain-based framework can be used for maintaining and sharing e-records

among patients, hospitals, and insurance providers. In the proposed framework, a federated block-

chain network will be used to include various stakeholders in the blockchain network. So, whenever

anyone wants to join the blockchain network, it will have to ask for the permission to join the net-

work. It will only be able to join network after permissions are granted. In this way, the blockchain

network will have trusted nodes only. An example scenario of the blockchain network is as shown in

Fig. 6.

In the blockchain network, all the hospitals will be the full nodes and will maintain the copy of the

blockchain with them. Patients and insurance providers will act as simple nodes in the network. Hos-

pital authorities will assign a miner for mining of the blocks. So hospitals will be full nodes as well as

miner nodes. Mining process will be assigned to hospitals on a rotation basis. The medical records will

be stored after encryption. While adding records to the block, the data will be encrypted. The patients

can provide access to his/her records and doctor/insurance provider will be able to view the records

only if they have the permissions for it.

Whenever a patient visits a hospital, he is assigned a unique id which will be recorded on blockchain

platform and will be used for updating his/her records. Patient’s records will be updated in data struc-

ture as shown in Fig. 7. So whenever there is anymedical checkup or doctor’s follow-up visit, the whole
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data structure will be updated. The parameters in the data structure are the various medical checkups

associated with patients like vitamin D3, hemoglobin, etc. It will act like a physical checkup booklet for

the patient. So whichever parameter is not required, -NA- will be written.

The patients will be given all the access controls for their data with permissions to share or re-

move access from anyone. So if the patient wants to consult his medical history with any other doctor,

he can easily show his historic medical conditions. Also his records will be updated every time there

is a visit to the doctor; it can be shared with the insurance providers as a proof for the same. This will

solve the big problem of medical reimbursements between the insurance providers and hospitals/pa-

tients. Whenever a patient wants to apply for a medical reimbursement, he will just need to raise a

request for the same with the access to his stored copy of medical records on blockchain. This will

enable the smart contract for automatic payment by the insurance providers. This smart contract is

stored on the blockchain network and is invoked whenever there is a request from the patient’s end
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Proposed blockchain network.
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for medical claims. Fig. 8 shows the process of smart contract between the insurance providers and

hospitals/patients.

The smart contract ensures automatic payment to the hospitals so that the patient need not suffer.

The proposed framework will ensure the privacy of the patient via unique IDs, restricted access con-

trols, and data encryption. This framework will be patient-centric where patients have complete control

over their data. Their task of claiming insurance will be reduced through smart contract and they can

remove or provide any accesses to their data anytime to anyone. This framework will also provide an

insight to the health trends of the patient by checking their historical records.

9 Conclusion
Health industry requires the best of technology for serving the patients with the best of services. Any

glitch due to technology can cause havoc for the patient, doctor or hospital. In today’s world, sharing

of data is not a problem but protecting it from the intruders is a big issue. As the industry is dependent

on various information technologies like cloud computing, machine learning, internet of things,

blockchain technology, cryptography, etc., researchers are looking for security solutions to protect

critical medical data. The major problem with data sharing is its authenticity, data privacy, and

security. Many applications have been proposed for maintaining the privacy and security of the

healthcare data.

The proposed framework will provide a secure solution for sharing of electronic medical records. It

will also help patients in processing of their medical claims and can also provide historical insights of

the medical records which is extremely helpful in case of chronic diseases like heart problems,

diabetics etc. The framework uses blockchain technology to ensuring privacy of medical data. It also

employs smart contract for medical reimbursements by the insurance providers. By encrypting the data,
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Patient’s record structure.
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the framework ensures that no intruder can read or update the patient’s medical data. The framework

can also be used to analyze the historical medical data and keep track of any updates happening.

Blockchain technology will ensure the authentication and security of data.
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1 Introduction
With the rapid increase in convergence technologies, the world is able to get lot of information through

the portable mobile devices (Mumrez et al., 2019). Due to development of internet and its users across

the world, there is a demand of centralized healthcare information system. Rapid increase in chronic

diseases and various disease aspects, disease prevention, and various government policies of providing

a better healthcare facility to its citizens steadily increased the demand for intelligent and portable

mobile-based services (Sravani et al., 2017). In the past one decade, the use of smart phones has in-

creased and the same can be utilized for e-Health services and can be used for providing personal health

record (PHR), disease-related information and other self-heathcare facilities ( Jung and Chung, 2016).

In the current scenario, the use of Information Communication Technologies (ICT)-based intelli-

gent system such as smart mobile devices gives ample opportunity for the growth and development of

e-Health services. Irrespective of geographical barriers, the use of ICT helps to deliver mobile-based

e-Health services to its users. Nowadays, the mobile health (m-health) applications directly address the

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00018-5
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problems of sudden rise in chronic diseases and help patients and their families for self-care (Xiong,

2019; Chung et al., 2015).

ICT-based intelligent system can be seen as a combination of person device assistant (PDA) (such

as mobile phones, electronic/smart watches, and i-pad) with the application of IoT and Cloud comput-

ing services (Mumrez et al., 2019; Vishwakarma et al., 2019). Intelligent personal devices (IPD) are

software agents that help the users in doing their day-to-day work (such as shopping, online bill pay-

ments, making appointments, and attending meetings) with ease of simplicity. Now, with the advance-

ment and inclusion of IoT and cloud computing with IPD, the capabilities and demands of such devices

are increasing at an alarming rate. Researchers have created many dynamic and static gateways to en-

able portable/personal devices to work with IoT or Cloud-based intelligent systems (Nanayakkara

et al., 2019).

The emergence of Internet of Things (IoT) has made all the addressable devices/objects to commu-

nicate and cooperate with each other in order to further increase the capabilities of IPD. By providing an

easy gateway path, we can easily extend the accessibility of intelligent devices on different dynamic

scenarios. Further, building of smart cities, homes, transportation, and healthcare services are some

applications where IoT can be used along with the IPD (Atzori et al., 2010).

The convergence of cloud computing with mobile devices and other computing technologies has

allowed us to build an intelligent system for providing a better e-Healthcare services (Selvaraj

and Sundaravaradhan, 2020). The innovative idea of cloud technology, which came up with a new

and extended infrastructure facilities, has made intelligent system like portable computing/mobile de-

vices to provide more reliable services to its end users. As mentioned earlier, like other technologies,

cloud computing can help in empowering the healthcare services in the most efficient way. It offers a

fast, reliable, and cost-effective infrastructure and application. The concept of cloud can help in man-

agement of data-centric health facilities and can help in removing the complexity involved in storing

and retrieval of health-related data. Only challenges that cloud technologies currently facing are secu-

rity, confidentiality, and trust issue. Weak security factor in cloud hinders its complete application in

health industry. Further, measures were taken to remove security challenges for cloud to enable its ap-

plication in healthcare industry (Malhotra et al., 2019).

As stated earlier, with the rapid increase in chronic diseases and intelligent devices to monitor those

diseases, there is a need to develop systems for monitoring personal healthcare record (PHR) using

cloud computing techniques (Kadhim et al., 2020). To provide continuous healthcare facility to an in-

dividual, a tool known as PHR needs to be created which can monitor and manage health-related in-

formation. It may also help us to maintain and view medical information that can be needed while a

patient visits hospitals for treatment. This development of PHR is only possible when we have an in-

telligent system for recording and monitoring healthcare information of an individual in a convenient

way. Apart from intelligent system, many hospitals also maintain a centralized cloud-based system to

record day-to-day information of their patient situated at distant places (Silva et al., 2015; Santos et al.,

2016; Kaur and Chana, 2014; Kanrar and Mandal, 2017).

A PHR or e-Health application utilizes patient’s clinical data. Security of clinical data is an impor-

tant concern while sending it to cloud environment. Data can be secured using https protocol using

ciphers. Cipher is used to encrypt and decrypt data using encryption and decryption algorithm. While

sending patient’s clinical data to the cloud server, data should be encrypted. Encryption of data hides

the actual message and converts it to hypothetical text so that the data are not easily read by hackers. At

destination, i.e., cloud server, the encrypted data are decrypted by using decryption algorithm to fetch

the actual data.
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With increasing technology usage, various steps have been taken to secure the data in transport

layer, and also various technologies have been developed by hackers to decode the secured data to

get the original message. The PHR’s or e-Health application stores very sensitive data. The data include

patient’s clinical information, patient’s medical history, bank account details used for transactions with

hospitals, etc. These data are very private and can cause major impact if it is hacked by any hacker

and can be used for any unusual activities. So, there is a need to implement new ciphers as the already

existing ciphers can be decoded by hackers. So, existing ciphers must be updated, and new ciphers must

be developed with course of time. The proposed work includes introduction of new improved cipher for

encrypting the message at the senders’ end and decrypting the message at the receivers’ end to allow

end-to-end secured connectivity and transmission of message securely for an e-Health application. In

the proposed work, an improved reverse transposition cipher is proposed which provides new improved

encryption and decryption algorithm.

1.1 Contribution
Themajor contribution of the proposed work is to develop new algorithm to be used in cipher to encrypt

the message at the senders’ end and decrypt the message at the receivers’ end to retrieve the original

message. The proposed algorithm allows to develop new cipher to be used in digital certificates in

e-Health application and cloud servers. The proposed cipher will be effective to secure the messages

and prevent any unauthorized access by hackers. In the proposed work, the improved reverse transpo-

sition cipher will provide encryption of messages at the senders’ end and decryption of messages at the

receivers’ end to retrieve the original message.

2 Motivation
The increase in the growth of e-services between users and enterprises is one of the most interesting

and considerable topics for researchers. In the current scenario, the diseases are being transformed from

acute stage to chronic stage in a quick span of time due to rapid increase in population, lack of knowl-

edge, etc. It has been studied in the literature (Mumrez et al., 2019; Sravani et al., 2017; Jung

and Chung, 2016; Xiong, 2019; Chung et al., 2015; Vishwakarma et al., 2019; Nanayakkara et al.,

2019; Atzori et al., 2010; Selvaraj and Sundaravaradhan, 2020; Malhotra et al., 2019; Kadhim

et al., 2020; Silva et al., 2015) that many healthcare intelligent system use cloud and IoT-based appli-

cations for providing e-Health services. However, both cloud and IoT is inefficient to handle, store,

and process health-related data due to its complex structure, hardware capacity limitations, and -

security-related issues (Shin et al., 2016). A reliable healthcare system is the need of the hour which

can be used to manage and monitor public health and can provide suitable treatment as and when re-

quired. The motivation behind this work is to develop an intelligent system-based platform that pro-

vides an uninterrupted and scalable cloud service interface, which can easily provide healthcare

facilities to its users. The interface between portable devices and cloud technologies often faces the

problem related to security and privacy. In the proposed work, we have developed a uniform platform

to centralize user data that can be shared and accessed across various platforms by preserving the se-

curity and privacy of user personal data (Lee and Kim, 2014).
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2.1 Related works
With increase in the uses of mobile phones, e-Health care becomes one of the most important factors in

today’s growing life. In the past few years, the world has witnessed a rapid increase in population

and because of this, it is hard to provide a smooth and better healthcare facilities to all the individuals

situated at different remote locations. Therefore, there is a need to provide medical facilities

and healthcare services via mobile technologies. In the current era of mobile revolution, it is easier

to develop a mobile-based online application which can easily be accessed through personal smart mo-

bile phones or portable devices where a user can maintain and update their health-related information

and the same can also be accessed and managed by maintaining a centralized database through cloud or

IoT-based application (Santos et al., 2015).

It has been observed that ICT-based e-Health services are gaining popularity among its user

and medical practitioners across the world (Ogasawara, 2006). ICT-based intelligent devices have

the potential to provide high-quality, low-cost and error-free healthcare facility to all its user in a con-

venient and efficient way. But, still, these intelligent devices lack in providing some basic services due

to data complexity, storage limitation, less infrastructure and proper coordination of distributed data-

bases. In the studies cited herein (Shojania et al., 2009; Deutsch et al., 2004;Wang et al., 2009) different

solutions have been suggested to overcome this limitation. Due to increase in the use of smart mobile

phones or other portable devices, many healthcare applications (Patients Like Me (Wicks et al., 2010),

Sugar Stats (Sugarstats, 2019), Cure Together (Curetogether, 2020), TU Diabetes (Tudiabetes, 2019))

are available where users can maintain their own health data and can seek medical advices as and when

required.

It has been seen in the literature (Mumrez et al., 2019; Sravani et al., 2017; Jung and Chung, 2016;

Xiong, 2019; Chung et al., 2015; Vishwakarma et al., 2019; Nanayakkara et al., 2019; Atzori et al.,

2010; Selvaraj and Sundaravaradhan, 2020; Malhotra et al., 2019; Kadhim et al., 2020; Silva et al.,

2015; Santos et al., 2016; Kaur and Chana, 2014; Kanrar and Mandal, 2017; Shin et al., 2016; Lee

and Kim, 2014; Santos et al., 2015; Ogasawara, 2006; Shojania et al., 2009; Deutsch et al., 2004;

Wang et al., 2009; Wicks et al., 2010; Sugarstats, 2019; Curetogether, 2020; Tudiabetes, 2019;

Apple Siri Webpage, 2015; Google Now Webpage, 2015; Samsung, 2015; Microsoft, 2015;

Rodrigues et al., 2013; Komninos and Stamou, 2006) that ICT-based intelligent devices can easily

be interfaced with other applications to assist patients, doctors, and hospitals. Further, many applica-

tions such as Apple’s Siri (Apple Siri Webpage, 2015), Google Now (Google Now Webpage, 2015),

Samsung’s S Voice (Samsung, 2015), and Microsoft’s Cortana (Microsoft, 2015) are currently being

used to monitor personal healthcare information which includes medicine reminder, day-to-day change

in health condition, monitoring heart beat and blood pressure, etc. Authors in the referred study here

(Rodrigues et al., 2013) presented a similar kind of mobile-based health application where patient’s

weight is getting monitored to prevent obesity. Apart from maintaining weight information, the appli-

cation also keeps record of body mass index, health meal planning, and basal metabolic rate. As we are

considering the use of intelligent devices, authors in the referred study here (Komninos and Stamou,

2006) made an application where peripheral device such as thermometer interact with PDA of the pa-

tient and a notification of the temperature will be sent to the doctor or the care taken if there is any

variation in patient body temperature beyond the prescribed limit (Santos et al., 2016).

As we have seen in literature and in the above paragraph, cloud technology will help in developing

an intelligent portable platform to perform the exchange of healthcare services to its service providers.
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Further, authors in the referred study here (Pandey et al., 2012) used data mining technique to build an

intelligent system with a strong focus on the quality of services with respect to cost, infrastructure,

and security. The same strategy is followed by the authors in the study cited herein (Kuo, 2011) which

use cloud computing techniques to provide the services suggested in the other study (Pandey

et al., 2012).

As stated earlier in this chapter, there is a need to look upon the security requirements of cloud

applications. In this view, Xie et al. (Xie et al., 2019) presented an approach for the security aspect

of cloud technology, which consists of prospective threats and the preventative measure need to be

followed in the deployment of cloud application. Before using cloud application for healthcare indus-

try, we should have a complete knowledge of the work being done in the same field. Avancha et al.

(Avancha et al., 2012) provided a complete review of the application of cloud in healthcare industry

and also presented a privacy framework for e-Health sector. Ibrahim et al. (Ibrahim and Singhal, 2016)

provided a secure sharing on e-Health data with different service providers using cloud computing.

Along the line, Abbas and Khan (2014) presented related studies which aim to contrast the privacy-

preserving approaches employed in e-Health clouds.

Authors in the studies referred herein (Ferna’ndez et al., 2013; Dong et al., 2012; Metri and Sarote,

2011; Seol et al., 2018) also presented various security-related issues and mechanism to overcome the

same for e-Health cloud environment. We introduce the summary of the most existing technique that is

commonly being adopted by various health sectors for cloud environment. With reference to the var-

ious literature studies (Chenthara et al., 2019; Abbas and Khan, 2014; Wang et al., 2019; Zhang et al.,

2018; Ayofe et al., 2019), there is no inclusive survey available independently at a point of concen-

tration on confidentiality issues of e-Health cloud. As per the survey, it is clearly indicated that privacy

and security of the personal health and medical related data are very much important. Various authors

(Dong et al., 2012; Metri and Sarote, 2011; Seol et al., 2018; Chenthara et al., 2019; Abbas and Khan,

2014) introduced the architectural view of cloud for handling applications related to biomedical with

respect to security and privacy issues.

2.2 Challenges
The major challenge in e-Health application is to maintain confidentiality and integrity of the data re-

trieved from IoT device which is continuously monitoring a patient. There are multiple ways to breach

data by hackers. Transport layer is very prone to attack by hackers the reason why data encryption is a

very challenging task. Various ciphers are available in today’s world, but hackers’ attacks are also in-

creasing day by day. To avoid such kind of attacks, proper steps need to be taken for securing the data.

With the advancement of technology, attackers use new techniques to steal or hack data. So, there is a

need to introduce new improved encryption and decryption technique which provides an efficient so-

lution to save data from various types of security threats and attacks. In the upcoming section, a new

approach to secure e-Health application using improved reverse transposition cipher is discussed.

3 Proposed system
In this section, a new approach to secure e-Health application using improved reverse transposition

cipher is proposed. In the architecture shown in Fig. 1, the IoT device with MP5700AP pressure sensor

to record patients’ blood pressure is used, which records and sends data to e-Health mobile application.
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The e-Health mobile application is developed to interact and receive data from IoT sensor and send it to

web server in cloud environment securely with https protocol using cipher. The e-Health mobile ap-

plication is developed using android studio version 3.6.3 in 64 bit windows platform which supports

Android version jelly beans and above android versions. After receiving the data from e-Health mobile

application, the web server sends the data to the app server and the app server sends that data to cloud

database. The web server is apache Tomcat and the database is Microsoft SQL Server. In Fig. 1, pa-

tient’s clinical data are sent to web server by e-Healthmobile application using https protocol. The https

protocol requires ciphers to encrypt data while sending and to decrypt data after receiving it.

The improved reverse transposition cipher provides encryption algorithm to encrypt the data while

sending it from e-Health mobile application to web server. Also, it provides decryption algorithm to

decrypt the received data at the web server end. The encryption and decryption technique is explained

in detail in the next section.

Improved reverse transposition Cipher:

Improved reverse transposition cipher is explained in the following sections:

Encryption of message:

The data recorded by the IoT device is encrypted by using the below encryption algorithm while send-

ing to the cloud web server:

• Select a key value of any length say N.

• Create a two dimensional table with column length N and row length depends on the length of

message to be encrypted.

• Assign each alphabet (including blank spaces) of the message to each cell of the table.

• Create a new empty table of size same as the original table.

• Move the elements of last column of the table and first column of new table vertically.

WebServer

Cloud

Patient
IoT
Device

Mobile E-health app

Database

FIG. 1

IoT-based mobile e-Health architecture.
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• Repeat this until all the elements of the original table are moved to new table in the reverse order.

• Note down the elements of first two columns of new table. Then jump by two columns and note

down elements of 5th and 6th columns of the table and again jump by two columns and repeat the

process.

• If there is no column further left in the table. Then end the loop and note the elements of 3rd and 4th

columns and again jump 2 places and note the elements of next two columns and continue the same

process till all the columns are covered.

• Place all the elements together to obtain the encrypted message.

The above encryption algorithm is explained in detail below:

Let us assume that below message is recorded by IoT device and sent to e-Health application for

saving it securely in cloud database.

Recorded message:

“Systolic blood pressure:120, Diastolic blood pressure:80”.

Step 1: Let us assume we have selected a key value as 10.

Step 2: Create two-dimensional table with column length as 10 and assign each alphabets to each cell

(Fig. 2)

Step 3: Create a new empty table. Move all the elements of last column of the table shown in Fig. 1 to

the first column of new table. Then, move all the elements of the second last column of the old

table to the second column to the new table. Repeat this step until all the elements of old table

are assigned to the new table in reverse order. This step is explained in Fig. 3. After assigning

all the elements of the old table to the new table in reverse order, name the columns of the new

table as C1, C2, … C10 as shown in Fig. 3.

Step 4: In this step, note down all the alphabets (including space for empty cells) from C1 and C2.

Jump two columns and note down all the alphabets (including space for empty cell) from C5

and from C6. Again, jump two columns and note down all the alphabets (including space for

empty cell) from C9 and C10. This step is explained in Fig. 4.

Below message is obtained from this step:

bsilu sobs lp2ir o 1lp0yorsoesluaor.
When the execution reaches the last column, then, stop the iteration and go back and note the al-

phabets (space for empty cell) from C3 and from C4. Again jump two columns and note down all the

S y s t o l i c b 

l o o d p r e s s 

u r e : 1 2 0 , D i 

a s t o l i c b l 

o o d p r e s s u 

r e : 8 0 

FIG. 2

Received messages assigned row-wise to create a table.
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alphabets (space for empty cell) from C7 and from C8. Since there is no column after this to jump the

iteration, the execution will be stopped.

The below message is obtained from this step:

ce, s ir0ce td:o 8soetd:
Now, combine these two messages to obtain the final encrypted message as below:

bsilu sDbs lp2ir o 1lp0yorsoesluaorce, s ir0ce td:o 8soetd:
The encryption process is explained in flowchart (Fig. 5) below:

Decryption of received message:

The encrypted message received at the server’s end in cloud environment is decrypted by using the

decryption algorithm shown here:

• Count the total number of alphabets in the received encrypted message (including blank spaces).

• Divide the total count by key value N to get K.

• Create a table with row size as K and column size as N.

S y s t o l i c b 

l o o d p r e s s 

u r e : 1 2 0 , D i 

a s t o l i c b l 

o o d p r e s s u 

r e : 8 0 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10

b c i l o t s y S 

s s e r p d o o l 

i D , 0 2 1 : e r u 

l b c i l o t s a 

u s s e r p 8 d o o 

0 e : e r 

FIG. 3

Mapping process to create new table with elements in reverse order.
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• Fill first two column of the table with alphabet from encrypted message received. Once all the cells

of first two columns got filled, then leave the two columns empty and jump to 5th columns and fill

cells of the next two columns with alphabets. After filling the 5th and 6th columns, again leave two

columns blank and jump to the 9th column and fill the alphabets from encrypted message to the 9th

and 10th columns. After this, return back to the 3rd column which was left empty and fill the cells of

the 3rd and 4th columns with alphabets and jump to the 7th column and fill the cells of 7th and 8th

columns.

• Create a new table. Starting from last column, move all the elements of the last column of old table

to the first column of the new table. Continue this process to make sure that all the elements of old

table are moved to the new table in reverse order.

• Place the alphabets of this table row wise to get the decrypted message.

The decryption algorithm is explained below:

Below is the message received at the server’s end:

bsilu sDbs lp2ir o 1lp0yorsoesluaorce, s ir0ce td:o 8soetd:
Step 1: Count the length of received encrypted message.

Length of encrypted message is 60 (including blank spaces).

b c i l o t s y S 

s s e r p d o o l 

i D , 0 2 1 : e r u 

l b c i l o t s a 

u s s e r p 8 d o o 

0 e : e r 

roaulSeosroy0pllori2plsbDsulisb

b c i l o t s y S 

s s e r p d o o l 

i D , 0 2 1 : e r u 

l b c i l o t s a 

u s s e r p 8 d o o 

0 e : e r 

:dteose8o:dtec0ris,ec

FIG. 4

Reverse transposition method to encrypt message.
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Start

Select key of  length N=10

next column
available

next column
available

Go to column C3

Note down elements of all columns vertically jump by 2 columns

No

No

Stop

Yes

Yes

Create two dimensional table of
column length as N=10

Create a new table of size 6 x10

Name each cloumn of new table as C1,C2...C10

Jump by 2 columns

Initialize mapping process. Note down elements of first two columns C1 and C2 vertically

Move all the elements of last column of table to first column of new table.

Assign each alphabet of message to each cell of the table row wise.Consider space
blank cell.

FIG. 5

Flowchart of encryption process using improved reverse transposition method.



Step 2: Calculate N.

N¼Message length=K
N¼ 60=10
N¼ 6

Step 3: Create a table of row length as N, i.e., 6 and assign the first 12 letters in the first two columns

C1 and C2 vertically. Then skip two columns and assign another 12 letters in the next two

columns C5 and C6. Again skip two columns and assign another 12 letters in the next two

columns, i.e., C9 and C10, respectively.

When all the columns get filled, then return back to the 3rd column C3 and fill letters in

two consecutive columns, i.e., C3 and C4. Jump two times to columns C7 and C8 and fill the

cells of C7 and C8 with remaining letters as shown in the table below to create a table.

Step 4: Create a new table. In Fig. 6, starting from the last column, i.e., C10, move all the elements of

column C10 to the first column of the new table. Repeat this process so that all the elements of

the above table get assigned to the new table in reverse order vertically as shown in Fig. 7.

Step 5: Note all elements from each cell row wise as shown in Fig. 8.

Combine all the elements got from the table and retrieve original message as below: “Systolic blood
pressure: 120, Diastolic blood pressure: 80”.

The Decryption process is explained in the flowchart (Fig. 9).

roaulSeosroy0pllori2p1sbDsulisb

b l o y S 

s s p o l 

i D 2 1 r u 

l b i l s a 

u s r p o o 

0 e r 

:dteose80:dtec0ris,ec

b c i l o t s y S 

s s e r p d o o l 

i D , 0 2 1 : e r u 

l b c i l o t s a 

u s s e r p 8 d o o 

0 e : e r 

C1 C2 C3 C4 C5 C6 C7 C8 C9 C10

FIG. 6

Inverse transposition method to decrypt message.
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4 Conclusion
The development of e-Health mobile application using cloud environment has proved to be very useful

in monitoring and managing patient’s clinical data. The security of patient’s data using e- Health mo-

bile application is an important area of concern. The e-Health mobile application interacts with cloud

environment to save patients’ critical health data in cloud database securely. The study in this paper

b c i l o t s y S 

s s e r p d o o l 

i D , 0 2 1 : e r u 

l b c i l o t s a 

u s s e r p 8 d o o 

0 e : e r 
C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

S y s t o l i c b 

l o o d p r e s s 

u r e : 1 2 0 , D i 

a s t o l i c b l 

o o d p r e s s u 

r e : 8 0 
C1 C2 C3 C4 C5 C6 C7 C8 C9 C10 

FIG. 7

Mapping process.

Systolic b 

lood press 

ure:120,Di 

astolic bl 

ood pressur 

re:80 

S y s t o l i c b 

l o o d p r e s s 

u r e : 1 2 0 , D i 

a s t o l i c b l 

o o d p r e s s u 

r e : 8 0 

FIG. 8

Fetching original message from the table.
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Start

Identify K

Create two dimensional table of
row length as K

Leave next two columns as blank and go to 5 th column

Leave next two columns as blank and check if columns are available to assign alphabets

Assign alphabets of received message to cells of the table column wise for
first two cells

Assign alphabets to each elements vertically to next two available columns
and check if columns are available to assign alphabets

Assign alphabets to each elements vertically for next two available columns

Assign all the alphabets in a new table of same dimension in reverse orders

Go to 3rd columnsColumn
available

Yes

No

Column
available

Assign alphabets to
cells columns wise

alternately

Stop

Collect the alphabets from each cell of  new table row wise to get
the original message

No

Yes

FIG. 9

Flowchart of decryption process using improved reverse transposition method.



shows that the connectivity between e-Health mobile application and cloud web server can be secured

using ciphers. The reverse transposition cipher can be used to secure data in cloud environment. The

effectiveness of encryption and decryption technique depends on the difficulty level it presents to

hackers to decode the original message. The improved reverse transposition cipher has suggested

an effective technique to encrypt and decrypt data. In further studies, this cipher can be compared with

other ciphers available in today’s world in terms of efficiency. The proposed improved transposition

cipher can be used for performing encryption, decryption, hashing, or digital signatures. The proposed

cipher can be used in digital certificates used in e-Health application and cloud server for authentication

and handshaking to initiate https connectivity between the client and the server.
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1 Introduction
Thanks to digital technologies we can extract knowledge from data by attributing intelligence to ob-

jects, through a connection between them. This new way of thinking about data has revolutionized pro-

cesses and services, providing a new reading key to information from various sectors, so much so that

the world of health has also been affected by this revolution (Ward, 2013; Mosavi et al., 2019). The

healthcare sector is characterized by a series of problems and critical issues that have often affected

its efficiency, offering patients a poor-quality service with significant costs (Hassan et al., 2019).

To tackle this problem, a clear transformation of the system was required that would make it possible

to respond to requests for improvement in the service provided (Wan, 2006; Beam et al., 2020).

The use of Information Technology (IT) in healthcare products, services, and processes accompa-

nied by organizational changes and the development of new skills has introduced significant improve-

ments in efficiency and productivity in the healthcare sector, as well as greater economic and social

value of the health (Wan et al., 2020). IT is applied to medicine for personal care, which is at the center

of the therapeutic, diagnostic, or preventive project, and as such receives or requires medical, health, or

socio-sanitary acts (Dua et al., 2014; Liyanage et al., 2019).

Personal care, understood as the relationship between the person and the health system, has not

changed. What has undergone is a clear transformation by the way in which health care is provided,

both in terms of performing a medical service and in terms of organizing related services. The intro-

duction of Information Technology has made health care more convenient from an economic point of

view, as it reduces waste and inefficiencies with greater citizen involvement (Van Calster et al., 2019).

IT allows a substantial reduction in the consumption of resources, both for the healthcare professional

and for the citizen-user. The increase in productivity derives from the reduction of medical errors, from

the attenuation or elimination of unnecessary treatment, from the reduction of waiting lines, from the

limitation of the movements of citizens in the territory, from the reduction of waiting lists, and from the

simplification of access to patient data and facilitating disease treatment (Siau and Shen, 2006; Kwak

and Hui, 2019; Jewell et al., 2020).

A digital report without leaving home, paying for a specialist reservation without going to the of-

fice, or changing your doctor from the comfort of your PC are just some examples of improvements

introduced using new technologies. The use of IT allows a tracking of operations to guarantee respect

for privacy and the tracking of any access to clinical documents (Steil et al., 2019; Lanzing, 2019).

The economic convenience introduced by the use of IT is closely connected with the increase in

productivity and derives from the reduction of medical errors, from the mitigation or elimination of

unnecessary treatment, through greater communication between the different healthcare institutions

and the same professionals (Gu et al., 2019; Iftikhar et al., 2019). Another saving is obtained by

reducing and/or eliminating paper material (Usak et al., 2020).

In this work, we used ensemble methodologies to preventively diagnose endocrinologic disorders

such as those related to the thyroid. The data used as input derive from tests carried out on a pop-

ulation sample with the collection of numerous indicators. The term ensemble refers to a set of basic

learning machines whose predictions are combined to improve the overall performance. The ensem-

ble methods can be divided into two categories: generative and nongenerative. The nongenerative

ones try to combine in the best possible way the predictions made by the machines, while the gen-

erative ones generate new sets of learners, to generate differences between them that can improve the

overall performance. An ensemble method is a technique that combines predictions from multiple

machine-learning algorithms to make predictions more accurate than any single model. By using
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multiple methods in modeling, prediction skills are improved as each contribution seeks to reinforce

the weaknesses of the others.

The first part of the paper introduces the basics of the techniques based on Machine Learning with

particular attention to the methods used in the field of Medical Informatics. Subsequently, the main

algorithms based on Ensemble Learning are treated in detail and then move on to a rich review of

the main works that have used a Machine Learning-based model for disease diagnosis. Finally, a

specific case is treated: Predicting thyroid disease using ensemble learning.

2 Data analytics
Health care supported by digital technologies has generated in recent years a large volume of useful

data on the clinical history of patients, on the treatment plans to which they have undergone, on the

costs that the therapies applied have produced, and finally on the insurance coverage which the patients

enjoyed. This amount of data has attracted the attention of data analysis experts who have been

concerned with developing methodologies to analyze them (Zikopoulos and Eaton, 2011).

Data Analytics are tools that are based on statistical inference to examine in depth the raw data and

knowledge available to identify correlations, trends or verify existing theories andmodels. They answer

questions precisely and start from hypotheses formulated from the beginning, focusing on sectors, with

the aim of obtaining the best practices that lead to an improvement of the system. These tools allow you

tomake future forecasts andwhat-if simulations to verify the effects of certain changes on the system, as

well as to obtain more detailed and in-depth analyses. Using more sophisticated techniques and tools,

they can analyzemuch larger datasets. Analysis tools help analysts turn data into knowledge. The ability

to analyze a large amount of information, often unstructured, represents a clear source of competitive

advantage and differentiation. Big Data, combined with sophisticated data analysis, have the potential

to provide researchers with unprecedented insights into patient behavior and health system conditions,

enabling decisions to be made faster and more effectively (Raghupathi and Raghupathi, 2014).

The data analysis examines the data with the aim of extracting knowledge from the information. In

emergency assistance, data analysis helps emergency teams to efficiently select raw data, message

traffic and news feeds from the Internet to instantly define where and when a health emergency is oc-

curring. In preventive care, data analysis identifies outbreaks, trends, and prepares health specialists for

the challenges they will face in the future (Kambatla et al., 2014).

Medical research also benefits greatly from data analysis. The ability to collect research, filter re-

sults, and stay abreast of the latest research-based best practices helps teams collaborate, improve test

methods, and successfully apply for grants based on updated needs and information. Data analysis is

more than just a hypothesis, but a determination of future events based on current facts and trends. Data

analysis can be divided into two different spectra: exploratory data analysis and confirmation data anal-

ysis (Palanisamy and Thirunavukarasu, 2019). Exploratory data analysis, also known as EDA, is used

to determine new trends in a market or sector. The analysis of confirmation data, or CDA, is used to

demonstrate or refute existing hypotheses. In the medical field, the CDA is used in various sectors, from

identifying the origin of a specific disease to which common drugs are most useful in the treatment of

current symptoms. This is generally the way new drugs are developed, where research over time uses a

combination of products and drugs to test and improve treatments. After years of research and

combined data, the researcher can perform a complete analysis of the data, to determine whether

the medical combination can cure the disease (Martinez et al., 2010).
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Effective health analysis requires much more than extracting information from a database, applying

a statistical model, and passing results to various end users. The process of transforming the data

acquired in the source systems into information used by the health organization to improve quality

and performance requires specific knowledge, adequate tools, quality improvement methodologies,

and management commitment. Healthcare transformation efforts require decision makers to use infor-

mation to understand all aspects of an organization’s performance. In addition to knowing what hap-

pened, decision makers now need information on what is likely to happen, what the organization’s

improvement priorities should be, and what the expected impacts of the process and other improve-

ments will be. Simply producing reports and visualizations of data from the health data repository

is not enough to provide the information decision makers need (Reddy and Aggarwal, 2015).

Data Analytics can help decision makers achieve understanding of quality and operational perfor-

mance by transforming the way information is used and decisions are made across the organization.

Data Analytics is the system of tools and techniques necessary to generate understanding of data.

The effective use of analysis within an organization requires that the necessary tools, methods, and

systems have been applied appropriately and consistently and that the information generated by the

analysis is accurate, validated, and reliable (Strome and Liefer, 2013).

3 Machine learning
Recently, a new tool for knowledge extraction has appeared in the panorama of Data Analytics: It is

Machine Learning, a class of algorithms that using optimization techniques manage to retrieve useful

information from data automatically. Machine Learning is a branch of Artificial Intelligence that

includes all the studies on algorithms capable of performing a task with better performance as the

experience grows. What makes this field extremely innovative is that it makes the machine an entity

capable of carrying out inductive reasoning based on experience, in a completely analogous way to how

man himself does it (Alpaydin, 2020).

Therefore, based on a training set of data from a certain probability distribution, the machine must

be able to deal with new problems, therefore not known a priori, by building a probabilistic model of the

occurrence space (Ciaburro, 2020). The computational analysis of machine learning algorithms is one

of the works performed in learning theory, a field of study that aims to solve with various approaches,

although never being able to offer certainties about the results, both for the finished quantity of data for

training and for any underfitting and overfitting problems, essentially due to a disproportion between

the required parameters and the number of observations (Marsland, 2015).

With the progress of studies and with the recognition of the various facets of the problems faced,

there is a subdivision of the Machine Learning field into various branches that differ in the approach to

solving the problems faced, for the type of data processed and for the task to be performed by the

algorithm (Ciaburro and Venkateswaran, 2017).

Several paradigms have been developed, based on which to classify this type of algorithm:

• Supervised learning: The model is trained by collecting input data, to then obtain outputs that allow

one to formulate a general rule to correctly associate inputs and outputs.

• Unsupervised learning: The model takes unlabeled inputs as an input and tries to generate a

structure common to these input data.

• Reinforcement learning: The model interacts with a dynamic environment and is notified or

rewarded only if the goal to be accomplished is accomplished.
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In this field there are numerous approaches, which are based both on the type of strategies adopted and

on the models generated. Moving from decision trees, graphs that allow decision-making through paths

that lead to the prediction of a given variable by classification, to genetic algorithms, algorithms that

emulate the phenomenon of natural selection and genetic evolution through techniques such as muta-

tion and crossover, from inductive logic programming, an approach that links propositional logic to

symbolic learning and that makes extensive use of entailment starting from knowledge bases, to Bayes-

ian networks, graphical representations of the dependency relationships between the variables of a sys-

tem that provide a specific of any complete joint probability distribution. Among the algorithms based

on Machine Learning, ensemble learning has proved particularly effective in supervised classification

(Ciaburro, 2017).

4 Approaching ensemble learning
Artificial intelligence studies the reproducibility of complex mental processes through the use of com-

puters and pays particular attention to how they perceive the external environment, how they interact

with it, and how they are able to learn and solve problems, elaborate information, and reach decisions.

Of great importance is the learning activity, which allows to increase the knowledge of the machine and

to make adaptive changes, so that the decision-making process in a later period is more efficient

(Polikar, 2012).

Therefore, the realization of an inductive as well as deductive learning is important, that is, a pro-

cess that starting from a collection of examples concerning a specific sphere of interest, he arrives at the

formulation of a hypothesis capable of predicting future examples. The conceptual difficulty in formu-

lating a hypothesis consists in the impossibility of establishing whether it is a good approximation of

the function that it must emulate or not, but it is possible to draw qualitative considerations, so a hy-

pothesis that will be able to make a good generalization, so he will be able to correctly predict examples

he has not seen so far. Furthermore, it is possible to arrive at the formulation of several hypotheses, with

similar predictive capacity, all consistent. In this case, the optimal choice will be the simplest solution

(Zhang and Ma, 2012).

A substantial difference between deductive and inductive inference is that the former guarantees log-

ical correctness, as it does not alter the reality of interest, while the latter can tend toward excessive gen-

eralization and therefore carry out incorrect selective processes. Artificial intelligence systems are

reflected in a vast domain of applications concerning a high quantity and heterogeneity of sectors, from

the interpretation of natural language, to games, to the demonstration of mathematical theorems, to ro-

botics. Furthermore, machine learning has great relevance in Data Mining, that is, the extraction of data

and knowledge from an enormous wealth of information through automated methods. To reproduce typ-

ical activities of the human brain, such as the recognition of shapes and figures, the interpretation of

language, and the perception of the environment in a sensorial way, neural networks have been created,

with the aim of simulating the functioning of the animal brain on the computer (Krawczyk et al., 2017).

Ensemble learningmethods are very powerful techniques for obtainingmore correct decision-making

processes, at the expense of greater complexity and a loss of interpretability, compared to learning systems

based on single hypotheses. The ensemble learning combines the predictions of hypothesis collections to

obtain greater performance efficiency. For explanatory purposes, it is useful to compare this type of learn-

ing to an executive committee of a company, inwhich several people with certain skills present their ideas

to reach a final decision. It is evident that the knowledge of a group of people can lead to amore thoughtful
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solution than the decision of a single director. Also, this type of analogy allows us to make qualitative

considerations that will be applicable in the domain of artificial intelligence (Gomes et al., 2017).

In fact, it is easy to imagine that if the directors all have very similar knowledge and therefore lim-

ited to the same area, the analyses and decisions of the individuals will not be very heterogeneous and

we will obtain benefits to a lesser extent in the use of the ensemble. If, on the other hand, the knowledge

of each director is highly sectored, so that each participant on the committee adds knowledge that is not

replicated, the final decision will be more appropriate. If we assume that there is a director at the

board’s management, who once had taken into consideration the individual opinions (votes), comes

to a solution, it is reasonable to think that he trusts most of those who made more correct choices

in the past, in the case I therefore practice advisors who he deems most reliable (Wang et al., 2016).

Similarly, in committee learning, the votes of the individual hypotheses are weighted to emphasize

the predictions of those deemed most correct. In conclusion, ensemble learning combines different

models derived from the same training set to produce a combination of them that widens the space

of hypotheses. The term ensemble means a set of basic learning machines whose predictions are com-

bined to improve overall performance (Akyuz et al., 2017).

Ensemble methods can be divided into two categories: generative and nongenerative. The nonge-

nerative ones try to combine the predictions made by the machines in the best possible way, while the

generative ones generate new sets of learners, to generate differences among them that can improve

overall performance.

As for nongenerative techniques, in the classification, for example, the technique of major voting is

used, possibly refined by weighing the votes proposed by the machines. Predictions can be combined

by means of possibly weighted, median, product, sum, or by choosing the minimum or the maximum.

Generative methods attempt to improve system performance by attempting to use diversity between

learners. To do this, different sets are generated with which to train the machines using the resampling

technique, or the aggregation of classes is manipulated differently through the feature selection

technique, or even learners can be trained who specialize on specific parts of the set of learning with

the mixture of expert techniques. Resampling techniques, such as bootstrapping, allow you to generate

new sets from the original one (Wang et al., 2018).

The most common and efficient ensemble learning methods are:

• bagging

• boosting

• stacking

However much they can improve the actual performance of the system, it is necessary to take into

account a greater difficulty of analysis, since they can be composed of a substantial number of single

models, which is why it will be difficult to intuitively understand which factors contributed to the

improvement and which ones instead can be considered redundant or degrading.

For example, several decision trees generated on the same dataset could be considered and a vote by

each of them on the classification of new data. The final predictive capacity will easily be more correct

than that of the individual models and this could be significantly affected even by a subset of the trees

involved in the choice, but intuitively it will be difficult to recognize this subset (Ciaburro and

Iannace, 2020).

The simplest technique for combining the responses of individual classifiers into a single prediction

is that of weighted votes and is used by both boosting and bagging, the substantial difference of which is

in the way in which these models are generated (Alam et al., 2019).
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5 Understanding bagging
Bagging is an ensemble method that takes its name from the union of the words Bootstrap AGGregat-

ING and provides for the assignment of identical weights for each individual model applied to a spe-

cific set of training. It may be thought that if several training sets of equal cardinality are extracted

starting from the same domain of a problem and a decision tree is built for each one, then these trees

will be similar and will arrive at identical predictions for a new test example. Bootstrapping consists of

the extraction with replacement of its elements to create new training sets that are different from each

other. The probability of extraction of each example, in bagging, is equal to that of the others. The basic

algorithm involves the creation of models for each training set and subsequently the combination of the

various predictions on the test set through an average operation (Baskin et al., 2017).

This assumption is usually incorrect due to the instability of the decision trees, which owing to small

changes in the input attributes can correspond to large changes in terms of ramifications and therefore

lead to different classifications. It is implicit that if starting from the same basic set, one achieves re-

markably different results, then the outputs can be both correct and wrong. In a system where there is a

hypothesis for each training set and whose response to a new example is determined by the votes of the

individual hypotheses (majority vote), a correct prediction will be more necessary than that which we

would obtain starting from a single model. Nonetheless, it will always be possible to find an incorrect

answer, as no learning scheme is affected by error. An estimate of the expected error in the architecture

assumed can be calculated as the average of the errors of the individual classifiers. To better understand

the characteristics of bagging, it is good to analyze bias errors, variance errors, and bootstrap first

(Yaman and Subasi, 2019).

Given the following initial dataset:

C¼ x1; y1ð Þ,…, xn; ynð Þf g (1)

A few new datasets Ck (with k ¼ 1,…,m) are extracted from the setC using the replacement technique.

For each Ck dataset obtained, a predictive model is elaborated, according to the following function:

f x,Cð Þ¼ 1

m

Xm

i¼1

fk x,Ckð Þ (2)

The algorithm brings improvements, thanks to the diversity of the various fk models (Fig. 1). For this

reason, less stable basic models are recommended, that is, capable of producing consistent differences

also starting from similar training sets. This does not mean that the basic machines must necessarily

be different. Bagging improves overall prediction performance because it reduces variance if the

machines that are part of it have low bias (Subasi and Qaisar, 2020).

Recall that in an algorithm based on machine learning, we can identify two error components: the

first due to the particular learning algorithm used, called bias, and the second relating to the peculiar

training set used, indicated with the name of variance. The bias represents a deviation from the current

value and cannot be calculated accurately, but can only be approximate, it is also independent of the

number of training sets used and is an indicator of the persistence of the error of a specific algorithm.

The variance, on the other hand, is closely related to the training set used and is a measure of the

variability of the learning model. In practical terms, if we use different training sets to repeat the train-

ing several times, the variance will be the difference between the values predicted by each model.
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The choice of the type of architecture to be used in bagging is based on the evaluation of the best

performance obtained on the test set: An evaluation of the error of the basic machines in terms of bias

and variance can be carried out. Mediating low bias models allows you to obtain a low bias model

by reducing the variance. Although the bias-variance analysis of the machines has not been addressed,

the choice to consider the model with better performance on the test set proves to be consistent

(Ditzler et al., 2017).

You can further criticize the choice by thinking that the best machines are optimal for the original

training set and it is not known if they can be used for the various sets generated by the random ex-

traction. The hope is that the best ones have characteristics of complexity suitable for the characteristics

of the data to be approximated.

As for the dimensions of the Ck sets, there is no theory that indicates what the optimal value should

be. This depends on the quantity and type of data available. Bagging is a parallelizable algorithm since

the training of a single machine does not influence in any way that of the others.

This bootstrap aggregation technique tends to neutralize the instability of the learning algorithms

and is more useful precisely in learning schemes where there is a high instability, as this implies a

greater diversity obtainable with small input variations. Consequently, when bagging is used, attempts

are made to make the learning algorithm as unstable as possible. The operation of this method can be

summarized in two steps:

1. the generation of individual models, in which m instances are selected from the training set and the

learning algorithm is applied

2. the combination of the models obtained to produce a classification

The error due to the bias turns out to be the mean square deviation obtained by averaging the numerical

classifications of the individual models, while the variance is the distance between the predictions of

the individual models and depends on the training set used. Bias and variance are closely related to the

complexity of the learning model, so as the parameters added to it increase, the bias component will

decay while the variance component will increase exponentially (Singhal et al., 2018).

FIG. 1

Bagging operating scheme.
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6 Exploring boosting
The basic idea of the Boosting techniques is to build a list of classifiers by assigning, in an iterative way,

a weight to each new classifier. Considering, in this way, its ability to recognize samples not correctly

identified by the other classifiers already involved in the training. At each phase of the algorithm, a new

classifier is trained using the dataset, in which the weighted coefficients are adjusted based on the per-

formance of the previously trained classifier, so as to assign a greater weight to the incorrectly clas-

sified data points (Liu et al., 2018).

The algorithm focuses on the most difficult samples to classify, which are therefore weighted more.

The final classifier is obtained with a weighted vote of the built models. As with other ensemble tech-

niques, combining multiple models is particularly effective when they achieve a high percentage of

correct predictions and are quite different from each other, i.e., presenting a high rate of variability.

The ideal situation to which boosting aims is the maximum sectorization of the models, so that each

of them is a specialist in a part of the domain in which the other classifiers fail to arrive at accurate

predictions. Therefore, boosting attributes greater weight to instances that have not been correctly pre-

dicted, to build high models, in subsequent iterations, capable of filling this gap. In analogy with bag-

ging, only learning algorithms of the same type are combined and their outputs are combined by vote or

by averaging the individual responses, in the case of classification or numerical prediction, respectively

(Ghojogh and Crowley, 2019).

The algorithm consists of the following steps:

1. A tree is produced with a process that considers instances with greater weight to be more relevant

2. The product tree is used to classify the training set

3. The weight of instances correctly classified is reduced, while that of instances incorrectly classified

is increased

4. Steps 1 to 3 are repeated until a specified number of trees have been produced

5. A weight proportional to its performance on the training set is assigned to each tree.

For the classification of new instances, a weighted voting system is used, usually majority voting, by all

trees. The purpose of this algorithm is to produce different trees, to cover a wider set of types of in-

stances. The defect with which the boosting method is often accused is the susceptibility to noise. If

there are incorrect data in the training set, the boosting algorithm will tend to give greater weight to the

instances that contain them, inevitably leading to a deterioration in performance. To overcome this

problem, boosting algorithms have also been proposed, in which instances that are repeatedly classified

incorrectly are interpreted as containing incorrect data and consequently their weight is reduced

(Ng et al., 2018).

7 Discovering stacking
Stacked generalization, fromwhose abbreviation the term stacking derives, is the most recent ensemble

technique, conceived to generate a scheme that minimizes the error rate of classifiers. Stacking, by

virtue of its functioning, can be considered as a process that evolves the behavior of cross-validation

to combine different individual models more efficiently. Stacking is a technique used to obtain high

precision in generalization. This method tries to evaluate the reliability of the trees produced and is
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usually used to combine trees produced by different algorithms. The idea is to extract a new dataset

containing an instance for each instance of the original dataset, in which however the original attributes

are replaced with the classifications produced by each tree, while the output remains the original class.

These new instances are then used to produce a new classifier that combines the different predictions

into one. It is suggested to divide the original training set into two subsets. The first used to create the

dataset and the second used to produce the base classifiers (Divina et al., 2018).

The new classifier’s predictions will therefore reflect the actual performance of the basic induction

algorithms. While classifying a new instance, each base tree produces its prediction. These predictions

will constitute a new instance which will be classified by the new classifier. If trees produce a prob-

ability classification, it is possible to increase the stacking performance by inserting in the new

instances the probabilities expressed by each tree for each class. Stacking performance has been shown

to be at least comparable to that of the best classifier chosen by cross-validation (Sun and Trevor, 2018).

7.1 Machine learning applications for healthcare analytics
In recent years, algorithms based on Machine Learning have been applied to extract knowledge in

many fields. In HealthCare, these algorithms have been used to improve the quality of life by support-

ing researchers in activities aimed at diagnosing diseases, analyzing clinical data, in the process of drug

discovery, to name a few (Panesar, 2019).

7.2 Machine learning-based model for disease diagnosis
In the last 10 years, there has been a significant and growing use of Machine Learning in HealthCare,

which is gaining great interest thanks also to publications that have revealed a precision in specific

clinical contexts. Some algorithms have managed to show a diagnostic accuracy comparable to that

of doctors experienced in different disciplines. Some examples of applications of machine learning

in HealthCare that lead to a benefit of diagnostic accuracy were detection of cancers through the

analysis of radiological images, detection of diabetic retinopathy, and algorithms capable of predicting

future cardiovascular events (Rojas et al., 2019).

7.3 Machine learning-based algorithms to identify breast cancer
Cancer is a very complex genetic disease, the appearance of which is attributable to certain unwanted

genetic mutations. Knowing how to recognize these genetic mutations could be useful for the identi-

fication and prevention of tumor development in individuals. Even more useful would be to be able to

identify tumor development from a limited number of mutations. Fine-needle aspiration (FNA) of a

breast lump allows us to take a sample of cells to be studied under the microscope to discriminate

whether a breast lump is of a benign nature or if it is a malignant tumor. A thin needle is inserted into

the breast, until it reaches the lump, from where a part of the content to be examined in the laboratory is

sucked. The sampling is done simultaneously with an ultrasound scan to locate the nodule. The aspi-

rated biological liquid is subsequently substituted for cytological examination, which consists in the

observation under an optical microscope of cells taken to characterize their content through the extrac-

tion of features. Agarap (2018) applied six machine learning-based algorithms to identify breast cancer
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based on features extracted from FNA tests. The dataset used by Agarap for training the algorithm con-

tains the features obtained through the cytological examination. Six algorithms have been used in this

study: Linear Regression, Multilayer Perceptron (MLP), Nearest Neighbor (NN), Softmax Regression,

Support Vector Machine (SVM), and finally a combination of recurrent neural network (RNN) and the

SVM. All the algorithms used have returned satisfactory results with high performance on the binary

classification of breast cancer, with an accuracy that has exceeded 90%.

7.4 Convolutional neural networks to detect cancer cells in brain images
Sawant et al. (2018) used an algorithm based on convolutional neural networks (CNNs) to detect cancer

cells in brain images obtained by the Magnetic resonance imaging (MRI) test. MRI is a test carried out

with an implant that nowadays plays an important role in the health sector and allows you to perform a

whole range of diagnostic tests, from traditional to functional neuroradiology, from internal diagnostics

to obstetrics and gynecology and pediatrics. The machine is equipped with a magnet that creates a

strong and stable magnetic field to align all the protons in the same field and determine their rotation,

all in the same direction. A frequency signal is subsequently sent within the magnetic field which de-

termines the misalignment of the protons; at the end of the same, the protons return to their equilibrium

position, release energy, which is detected by a receiving coil. From the detection, the time it takes for

the protons to return to their aligned position is measured, providing information regarding the type of

tissue and reconstructing the image of the site in question. In this study, the authors used the Tensorflow

platform to develop the CNN-based algorithm, obtaining 98.6% accuracy on validation data.

7.5 Machine learning techniques to detect prostate cancer
in Magnetic resonance imaging
Prostate cancer originates from the cells of the prostate gland. Many forms of prostate cancer grow

slowly and are unlikely to spread, but some can proliferate faster. The precise causes of prostate cancer

are unknown and early stage prostate cancer is often asymptomatic. Prostate cancer is the second most

commonmalignant neoplasm in the world in men and mainly affects men of advanced age. In fact, over

half of prostate cancer cases are diagnosed in men over the age of 70. Early stage prostate cancer is

typically asymptomatic. Symptoms that can manifest themselves as the disease progresses are often

caused by the compression exerted by the cancerous mass on the urethra and include an increase in

the frequency with which you urinate, have difficulty urinating, or feel an urgent need to urinate. Nor-

mally, the diagnosis of prostate cancer is based on the results of the clinical examination of the prostate,

a blood test that measures the levels of a protein called prostate-specific antigen (PSA) and biopsy.

Further investigations may help determine how advanced the cancer is. For example, imaging tests

are called the magnetic resonance imaging (MRI). Prostate cancer is diagnosed based on the size of

the tumor, the presence or absence of involvement of the lymph nodes, and the presence or absence

of spread to other parts of the body. This information is used to facilitate the choice of the optimal

therapeutic strategy. The images obtained with the MRI test have a high resolution and require ade-

quate diagnostic tools for a correct interpretation. Hussain et al. (2018) applied an algorithm based

on several Machine Learning techniques to detect prostate cancer in images obtained from the Mag-

netic resonance imaging (MRI) test. To support the radiologist in detecting anomalies, the authors
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developed algorithms based on the Bayesian approach, on the Support vector machine (SVM), on the

radial base function (RBF), and on the Gaussian and Decision Tree. The algorithms were trained using

the invariant feature transform (SIFT), and elliptic Fourier descriptors’ (EFDs’) features, among others.

The results obtained in the automatic diagnosis of prostate cancer have been satisfactory, returning an

accuracy that has reached 98.3% in the SVM Gaussian Kernel case.

7.6 Classification of respiratory diseases using machine learning
Respiratory diseases are diseases that affect the lungs and/or respiratory tract. These include asthma,

chronic obstructive pulmonary disease (COPD), allergic rhinitis, work-related lung disease, and pul-

monary hypertension. To diagnose these diseases, the doctor carries out a thorough physical examina-

tion and an interview. The characteristics of the disease and respiratory problems will also be examined

and evaluated. Typical examination performed by the doctor is auscultation. It is a diagnostic system

that consists of listening to the internal sounds of the body. The part of interest refers to the term with

the meaning of listening, through a stethoscope, to the sounds produced by the respiratory system. The

stethoscope can be placed in various parts of the chest, back, and neck. The normal sounds that can be

heard on a subject’s chest during the inhalation phase are mainly generated in the lobar part of the

respiratory tract. The respiratory sounds are generated by air turbulence in the airway. The character-

istics of the sounds are very variable, you can notice differences from person to person that depend on

weight, age, health, and other factors. There is also a variability with respect to the density of the gas

breathed. Abnormal or pathological respiratory sounds are accidental sounds that are not part of the

normal breathing cycle. In recent years, the classic stethoscope has been replaced by an electronic ver-

sion that records the sounds from the lungs. Poreva et al. (2017) studied lung sounds to classify them

automatically using some algorithms based on Machine Learning. The authors used the sounds

recorded by the patients by extracting the coefficient of bicoherence that was used to train the algo-

rithms. Five algorithms were tested: Support Vector Machine, Logistic regression, Bayes Classifier,

k-Nearest Neighbors, and Decision tree. The results showed that the SVM classifier and the decision

tree classifier returned the best performances of 88% and 77% accuracy, respectively.

7.7 Parkinson’s disease diagnosis with machine learning-based models
Parkinson’s disease is a degenerative disease of the central nervous system that affects 7 to 10 million

people worldwide, with an average age of onset around 60 years. The prevalence of this disease is

expected to double over the next 20 years mainly due to the growing aging of the population. This

pathology manifests itself with various symptoms that can be motor or nonmotor and that can lead

to various problems that are reflected in daily life. Quantitatively, the number of symptoms is very

high, and it is difficult to consider all the subjective signs and symptoms. As a result, research often

focuses on a certain aspect, leaving out or in any case not considering everything else, thus losing the

overall vision of the subject. A motor symptom of this disease is the difficulty of language: The voice

may be feebler, or it may present a loss of tonality and modulation, which leads the patient to speak in a

rather monotonous way. Sometimes, a palilalia appears which manifests itself in a repetition of

syllables, and there is a tendency to accelerate the emission of sounds and not to pronounce all the

syllables. Mostafa et al. (2019) developed a methodology for the identification of Parkinson’s disease

by classifying voice disorders using algorithms based on. The authors first extracted features from the
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dataset of recorded vocal sounds and then filtered these features through a Multiple Feature Evaluation

Approach (MFEA) with a multi-agent system. They later used several Machine Learning-based

algorithms to classify voice disorders: Decision Tree, Naı̈ve Bayes, Neural Network, Random Forest,

and Support Vector Machine. The models returned an accuracy ranging from 74% to 86%.

8 Processing drug discovery with machine learning
Drug research and development is an expensive, long, and inefficient process, which takes more

than 10 years to transfer a new drug to the market, with a cost of several billion dollars and a high

risk of failure. The need to overcome the limits in the development of new therapies is made even

more evident in the light of the global health needs’ data. Half of the failures are due to lack of

efficacy, while a quarter of the failures are due to problems of tolerability, both causes expressing

the difficulty of selecting the right target for the disease under study (Stephenson et al., 2019). To

optimize the process of discovery and development of new therapeutic molecules, it is therefore

necessary to use the knowledge hidden in the complexity of the data made available by biomedical

research in the most efficient way. However, thanks to the computational skills and methodologies

of computer science and machine learning techniques, it is possible to manage and analyze the

volume of biomedical data in an automated way, to extrapolate significant relationships, generate

new hypotheses to be subjected to experimental verification, and predict with statistical method the

occurrence of future phenomena, including efficacy and toxicity associated with drugs

(Vamathevan et al., 2019).

The search for new drugs is long and complex. First, some molecule candidates for therapy are

identified and tested on cell cultures. Those that are most effective go to the next stages, in vivo tests.

Finally, clinical trials are conducted on human patients. This process often requires years of research

and significant economic investments. In recent times, the development of technology is revolution-

izing the process of finding new drugs (Ekins et al., 2019).

In most cases, the targets of drug action are functional proteins such as receptors, enzymes, transport

proteins, and a cascade of intracellular events derived from the drug-substrate interaction that culmi-

nates in the final biological effect. In a smaller number of cases, the methods of interaction between

drug and living matter are carried out differently without affecting macromolecular complexes. Finally,

some categories of drugs interact directly with DNA (Klambauer et al., 2019).

Generally, the birth of a drug starts precisely from the identification of a pharmacological target

in the context of a clinical condition of interest. Once a project has been planned for the creation of

a new drug starting from a real therapeutic need, researchers must focus attention on a pharmaco-

logical target to treat a pathological condition. Thus, begins the process of developing a drug, a

long journey in stages that requires the use of huge human and economic resources (Xiao and

Sun, 2019).

In this long process, the use of artificial intelligence can play a crucial role in speeding up the pro-

cess by identifying the essential characteristics and leaving out the superfluous ones. Machine learning

can be of assistance in many activities used in the modeling of new drugs. Identification of protein

sequences, virtual screening, prediction of bio activators, chemical synthesis, and prediction of toxicity

are just some examples of activities that can be dealt with taking the help of algorithms based on

Machine Learning (Zoffmann et al., 2019).
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8.1 Analyzing clinical data using machine learning algorithms
Electronic devices connected to an intensive care unit (ICU) patient produce a large amount of data on the

patient’s status. These data are often only used to activate alerts in the event of an emergency that alert

medical personnel who in this way go to the patient to check their health. Currently, thanks to the algo-

rithms based onMachineLearning, these data could be used to extract knowledge on the patient’s clinical

path and help medical staff in predicting the evolution of the disease. The historical data of patients who

have undergone a similar course of the disease could be used to train a model capable of predicting the

future situation of a patient in hospital. A Machine Learning-based model can be developed to predict

mortality of ICU patients using Medical Information Mart’s diagnostic codes ( Jaworska et al., 2019).

This example is only an application that is well suited to the use of patient clinical data to generate

predictive scenarios that support medical personnel in the decision-making process related to the ther-

apy to be given to a patient. Other possible applications are the use of wearable sensors to manage a

patient’s rehabilitation path. The collected data can be used to develop a model to recognize a patient’s

behavior based on a recurrent neural network using collected sequential data (Khan et al., 2020).

A further source of data is represented by the Electronic Health Records (EHRs). EHR is a tool used

to collect patient’s medical history data, data that are collected during meetings with healthcare

professionals, for prevention or on episodes of illness. The data present in it, suitably reworked, will

subsequently constitute a source of historical data useful for the management of the health system,

alongside the more strictly administrative and organizational data. These data can be used to develop

a model to predict future patient health based on the past EHR data (Wang et al., 2020).

8.2 Predicting thyroid disease using ensemble learning
The thyroid is an endocrine gland capable of secreting and synthesizing two hormones such as thyrox-

ine (T4) and triiodothyronine (T3) which control numerous metabolic functions, act on the develop-

ment of the central nervous system, and allow the organism to grow. The thyroid consists of two lobes

connected by an isthmus and is located in the neck between the second and third tracheal rings, and

inferior to the thyroid cartilage. The synthesis of thyroid hormones is divided into three phases (Cooper

and Biondi, 2012).

• Iodine uptake. Follicular thyroid cell-mediated iodine uptake is the first step in the synthesis of

thyroid hormones.

• Synthesis of thyroglobulin. The thyroglobulin synthesized in the endoplasmic reticulum is

transferred to the Golgi apparatus where it is glycosylated, then stored in exocytotic vesicles and

released into the cavity of the follicle.

• Iodide organization and iodotyrosine condensation. This process involves numerous reactions

catalyzed by thyroid oxidase (TPO). TPO is an enzyme containing a heme group thanks to which it

oxidizes the iodine collected by follicular cells.

Synthesis and secretion of thyroid hormones are regulated by extrathyroid factors that act on the pro-

cesses according to a feedback-negative mechanism and intrathyroid factors of self-regulation depen-

dent on iodine intake.

Thyroid diseases include both benign and functional pathologies that can be traced back to normal-

and hyperfunctioning forms (depending on the quantity of thyroid hormones produced), as well as

inflammatory and neoplastic pathologies.
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The term hyperthyroidism refers to a clinical situation characterized by an increase in circulating

thyroid hormones T3 and T4. Since thyroid hormones are the main regulators of metabolism, this

condition leads to an increase in many metabolic reactions (Vanderpump, 2011).

Hypothyroidism is a clinical syndrome due to an insufficient action of the thyroid hormones at the

tissue level and causes a slowdown of all metabolic processes. Hypothyroidism that develops during

fetal and/or neonatal life determines an important and often permanent reduction of growth and neu-

rological development processes, while hypothyroidism in adults, which has a high frequency

(20.6%–20.8%), with greater frequency in the female sex, in old age and, in most cases, a consequence

of the autoimmune pathology, causes a generalized slowdown of the metabolic processes

(Fatourechi, 2001).

8.3 Machine learning-based applications for thyroid disease classification
The diagnosis of thyroid disorder requires experience and knowledge from the doctor. The diagnosis is

made through a physical examination of the patient and a simultaneous interview to collect the symp-

toms he feels and subsequently examining blood tests from laboratory tests. Despite all these tests, it is

not easy to diagnose and predict thyroid disorder with accuracy.

Shankar et al. (2018) have developed an algorithm for classifying thyroid disorders based on the

kernel classifier process. To start with, they carried out a process of selecting features to reduce the

number of variables to be used in the model to reduce the processing time of the algorithm and focus

attention only on the most significant predictors. The authors used a multikernel SVM for the classi-

fication of the thyroid disorder. Support vector machines (SVMs) are a set of supervised learning

methods that can be used for both classification and regression. Given two classes of multidimensional

linearly separable patterns, among all possible separation hyperplanes, SVM determines the one capa-

ble of separating the classes with the greatest possible margin. In practice, the linear case is not easily

identifiable, whereas nonlinear models or a combination of linear and nonlinear models are used to

solve this problem. The authors used a combination of linear kernel and radial basis function kernel.

The results obtained were satisfactory with an accuracy of 97%.

Tyagi et al. (2018) studied the classification of thyroid disorders using different machine learning-

based algorithms. First, they used the Artificial Neural Networks, then a model based on Support Vec-

tor Machine, then they used Decision Tree, and finally they applied the k-Nearest Neighbor. In Deci-

sion Tree-based algorithms, classification functions are learned in the form of a tree where: each

internal node represents a variable, an arc toward a child node represents a possible value for that prop-

erty, and a leaf represents the predicted value for a class starting from the values of the other properties,

which in the tree is represented by the path from the root node to the leaf node. The k-Nearest Neighbor

algorithm is based on the concept of classifying an unknown sample considering the class of the k

closest samples of the training set. The new champion will be assigned to the class to which most

of the nearest k champions belong.

Ma et al. (2019) used single-photon emission computed tomography (SPECT) images to train a

model based on convolutional neural networks to diagnose thyroid disorders. SPECT is a recent diag-

nostic test that allows you to reconstruct scintigraphy images relating to the distribution of a radioactive

tracer substance in small doses into the patient’s organism to measure some biological and biochemical

processes on the computer. Three types of disorders are classified: Graves’ disease, Hashimoto’s dis-

ease, and subacute thyroiditis. The authors developed a model based on a DenseNet architecture. A

DenseNet network is made up of a series of dense blocks interspersed with pooling layers. A dense
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block consists of a sequence of convolutional feature maps, without polling, where the input of a map is

the concatenation of the outputs of all the previous maps.

Poudel et al. (2019) used ultrasounds of the thyroid for the classification of the disorders adopting a

methodology based on the combination of machine learning algorithms and autoregressive features.

Thyroid diseases change their size and shape, and these changes are appreciably noticeable with

the course of the disease. With the ultrasound of the thyroid it is possible to study the position, shape,

structure, and size of this gland. Therefore, it is used in the study of chronic thyroid diseases. The anal-

ysis of ultrasound of the thyroid gland is not simple as it deals with low contrast images, with a con-

sistent presence of noise and an uneven distribution. To automate the classification process of thyroid

ultrasounds, the authors used three machine learning algorithms: Support Vector Machine, Artificial

Neural Network, and Random Forest. For the extraction of the features to be used in the training of the

model, a methodology based on autoregressive modeling was adopted, identifying 30 spectral func-

tions. The proposed technology returned an accuracy of approximately 90% with all three methods.

Ouyang et al. (2019) classified thyroid nodules through linear and nonlinear machine learning al-

gorithms. Early treatment of thyroid cancer through analysis of malignant thyroid nodules is crucial in

the treatment of thyroid disorders. In this task, algorithms based on machine learning can support the

work of clinicians in the classification of nodules based on the information contained in pathological

reports or from data obtained with fine-needle aspiration (FNA). The authors compared the results

obtained in the classification of nodules using linear and nonlinear algorithms. Ridge regression,

Lasso-penalty, and Elastic Net (EN) were applied among the linear methods. As nonlinear methods

the authors used random forest (RF), kernel-Support Vector Machines (k-SVMs), Neural Network

(Nnet), kernel nearest neighborhood (k-NN), and Naı̈ve Bayes (NB). The linear and nonlinear methods

returned comparable results, among which the methods that returned the best performances were

Random Forest and Kernel-Support Vector Machines.

8.4 Preprocessing the dataset
The goal of this work is to identify a thyroid disorder among three a priori defined classes. To do this,

we will use the data contained in the dataset called Thyroid Disease Data Set from the Garavan Insti-

tute. These data were taken from the UCI Repository of Machine Learning databases (Dua and Graff,

2019). The database contains 7200 instances with 21 predictors, including 15 categorical and 6 real

attributes. The response variable contains three classes: 1-normal (nonhypothyroid), 2-hyperthyroid,

and 3-hypothyroid. The variables contained in the dataset are the following:

1. Age: real

2. Sex: categorical

3. On_thyroxine: categorical

4. Query_on_thyroxine: categorical

5. On_antithyroid_medication: categorical

6. Sick: categorical

7. Pregnant: categorical

8. Thyroid_surgery: categorical

9. I131_treatment: categorical

10. Query_hypothyroid: categorical
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11. Query_hyperthyroid: categorical

12. Lithium: categorical

13. Goiter: categorical

14. Tumor: categorical

15. Hypopituitary: categorical

16. Psych: categorical

17. TSH: real

18. T3: real

19. TT4: real

20. T4U: real

21. FTI: real

22. Class: categorical

The ability of an algorithm to perform well on inputs never observed previously is called generaliza-

tion. During the training phase, the efficiency of the network is evaluated by sending test data as input,

to calculate the error associated with the test. The algorithm’s performance is improved by trying to

minimize this error. This is a simple optimization problem. What separates machine learning from op-

timization is the minimization not of the training error, but of the error on generalization. The gener-

alization error is defined as the expected value of the error on a new input. The expectation value is

assessed on a series of different inputs, extracted from the distribution of inputs that we expect the

system to meet in practice (Kawaguchi et al., 2019).

To guarantee the generalization of the algorithm, it is necessary to appropriately divide the available

data into two subsets: training set and test set. The training set will be used for training the algorithm,

while the test set will be authorized in the test phase. In this way, in the test phase the properly trained

algorithm will be tested on data it has never seen before (Tabassum, 2020).

There are several techniques for splitting the dataset into the two-subset training and test sets. The

most used are: Simple random sampling (SRS), Systematic sampling, Trial-and-error methods, Con-

venience sampling, and Stratified sampling. In this work, we have used the Simple random sampling

(SRS) method (Reitermanova, 2010).

This is the most used method, given its efficiency and simplicity of implementation. Through this

method, the samples are randomly selected with a uniform distribution: Each sample has the same

probability of selection. Random selection ensures that there are no datasets with similar characteristics

that are selected in one subset. In this study, 70% of the data (5040 samples) was used for the training

set and the remaining 30% of the data (2160 samples) for the test set.

The hardware and software described in Tables 1 and 2 were used to tackle the problem of predict-

ing thyroid disorders with the use of ensemble methods.

Table 1 Hardware requirements for the simulation.

Central Processing Unit (CPU): Intel Core i5 6th Generation processor or higher, and AMD equivalent processor

RAM: 8 GB minimum, 16 GB or higher is recommended

Graphics Processing Unit

(GPU):

NVIDIA GeForce GTX 960 or higher

Operating System: Ubuntu or Microsoft Windows 10
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8.5 AdaBoostM algorithm
The AdaBoostM algorithm is one of the most used variants of boosting. This method is indicated if

our set of inputs is discreet and therefore you want to solve a classification problem. This algorithm

sequentially trains individual models, encouraging them at each iteration to provide correct

predictions regarding the most important instances, that is, those to which the greatest weight is

attributed.

AdaBoostM initially assigns to each of the instances of the training set the same weight, after which

the specific learning algorithm chosen to generate a classifier is applied and new weights are attributed,

which will be decremented as regards the aforementioned training set instances correctly and incre-

mented for those that are not (Freund and Schapire, 1996).

The AdaBoostM algorithm elaborates a complex classifier starting from simple classifiers:

f xð Þ¼
XT

t¼1

wt∗ht xð Þ

Here,

• wt is the weight of the tth observation

• ht(x) is the function that indicates the diversity between the hypothesis, that is, the prediction made

by the classifier and the actual value of the predicted class

Since at each iteration of the learning algorithm a redistribution of the weights is carried out,

from time to time we will obtain sets of instances that can be defined easier and others more

difficult, that is, not yet correctly classified, on the basis of which the following classifiers will

be built.

At each iteration (t), the new weights are updated only for correctly classified instances, while the

weight of the unclassified instances initially remains unchanged. Subsequently, the distributed weights

are normalized, so that their total sum remains unaltered. This is accomplished by multiplying and di-

viding the weight of each instance respectively by the sum of the old and new weights. This operation

increases the importance of the features not yet classified.

Once the iterative construction of the individual models has been established, it is necessary to un-

derstand how to combine them together to obtain a prediction, so even the individual responses of the

classifiers will be weighed, giving greater emphasis to those believed to make better predictions

(Burduk et al., 2020).

The estimate that allows us to evaluate the performance of each element belonging to the ensemble

is the prediction error, which, if it is close to zero, is an indicator of high accuracy.

Table 2 Software requirements for the simulation.

Programming Platform: Python

R

Library: TensorFlow

Scikit-Learn

Keras
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The algorithm consists of the following steps:

• Input: training set xi � X, yi � Y
• Initialization D1 ið Þ¼ 1

N
• For t5 1, …, T:

1. Train the weak ht classifier using tth distribution Dt minimizing the following error:

Et ¼
P

i Dt ið Þ∗ht xi, yið Þ
2. Set wt ¼ Et

1� Et
3. Update D using the following equation:

Dt + 1 ið Þ¼Dt ið Þe
�wt ht xi, yið Þ�ht xi, yð Þð Þ

Zt

Here, Zt is a constant used for the Dt+1 normalization

• Output: Set the final classifier H(x) as follows:

H xð Þ¼ arg max yEYf x, yð Þ¼ arg max yEY

XT

t¼1

wt∗ht xð Þ
 !

To reach a conclusive prediction, the weighted votes in favor of each output class are added and the

most quoted is chosen.

After training the algorithm using the training dataset, the model obtained is used to make the fore-

cast on the test dataset. Finally, a comparison is made between the predicted and expected values. The

results are proposed using a confusion matrix. A confusion matrix is a square matrix n�n, with
n number of classes to predict. This matrix tells us how a classifier works with respect to the different

classes, in fact the correctly predicted class number is positioned on the main diagonal. In this way, all

values outside the main diagonal represent classification errors. Table 3 shows the results of the

classification:

From the analysis of the confusion matrix we can see that the classifier returned an excellent result

on the test dataset. Recall that these data had not previously been provided to the classifier during the

training phase. Out of 2160 observations, only 6 h were committed with a correct recognition of 2154

requests, obtaining an accuracy of 99.7%.

Table 3 Confusion matrix.

Predicted class

Class 1 Class 2 Class 3

True class Class 1 53 0 0

Class 2 0 95 2

Class 3 4 0 2006
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9 Conclusion
In this chapter, we have studied ensemble learning algorithms and how these algorithms can be used for

the classification of health disorders. Ensemble learning methods provide decision-making processes

with superior performance, compared to basic methods. This improvement in performance is due to

greater complexity and a loss of interpretability compared to learning systems based on individual hy-

potheses. Learning the ensemble combines the predictions of hypothesis collections to achieve greater

performance efficiency. We initially introduced the topic by analyzing various bibliographic contribu-

tions that used Machine Learning-based models in the context of HealthCare. Subsequently, we deep-

ened the methodologies underlying Ensemble learning by showing different algorithms. Finally, we

applied these methods to classify thyroid problems.

The techniques based on Ensemble Learning record ranking results superior to those of other al-

gorithms, which recommends their use. On the other hand, the models obtained with the use of these

techniques are difficult to interpret, as the output of the model is difficult to explain. This makes such

methodologies less popular in the business world. Furthermore, ensemble methods are difficult to learn

for technicians and any wrong selection can lead to lower predictive accuracy than an individual model.

Finally, the training process with such methodologies is expensive both in terms of computation time

and memory space. These weaknesses represent starting points for improving technologies based on

Ensemble Learning. They also pose challenges to the scientific community to spread the use of these

technologies more widely in the world of work.
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1 Motivation
Brain tumor detection/segmentation is the most challenging, as well as essential, task in many medical-

image applications, because it generally involves a significant amount of data/information. There are

many types of tumors (sizes and shapes). Artificial intelligence-assisted automatic/semiautomatic detec-

tion/segmentation is now playing an important role in medical diagnosis. Prior to therapies such as che-

motherapy, radiotherapy, or brain surgery, the medical practitioners must validate the limits and the

regions of the brain tumor as well as determine where specifically it lies and the exact affected locations.

This chapter reviews various algorithms for brain tumor segmentation/detection and compares their Dice

similarity coefficients (DSCs). Finally, an algorithm for brain tumor segmentation is proposed.
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2 Introduction
This chapter reviews various deep learning models for tumor segmentation and proposes a technique

for more efficient tumor segmentation. Magnetic resonance imaging (MRI) is a popular noninvasive

technique of choice for structural brain analysis and visualization of different abnormalities in the

brain. MRI provides images with high contrast and spatial resolutions for soft tissues and accessibility

of multispectral images and presents no known health risks. However, identifying the pixels of organs

or injuries in MRI images is among the most challenging of medical image analysis tasks, but is needed

in order to deliver crucial data about the shapes and volumes of these organs or injuries.

Many researchers have examined various automated segmentation systems by applying different

technologies. Researchers are employing deep learning techniques increasingly to automate these ap-

plications. Nowadays, numerous computer vision applications based on deep learning have shown im-

proved performance, sometimes better than humans, and the applications range from recognizing

objects or recognizing indicators for blood cancer and tumors in MRI scans.

Deep neural networks (DNNs) are capable of learning from unstructured data by using fine-tuning

done by the backpropagation technique. The architecture of DNN has several levels to represent the

features. In addition, more general information is provided at a higher level. Deep learning has pro-

gressed during the digital era, due to the availability of more massive amounts of data.

Earlier systems were built on traditional methods, such as edge detection filters and mathematical

methods. Later, machine learning (ML) approaches extracting hand-crafted features became a domi-

nant technique for an extended period. Designing and extracting appropriate features is a big concern in

developing ML-assisted systems, and due to the complexities of these procedures, ML-based systems

are not widely deployed. Recently, deep learning approaches came into the picture and started to dem-

onstrate their considerable capabilities in image-processing tasks. The promising ability of deep learn-

ing approaches has placed them as the first option for image segmentation, and particularly for medical

image segmentation.

Deep learning is being widely used because of its recent superior performance in many applications,

such as object detection, speech recognition, facial recognition, and medical imaging.(Bar et al., 2015).

Many researchers have pursued works on applications of deep learning in ultrasound (Shen et al.,

2017), medical imaging (Baumgartner et al., 2017; Bergamo et al., 2011; Cai et al., 2017; Chen

et al., 2017, 2015, 2016a), magnetic resonance imaging (Chen et al., 2016b, c), medical image segmen-

tation, such as (Litjens et al., 2017) and (Shen et al., 2017), and electroencephalograms (Cheng et al.,

2016). Recurrent neural network (RNN) is an alternative DL technique that is perfect for evaluating

sequential data (for example, text and speech) because it has an inner state of memory that can be used

for storage of data about prior data points. LSTM (Hochreiter and Schmidhuber, 1997) is a variation of

RNN with better memory retention, as compared to conventional RNN. It is used for recognition of

speech, captioning of images, and machine translations. Generative adversarial networks (GANs)

and their various forms are another rising DL architecture containing generator and discriminator net-

works that are trained by backpropagation. The generator network artificially generates more realistic

data cases that attempt to imitate the training data, whereas the discriminator network attempts to de-

termine whether the artificially generated samples belong to training samples. GANs have shown great

possibilities in medical image applications, like the reconstruction of medical imaging, e.g., com-

pressed sensing MRI reconstruction (Mardani et al., 2017). Shen et al. (Shen et al., 2017) reviewed

applications of deep learning on different kinds of medical image analysis problems. In the process,
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Zhou (2019) has reviewed deep learning architectures for different multimodality datasets as they can

provide multiinformation of a specific tissue or a cell or an organ.

Before automated analysis can be carried out, preprocessing steps are needed to make the images

appear more similar. Typical preprocessing steps for structural brain MRI include: (1) registration,

(2) registration, (3) bias field correction, (4) intensity normalization, (5) noise reduction.

Registration is the alignment of the images to a common coordinate system/space (Shen et al.,

2017). Interpatient registration is a process to align the images of different sequences, to obtain a multi-

channel representation for each location within the brain. Interpatient image registration aids in stan-

dardizing the MR images onto a standard stereotaxic space, commonly the Montreal Neurological

Institute (MNI) space. Klein et al. (2009) ranked 14 algorithms applied to brain image registration

according to three completely independent analyses (permutation tests, one-way ANOVA tests, and

indifference-zone ranking). They derived three almost identical top rankings of the methods. The al-

gorithms ART, SyN, IRTK, and SPM’s DARTEL Toolbox gave the best results based on overlap and

distance measures.

Skull stripping is an important step in MRI brain imaging applications, referring to the removal of

the noncerebral tissues. The main problem in skull-stripping is the segmentation of the noncerebral and

intracranial tissues due to their homogeneous intensities. Many researchers have proposed algorithms

for skull-stripping. Smith (2002) proposed and developed an automated method for segmenting mag-

netic resonance head images into the brain and nonbrain, called Brain Extraction Tool (BET). Iglesias

et al. (2011) developed a robust, learning-based brain extraction system (ROBEX). Statistical Paramet-

ric Mapping (SPM), with a number of improved versions, is open source software commonly used in

MRI analysis (Iglesias et al., 2011; Ashburner and Friston, 2005). The process of mapping intensities of

all images into a standard reference scale is known as intensity normalization, with intensities generally

scaled between 0 and 4095. Nyúl and Udupa (1999) proposed a two-step postprocessing method for

standardizing the intensity scale in such a way that for the same MR protocol and body region,

Noise reduction is the reduction of the locally variant Rician noise observed in MR images (Coupe

et al., 2008). With the advent of deep learning techniques, some of the preprocessing steps became less

critical for the final segmentation performance. Gondara (2016) proposed convolutional denoising

autoencoders to denoise images.

Akkus et al. (2017) surveyed various segmentation algorithms used for MRI scans and presented

them. Razzak et al. (2018) presented an overview of various deep learning methods proposed under

medical image processing in the literature. Vovk et al. (2007) has reviewed a paper on different image

enhancement techniques based on correction of intensity inhomogeneity for MRI images with different

qualitative and quantitative approaches. Menze et al. (2014) proposed the multimodal brain tumor im-

age segmentation benchmark (BRATS) for brain tumor segmentation, which in turn used by many re-

searchers for Image Segmentation from basic Convolution Methods to advanced U-Nets. One such a

paper is proposed by Pereira et al. (2016). Işın et al. (2016) presented a review of MRI-based brain

tumor image segmentation using deep learning methods. Hall et al. (1992) compared neural network

and fuzzy clustering techniques in segmenting magnetic resonance images of the brain. Krizhevsky

et al. (2012) proposed deep learning architecture for image classification. Litjens et al. (2017) presented

a survey on deep learning in medical image analysis. Xian et al. (2018) proposed algorithms on auto-

matic breast ultrasound image segmentation. Kitahara et al. (2019) proposed a deep learning approach

for dynamic chest radiography. Chang et al. (2019) proposed a deep learning method for the detection

of complete anterior cruciate ligament tear. Ronneberger et al. (2015) proposed U-Net, convolutional
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networks for biomedical image segmentation. Long et al. (2015) proposed fully convolutional net-

works for semantic segmentation. Dong et al. (2017) proposed automatic brain tumor detection and

segmentation using U-Net based fully convolutional networks. Çiçek et al. (2016) proposed the 3D

U-Net: learning dense volumetric segmentation from the sparse annotation. Ioffe and Szegedy

(2015) proposed accelerating deep network training by reducing the internal covariate shift. Wang

et al. (2018) proposed automatic brain tumor segmentation using cascaded anisotropic convolutional

neural networks.

A review of all these deep learning algorithms for medical image segmentation has been done pre-

viously (Ronneberger et al., 2015) with explanations as to how they can be useful in segmenting even

the minor regions of the incoherent or fuzzy structures of the tumors in the medical image, along with

their challenges in implementation for limited annotated datasets. But the main challenge in designing a

deep neural network architecture is the vanishing gradient problem during the training of deep net-

works. So, to overcome this problem, a feed-forward connection from one layer to all the subsequent

layers has been done using Densenets, which not only adds regularization effects but also reduces the

problem of overfitting on small datasets. Inspired by the Densenets, Dolz (2019) proposed a multi-

modal technique called HyperDense-Net to improve the accuracy of brain lesion segmentation with

the help of multimodal settings in the network. In dealing with the overfitting or vanishing gradients

problem, An (2019) proposed an adaptive dropout technique in his spliced convolution neural network

for image depth calculation and segmentation and hemeasured his model accuracy using the Dice score

and Jaccard index for the spine web dataset. As no rigid segmentation is required for PET images,

Cheng and Liu (2017) has proposed a combination of Convolution Neural Networks (to extract internal

features) and Recurrent Neural Networks (to classify these features) is used for Alzheimer’s disease

diagnosis.

However, the traditional strided convolution techniques (such as in deep convolution networks

(DCNs) or fully connected neural networks (FCNNs) (An, 2020)) are being replaced for image seg-

mentation by atrous (i.e., dilated) kernels or convolution, with holes (which introduces a dilation rate

to the convolution layers that defines the spacing between the kernel values). This technique can be

used in DCNs (Zhou, 2020) in order to achieve a maximum accuracy in segmenting medical images,

with a trade-off of greater memory and segmentation time. However, the usage of this atrous convo-

lution layer in a simple encoder network has been proposed by Gu (2019), in which the network consists

of a simple decoder with pretrained Resnet32 and a dense atrous convolution (DAC) block with use of a

residual multikernel pooling (RMP) layer instead of a dense U-Net architecture to improve the segmen-

tation accuracy. In recent research, different models with U-Net architecture, such as single U-Net ar-

chitecture with atrous spatial pyramidal pooling (ASPP) (Pengcheng, 2020) and double U-Net

architecture ( Jha, 2020) with a connection of VGG-19 squeeze and excite block with ASPP network

architectures, have been proposed and that outperformed medical image segmentation, with better ac-

curacy and low false positive rate. Dice ratio or Jaccard index can be used to find the accuracy of the

segmented image, or it can be done with the help of modern machine learning parameters such as pre-

cision and recall.

The results of the preceding papers mostly confirmed that the use of atrous, a.k.a. dilated, convo-

lution techniques, or convolution with holes, in medical image segmentation along with the U-Net ar-

chitecture brings up the most probabilistic detection on medical image segmentation or tumor

segmentation, even though they are in a coherent or incoherent structure, when compared to the other
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techniques. So, in this review, we strongly suggest that the structure of multiscale atrous convolution in

the U-Net architecture gives better and more accurate results in detecting minute tumors in real time,

with the trade-off of time and memory.

3 MRI Segmentation
Image segmentation is an essential step for brain tumor analysis ofMRI images. In the present scenario,

the human expert performs tumor segmentation manually. This manual segmentation is a very time-

consuming, tedious task, usually involving lengthier procedures, and the results are very dependent on

human expertise. Moreover, these results vary from expert to expert and generally are not reproducible

by the same expert. Thus automatic segmentation and reproducible segmentation methods are very

much in demand. MRI segmentation is used to provide a more accurate classification for the subtypes

of brain tumors and inform the subsequent diagnosis. It allows precise delineation that is crucial in

radiotherapy or surgical planning. In this chapter, we review various architectures used to segment

brain tissues and compare their Dice sensitivity coefficient (DSC). Table 1 shows the list of datasets

available: T1 (spin-lattice relaxation), T1_1mm (3D T1-weighted scan), T1_IR (multislice T1-

weighted inversion recovery scan registered to the T2 FLAIR), T1C (T1-contrasted), T2 (spin-spin

relaxation), proton density (PD) contrast imaging, diffusion MRI (dMRI), and fluid attenuation inver-

sion recovery (FLAIR) pulse sequences. The BraTS dataset provides four modalities for each patient:

T1, T2, T1c, and FLAIR diffusion-weighted imaging (DWI) are designed to detect the random move-

ments of water protons. DWI is a suitable method for detecting acute stroke. Computed tomography

(CT), T1-DUAL (in-phase) (40 datasets), and T2-SPIR (opposed phase) The contrast between these

modalities gives an almost unique signature to each tissue type. MRBrainS13 and ISLES2015 provide

four and five modalities, respectively.

Table 1 MRI datasets.

S. no. Dataset Task Modality

1 Brats2012 Brain tumor T1, T1C, T2, FLAIR

2 Brats2013 Brain tumor T1, T1C, T2, FLAIR

3 Brats2014 Brain tumor T1, T1C, T2, FLAIR

4 Brats2015 Brain tumor T1, T1C, T2, FLAIR

5 Brats2016 Brain tumor T1, T1C, T2, FLAIR

6 Brats2017 Brain tumor T1, T1C, T2, FLAIR

7 Brats2018 Brain tumor T1, T1C, T2, FLAIR

8 ISLES2015 Ischemic stroke lesion T1, T2, TSE, FLAIR, DWI

10 MRBrainS13 Brain tissue T1, T1_1 mm, T1_IR, FLAIR

11 NeoBrainS12 Brain tissue T1, T2

12 iSeg-2017 Brain tissue T1, T2

13 CHAOS Abdominal organs CT, T1-DUAL, T2-SPIR

14 IVD Intervertebral disc In-phase, Opposed-phase, Fat,

Water
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4 Deep learning architectures used in diagnostic brain tumor analysis
4.1 Convolutional neural networks or convnets
Convolutional neural networks are also deep feedforward networks that are widely used in classifica-

tion, recognition, and detection tasks, such as object detection, object recognition ( Jiang et al., 2013;

Wang et al., 2019), handwriting recognition (Havaei, 2017), and image classification (Dong, 2017;

Pinto et al., 2015; Havaei et al., 2016; Kamnitsas et al., 2017). The difference between the fully con-

nected feedforward neural networks (FCNs) and the deep convolution neural networks (DCNNs) is that

the adjacent layers are connected in different ways. The DCNN only has some nodes connected be-

tween the adjacent two layers, while the FCN has all nodes connected between the adjacent two layers.

The biggest problem with using an FCN is that there are too many parameters/features for the network.

Increasing the features will only lead to increased complexity, reduced speed, and overfitting problems.

To reduce overfitting, it is required to reduce the parameters given to the network. Therefore convolu-

tional neural networks were proposed to achieve this goal. Convolutional neural networks consist of

convolutional and pooling layers. In the convolutional layer, only a small patch of the previous layer is

used as the input of each node in the convolutional layer, and the size of the small patch is often 3*3 or
5*5. The convolutional layer attempts to analyze each small patch of the neural network in depth,

which results in the higher abstraction of feature representation—the pooling layer followed by the

convolutional layer. The pooling layer reduces the size of the output of the convolutional layer; thus

this combination of convolutional layers and the pooling layer can reduce the number of parameters in

the network. So, pooling layers not only speed up the calculation but also prevent overfitting. In gen-

eral, there are two types of convolution neural network architectures, according to the different con-

nection modes of the different convolutional layers. One is to connect 2D convolutional layers in series,

such as VGG-16, VGG-19 (Zhou, 2020), ResNET (Gu, 2019), and INCEPTION-NETt (Pengcheng,

2020). Fig. 1 shows an example architecture of the convolutional neural network and the other is

3D Multi-Scale CNN for MRI brain lesion segmentation which is proposed by Kamnitsas et al.

(2016) and Kleesiek et al. (2016).

4.2 Stacked autoencoders
An autoencoder is a type of artificial neural network used to learn efficient data coding in an unsuper-

vised manner. There are two parts in an autoencoder: the encoder and the decoder. The encoder is used

to generate a reduced feature representation from an initial input x by a hidden layer h. The decoder is

used to reconstruct the initial input from the encoder’s output by minimizing the loss function. The

autoencoder converts high-dimensional data to low-dimensional data. Therefore the autoencoder is

FIG. 1

An example of a deep convolutional network.
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especially useful in noise removal, feature extraction, compression, and similar tasks. There are three

types of autoencoder: the sparse autoencoder (Zhou, 2020), the denoising autoencoder (Gu, 2019;

Majumdar, 2019; Vaidhya, 2015) and the contractive autoencoder (Pengcheng, 2020). Sparse autoen-

coders are typically used to learn features for another task such as classification. Denoising autoenco-

ders create a noisy copy of the input data by adding some noise to the input. This prevents the

autoencoders from copying the input to the output without learning features of the data. The objective

of a contractive autoencoder is to have a robust learned representation that is less sensitive to small

variations in the data. Robustness of the data description is created by applying a penalty term to

the loss function. A contractive autoencoder is another regularization technique, just like sparse and

denoising autoencoders. However, this regularizing corresponds to the Frobenius norm of the Jacobian

matrix of the encoder activations concerning the input. The Frobenius norm of the Jacobian matrix for

the hidden layer is calculated concerning input, and it is the sum of the squares of all elements. Fig. 2

shows an autoencoder example.

4.3 Deep belief networks
The Boltzmann machine (Ioffe and Szegedy, 2015; Wang et al., 2018; Ronneberger et al., 2015) is

derived from statistical physics and is a modeling method based on energy functions that describe

the high-order interaction between variables. Although the Boltzmann machine is relatively complex,

it has a relatively complete physical interpretation and a strict mathematical statistics theory. The

Boltzmann machine is an asymmetric coupled random feedback binary unit neural network, which in-

cludes a visible layer and multiple hidden layers. The nodes of the Boltzmann computer can be divided

into visible units and hidden units. In a Boltzmann machine, the visible and invisible units represent the

random neural network learning model. The weights between two units in the model are used to de-

scribe the correlation between the corresponding two units. A restricted Boltzmann machine (Dolz,

2019; An, 2019) is a unique form, which only includes a visible layer and a hidden layer. Unlike

FIG. 2

Example of an autoencoder.
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feedforward neural networks, the connections between the nodes of the hidden layer and the visible

layer’s nodes in the restricted Boltzmann machines can be bidirectionally connected. Compared to

Boltzmann machines, since the restricted Boltzmann machines only have one hidden layer, they have

faster calculation speed and better flexibility. In general, restricted Boltzmannmachines have twomain

functions: (1) Similar to autoencoders, restricted Boltzmannmachines are used to reduce the dimension

of data; (2) Restricted Boltzmann machines are used to obtain a weight matrix, which is used as the

initial input of other neural networks. Similar to stacked autoencoders, deep belief networks (An, 2020;

Zhou, 2020; Gu, 2019; Pengcheng, 2020) are also neural networks with multiple restricted Boltzmann

machine layers.

Furthermore, in deep belief networks, the next layer’s input comes from the previous layer’s output.

Deep belief networks adopt the hierarchical unsupervised greedy pretraining method (An, 2020) to

pretrain each restricted Boltzmann machine hierarchically. The obtained results in this study were used

as the initial input of the supervised learning probability model, whose learning performance improved

significantly. In addition to the segmentation tasks, a classification model of various brain tumors on

MRI images have been done with the help of Deep Belief Networks have been done by Ahmed (2019).

4.4 2D U-Net
The U-Net was proposed by Olaf Ranneberger et al. for biomedical image segmentation (Ronneberger

et al., 2015). It is an improvement on the fully convolutional neural networks for semantic segmenta-

tion (Hesamian et al., 2019; Dong, 2017). U-Net follows the idea of an autoencoder to find a latent

representation of a lower dimension than the input used for the segmentation task architecture, contain-

ing two parts. The first part is the encoder part or contraction path, used to capture the image’s context.

An encoder consists of convolutional and pooling layers. The second path, known as a decoder, is an

expanding path, which is used to enable localization using transposed convolutions. U-Net contains

only fully convolutional layers and does not contain any dense layer, because it can accept images

of any size (Hesamian et al., 2019). Fig. 3 shows an example of the U-Net architecture.

4.5 3D U-Net
The 3D U-Net architecture is similar to the U-Net (He, 2016). It comprises an analysis path to the left

and a synthesis path to the right. The whole image is analyzed in a contracting way, and subsequent

expansions produce the final segmentation. In the analysis path of U-Net, each layer contains two

3�3�3 convolution layers, each followed by a ReLU layer, and then a 2�2�2 max pooling layer

with strides of two in each dimension. In the synthesis path of U-Net, each layer consists of a 2�2�2

up-convolution by strides of value two in each dimension, followed by two 3�3�3 convolution

layers, each followed by a ReLU activation function. Shortcut connections from the analysis path

to the synthesis path provide the high-resolution features. In the last segment, a convolution of size

1�1�1 reduces the number of output channels to three labels. 3D U-Net has all the operations in

3D and uses batch normalization, which was shown to improve the training convergence. An example

of this separable 3D U-Net Architecture on MRI images for brain tumor segmentation has been pro-

posed by Chen et al. (2018) which has shown a good result in tumor segmentation when comparing to

the 2D architectures.
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4.6 Cascaded anisotropic network
The cascaded anisotropic network (Wang et al., 2017) consists of three convolutional neural networks

(CNNs) that segment each of three subregions sequentially: 1. tumor, 2. tumor core, and 3. enhancing

tumor. Hence, anisotropic convolutions perform well on 3D MRI, but result in higher complexity and

memory consumption. The fusion of the CNN outputs in three orthogonal views is used to enhance the

brain tumor segmentation. The cascaded anisotropic network uses three CNNs to hierarchically and

sequentially segment whole tumor, tumor core, and enhancing tumor core. These CNNs are referred

to as WNet, TNet, and ENet, respectively, and they follow the hierarchical structure of the tumor sub-

regions. WNet and TNet have the same architecture, while ENet only uses one down-sampling layer

due to the smaller input size. The WNet takes the full MRI. As input and segments, the first region:

whole tumor. A corresponding bounding box is computed and used as the input of the TNet that seg-

ments the tumor core similarly used for the ENet. The bounding boxes allow a restriction of the seg-

mentation region and minimize false positives and false negatives. One of the cascade’s drawbacks is

that it is not an end-to-end method and thus training and testing time are more extended than with the

other methods. Fig. 4 shows the architecture of the cascaded anisotropic network.

Table 2 shows a comparison of the Dice sensitivity coefficient (DSC) of the complete tumor, the

core of the tumor, and the enhanced core of tumors. TP- True Positives, FP- False Positives, FN- False

Negatives. The formula for DSC is given by DSC¼ 2TP
2TP+FP +FN.

FIG. 3

An example of U-Net architecture.
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5 Deep learning tools applied to MRI images
In recent years, based on the previously described general deep learning methods, some deep learning

tools applied to MRI have also been developed. They are briefly introduced as follows.

BrainNet: This tool was developed based on TensorFlow and aims to train deep neural networks to

segment grey matter and white matter from brain MRIs.

LiviaNET: LiviaNET (Dolz et al., 2018) was developed using Theano, aiming to train 3D fully

convolutional neural networks to segment subcortical brain on MRI.

DIGITS: This tool was also developed to rapidly train accurate deep neural networks for image

segmentation, classification, and tissue detection tasks. For example, DIGITS is used to perform

Alzheimer’s disease prediction by using MRI and obtains good results (Sarraf and Tofigh, 2016).

Table 2 DSC comparison of different architectures on BraTS dataset.

S. no. Architecture Complete Core Enhancing

1 CNN 0.78 0.63 0.68

2 Input Cascade CNN 0.88 0.79 0.73

3 U-Net 0.88 0.87 0.81

4 Extremely Randomized Forest 0.88 0.76 0.73

5 Deep Neural Networks 0.88 0.79 0.73

6 3D CNN 0.85 0.67 0.63

7 3D U-Net 0.899 0.684 0.867

8 Deep Belief Network 0.8038 0.953 0.976

9 Cascaded Anisotropic CNN 0.9050 0.8378 0.7859

10 Stacked Autoencoders 0.815 0.643 0.68

FIG. 4

Cascaded anisotropic network.
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resnet CNN MRI adni: This tool was developed to train residual and convolutional neural networks
(CNNs) to perform automatic detection and classification of MRIs.

mrbrain: This tool was developed to train convolutional neural networks by using MRIs to predict

the age of humans.

DeepMedic: DeepMedic was developed using Theano and aims to train multiscale 3D CNNs for

brain lesion segmentation from MRI.

6 Proposed framework
Based on a comparison of DSCs of various architectures in Table 2, cascaded anisotropic CNN per-

formed well on the BraTs dataset compared to other architectures. Further, U-Net also performed rea-

sonably well on all three types of data: complete, core, and enhanced. We are confident that enhancing

the architecture of U-Net would improve its performance.We propose a U-Net architecture with atrous,

a.k.a. dilated, convolution layers (convolution with holes) for medical image segmentation. The pro-

posed technique exhibits the most accurate probabilistic detection on medical image segmentation/tu-

mor segmentation even though they are incoherent structures, when compared to the other techniques.

Hence, we propose a multiscale atrous convolution U-Net architecture with batch normalization and

he-norm as a kernel initializer (as the dataset contains fewer images and different tumor sizes in each

image). The architecture of our proposed model is shown in Fig. 5.

In this architecture, we used an exponential increase of receptive fields with an increased kernel

parameter linearly, without losing the characteristics of the image, i.e., resolution or coverage. Let

f1, f2, f3, …, fn be the discrete functions such that they belong to any real dimension (R) of data and

k1, k2, …, kn are the kernels such that in a multiscale atrous convolution the size of each element

in the receptive field increases exponentially with a linear increase of n elements by the factor of

(2n+2�1)�(2n+2�1), such that if n¼0 the size of the kernel becomes 3*3 and if n¼1 the size be-

comes 7*7, and so on. This exponential increase of the kernel does not affect the resolution or coverage
of the image and it works well if we have a less image segmentation dataset.

FIG. 5

Proposed multiscale atrous U-Net architecture (without batch normalization layer).
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In general, the activation functions, such as either relu or tanh, may sometimes lead to either van-

ishing gradients or saturation problems.We generally preferred he-normalization as a kernel initializer,

as it introduces zero mean and common variance between the predecessors when compared to other

initializers, such as “Xavier normal/uniform” and “uniform/random” initializers. To optimize our net-

work, we used a batch normalization between every multiscaling dilated convolution layer to converge

faster, even though with high learning rates this causes the gradients to move towards the direction of

the prediction faster. In the proposed U-Net architecture, instead of up-sampling, we used atrous con-

volution transpose. Up-sampling has no trainable parameters and it only repeats the rows and columns

in the data. In the convolution transpose layer, both convolution and up-sampling are used. In our pro-

posed technique, we used multiscale atrous convolution transpose, which would utilize different filter

sizes in transpose convolution and finds the depth of the image with greater detail. The proposed al-

gorithm, as expected, performed well on the BraTS dataset compared to U-Net and cascaded aniso-

tropic CNN. The Dice sensitivity coefficient (DSC) of the proposed architecture complete tumor

was 0.91, the core of the tumor was 0.89, and the enhanced core of tumors was 0.82.

7 Conclusion and outlook
In summary, this chapter has aimed to provide valuable insights for researchers about applying deep

learning architectures in the field of MRI research. Deep learning architectures are widely applied to

MRI processing and analysis in registration, bias field correction, intensity normalization, noise reduc-

tion, image detection, image segmentation, and image classification. Although deep learning ap-

proaches perform well on MRI, there are still many limitations and challenges that need to be met

and overcome. In designing deep learning approaches, significant limitations are dataset size and class

imbalance. Generally, deep learning approaches require larger datasets for better results—namely, the

size of the MRI. The dataset is limited due to its cost in image acquisition processes and privacy con-

siderations; further, many disease-related MRIs are rarely found. Therefore the size of the datasets with

MRIs are often small. So, it is overly complicated to train deep neural networks and get the desired

performance with the class imbalance in the images.

However, there are many strategies for dealing with imbalanced datasets, such as resampling tech-

niques, which include random undersampling and random oversampling. Random undersampling

removes examples randomly in the majority class, aiming to balance class distribution by indiscrimi-

nantly eliminating majority class examples. This elimination of examples is done until the majority and

minority class examples are balanced out.

Oversampling increases the number of examples in the minority class by randomly copying and

replicating them to increase samples of the minority class in the dataset. In cluster-based oversampling,

the K-means unsupervised algorithm is applied to the minority and majority classes separately. This

process is done to identify groups/clusters in the dataset. Subsequently, each group is oversampled,

such that all groups of the same class have the same number of examples, and all classes have the same

size. Due to replicating sample model overfits, to avoid overfitting in informed oversampling, new

synthetic similar instances of the minority class are created and added to the dataset.

Transfer learning is an approach used in deep learning to learn new tasks based on knowledge

earned on older tasks. Transfer learning is widely applied to deal with limited dataset size and class

imbalance. Transfer learning consists of selecting a pretrained network, followed by a fine-tuning
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process, i.e., choosing a suitable pretrained deep learning architecture and tuning its corresponding

hyperparameters for a particular application. It is difficult to select an architecture straightaway and

tune its hyperparameters for a particular application. This remains an unsolved problem. Presently,

most researchers are pursuing experimental experience to address the previously mentioned prob-

lems—the size of the MRI. The dataset may no longer be a problem due to the continuous advance-

ments of medical data. Moreover, new progress and understanding of deep learning concepts may

result in choosing a suitable deep learning architecture and its corresponding hyperparameters for a

particular application more appropriately. Shortly, we may expect more remarkable achievements

through deep learning on MRI analysis.

8 Future directions
Despite the many improvements in artificial intelligence/machine learning, there are still many inad-

equacies. Mostly these issues are identified with the current methods, which are not adjusted to the

larger, more varied, and increasingly complex datasets, which may affect the accuracy of tumor seg-

mentation. Further research should investigate and propose new architectures, layers, or even activa-

tions to develop a next-generation segmentation for tumor detection.
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Çiçek, €O., Abdulkadir, A., Lienkamp, S.S., Brox, T., Ronneberger, O., 2016. 3D U-Net: learning dense volumetric

segmentation from sparse annotation. In: International Conference on Medical Image Computing and

Computer-Assisted Intervention, pp. 424–432.
Coupe, P., Yger, P., Prima, S., Hellier, P., Kervrann, C., Barillot, C., 2008. An optimized blockwise nonlocal means

denoising filter for 3-D magnetic resonance images. IEEE Trans. Med. Imaging 27 (4), 425–441.
Dolz, J., 2019. HyperDense-Net: A Hyper-Densely Connected CNN for Multi-Modal Image Segmentation. arXiv.

1804.02967v2.

Dolz, J., Desrosiers, C., Ayed, I.B., 2018. 3D fully convolutional networks for subcortical segmentation in MRI: a

large-scale study. Neuroimage 170, 456–470. https://doi.org/10.1016/j.neuroimage.2017.04.039.

Dong, H., 2017. Automatic brain tumor detection and segmentation using u-net based fully convolutional net-

works. In: Annual Conference On Medical Image Understanding and Analysis.

Dong, H., Yang, G., Liu, F., Mo, Y., Guo, Y., 2017. Automatic brain tumor detection and segmentation using

U-Net based fully convolutional networks. In: Annual Conference onMedical Image Understanding and Anal-

ysis, pp. 506–517.
Gondara, L., 2016. Medical image denoising using convolutional denoising autoencoders. In: 2016 IEEE 16th In-

ternational Conference on Data Mining Workshops (ICDMW).

Gu, Z., 2019. CE-Net: Context Encoder Network for 2D Medical Image Segmentation. arXiv. 1903.02740v1.

Hall, L.O., Bensaid, A.M., Clarke, L.P., Velthuizen, R.P., Silbiger, M.S., Bezdek, J.C., 1992. A comparison of

neural network and fuzzy clustering techniques in segmenting magnetic resonance images of the brain. IEEE

Trans. Neural Netw. 3 (5), 672–682.
Havaei, M., 2017. Brain tumor segmentation with deep neural networks. Med. Image Anal. 35, 18–31.
Havaei, M., et al., 2016. Brain tumor segmentation with deep neural networks. Med. Image Anal. 35, 18–31.
He, K., 2016. Deep residual learning for image recognition. In: Proceedings of the IEEE Conference on Computer

Vision and Pattern Recognition.

Hesamian, M.H., et al., 2019. Deep learning techniques for medical image segmentation: achievements and chal-

lenges. J. Digit. Imaging. https://doi.org/10.1007/s10278-019-00227-x.

Hochreiter, S., Schmidhuber, J., 1997. Long short-term memory. Neural Comput. 9 (8), 1735–1780.
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1 Precision medicine
Sir William Osler described, “Variability is the law of life, and as no two faces are the same, so no two

bodies are alike, and no two individuals react alike and behave alike under the abnormal conditions

which we know as a disease” (Osler, 1903). This impeccably summarizes the challenge of understand-

ing the overlaying mechanism for disease, its regulation, and treatment in medicine or associated sci-

ences. Diseases like cancer involve complex underlying causes among the biological processes ranging

from the molecular to the cellular level. These genetic variations may not always be one-to-one with

the patient phenotype. Different genetic aberrations may result in similar or different phenotype,

making it difficult to recognize the specific cause of the disease (Kim et al., 2016; Mardinoglu

and Nielsen, 2012). Therefore, often a treatment used against a particular disease may not work on

all the patients (Fig. 1).

In 1999, Francis Collins, one of the pioneers of the Human Genome Project, gave the foundation

document for precision medicine (Collins, 1999). The following year, he briefed in a news conference,

how the completion of the Human Genome Project is going to accelerate precision medicine leading to

the complete transformation of therapeutic medicine (Wade, 2010). This gave the base concept for

Machine Learning, Big Data, and IoT for Medical Informatics. https://doi.org/10.1016/B978-0-12-821777-1.00013-6
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improvising patient care, by planning the treatment based on the maximum information gained for

a patient along with the existing knowledge base of the disease. In the last 20 years or so, the study

of genomes and other omics disciplines (proteomics, metabolomics, transcriptomics, etc.) has rapidly

advanced the scenario and is being routinely adapted along with the clinical examinations for

decision-making.

Precision Medicine can be best described as “an emerging approach for disease treatment

and prevention that takes into account individual variability in genes, environment, and lifestyle for

each person” (Ashley, 2015; Collins and Varmus, 2015; Hodson, 2016). Besides the patient-doctor re-

lationship being the core, the new biomedical information might add substantial information beyond

the observable signs and symptoms (K€onig et al., 2017). Thus, Precision Medicine implies the novelty

of harnessing this wide array of patient’s data, including clinical, poly-omics (genomic, transcriptomic,

proteomic, metabolomic, epigenomic, etc.), and lifestyle information (Pinho, 2017) (Fig. 2). This gives

the opportunity of identifying sub-populations who vary in their prognosis and treatment response, by

understanding their difference in biology for that particular disease (Uddin et al., 2019).

The major contribution for this has been the rapid advancement of genomic and computational tech-

nologies, and with the costs of genetic tests plunging, the new targeted therapies are making it increas-

ingly possible to prevent or treat illnesses based on an individual patient’s characteristics (Love-Koh

et al., 2018; Weil, 2018). It provides the opportunity to the clinicians, bioinformaticians, biomedicine,

and associated researchers to develop new approaches for detection and diagnosis, prognosis, and other

applications by analyzing a wide range of biomedical data—including molecular, genomic, cellular,

clinical, behavioral, physiological, and environmental features. For example, in “precision oncology,”

i.e., precision medicine for cancer, a few of the obstacles currently been addressed are: the unexplained

drug resistance observed in certain patient cohorts, genomic heterogeneity of tumor, risk assessment

FIG. 1

Majority of the current treatment protocols follow one-treatment-for-all, i.e., the treatment is available for a

standard patient based on the knowledge base of the particular disease. In this scenario, a few get the benefit,

whereas there are sub-groups in the population who are not relieved or may have adverse side-effects.
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and means for monitoring responses, tumor recurrence, and drug combinations to be used for treatment

(Collins and Varmus, 2015).

Machine learning combines the strengths of computer science, mathematics, and statistics, provid-

ing the computational capabilities to learn from the data, and thus has the competency to provide a

platform aiding precision medicine for learning from massive sets of clinical, poly-omics, and other

datasets. Thus, in this chapter, we review and discuss the basic applications of machine learning on

the heterogeneous datasets comprising poly-omics and clinical data, focusing on methods in use

and its opportunities in precision medicine. In the following sections, firstly we discuss machine learn-

ing in brief; thereafter, the use of machine learning in precision medicine and along with discussing

example applications showing its potential use in the detection and diagnosis, prognosis, therapy

response, and in the discovery of new biomarkers and drug candidates; we conclude looking into

the opportunities for addressing a few other challenges that can be addressed using precision medicine.

2 Machine learning
As modern computing evolved in the early part of the 20th century, the inception of “thinking ma-

chines” was aroused by the advent and evolution of the “electronic or digital computer” (Turing,

1950). The aim was to apply this computational capacity toward elucidating patterns and inferences

from the dataset which is difficult to achieve by conventional statistical methods. In 1959, Arthur Sam-

uel coined the term “Machine Learning,” explaining how from a given set of minimum parameters a

FIG. 2

Precision medicine aims to harness patient’s clinical data along with the poly-omics, environment, and lifestyle

data, to develop treatment strategies for the sub-cohorts, which benefits or has no adverse side-effects. The aim is

to deliver the right treatment to a patient by identifying the differences in underlying biology.
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computer can be programmed, so that it will learn to play a better game of checkers in comparison to

the humans (Samuel, 1959). Thereafter, since the 1960s, machine learning has been at the forefront,

enabling learning from data. Furthermore, in the 1990s, TomMitchell explained, the focus for machine

learning to be, “developing a computer program, which is said to learn from experience E with respect
to some class of tasks T and performance measure P, if its performance at tasks in T, as measured by P,
improves with experience E” (Mitchell, 1997). A simple example of this would be a computer program

that could predict what kind of television program a person likes, based on the parameters like

age, gender, occupation, and geographical location. Or based on customer’s bank transaction history,

a program could identify and/or predict fraudulent transactions. In both these scenarios, the computer

program is considered to learn from the available data and its prediction performance improves as more

data are made available to it.

Machine learning aims to provide learning algorithms (computer programs), which can be applied

for analysis on the input data, for predicting the corresponding output values, identify patterns

and trends within an acceptable performance range, and improvise based on experience (Fig. 3).

Depending on how the algorithm makes this learning, machine learning can be broadly catego-

rized into supervised, unsupervised, and semisupervised learning (Ayodele, 2010; Brownlee, 2016;

Maetschke et al., 2014). Supervised learning can be defined as learning a function, which given a

sample of labeled data (i.e., data with known outputs), approximates a function that maps inputs

to outputs (example—classification or regression-based learning) (Caruana et al., 2008; Caruana

and Niculescu-Mizil, 2006). Unsupervised learning can be defined as learning a function in data that

does not have any labeled outputs; therefore, it goals to infer the natural structure present within a set

of data points [example—clustering learning] (Celebi and Aydin, 2016; Ghahramani, 2004).

Whereas, in semisupervised learning, the learning can be defined as labeling the unlabeled data points

using knowledge learned from a few labeled data points [example—reinforcement learning]

(Sinha, 2014; Xu et al., 2012).

3 Machine learning in precision medicine
Technological advancements aiding the development of new omics-based diagnostics and therapeutics

have the potential of creating the unprecedented ability for detection, prevention, treatment planning,

and monitoring of diseases. Cancer is one such heterogeneous disease having complex biological

relationships, involving key molecules across the omics space, some of which are uncharacterized

while some have unknown context-specific functions. In almost all cancer types, the available treat-

ments are beneficial only for a patient sub-population, whereas for others, it may have adverse effects,

or no improvements are observed. Considering the genetic variations at the granularity of an individual

can thereof help in a better understanding of the disease and lead in the facilitation of better patient

management. Thus, the need for this hour is the technological interventions that can guide for individ-

ualized prevention diagnostics and therapeutics leading to improved outcomes for all.

In the last 15–20 years, with the completion of the Human Genome Project and advancement in

omics-based technologies, the data have been ever-increasing. Like, the cancer genome atlas program,

a joint initiative by National Cancer Institute, USA and the National Human Genome Research Insti-

tute, USA, which commenced in 2006, and over a period has generated �2.5 PB (PetaBytes) of geno-

mic, epigenomic, transcriptomic, proteomic, and clinical data for different cancer types. For clinical
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FIG. 3

Developing a machine learning model involves varied steps: data preparation (data cleaning, selection of features), build models using different

learning techniques, validate and select a model by analyzing its performance on test dataset.



advancements and research objectives, the data in this program have been made publicly available via

the genomics data portal [https://portal.gdc.cancer.gov/] that handles genomic, epigenomic, transcrip-

tomic, and clinical data (Akbani et al., 2014; Liu et al., 2018; Weinstein et al., 2013); and the cancer

proteome atlas portal [https://www.tcpaportal.org/], which manages the protein expression datasets

(Li et al., 2013). This poly-omics data is complex in nature, and along with clinical data provides

an opportunity for exploring new insights via data-driven approaches (Filipp, 2019). Learning from

this data can have multifold applications in diagnostics, prognostics, and as well as the discovery of

new biomarkers or drug candidates. Spurred by the advancement in computer technologies, machine

learning for precision medicine has therefore been a growing area of interest (Handelman et al., 2018;

Holzinger, 2014). Supporting these objectives are initiatives like Project Data Sphere [https://data.

projectdatasphere.org/projectdatasphere/html/home], which is promoting the development of new can-

cer therapies by providing an open access data sharing platform for sharing and analysis of patient-level

data, giving access to more than 150 datasets (Green et al., 2015; Hede, 2013). It also offers an oppor-

tunity to collaborate in research programs using machine learning and big data analytics for oncology

(Fig. 4).

Machine learning can be used for analyzing the omics (genome, epigenome, transcriptome, prote-

ome, metabolome, and microbiome) data together with the clinical data and prior knowledge, inferring

relationships or finding patterns or deciphering causal associations, giving insight into pleiotropy, com-

plex interactions, and context-specific behavior. The multidimensional poly-omics datasets along with

the clinical and other relevant data can be trained usingmachine learning algorithms to find the relevant

genotypic structures which could be subsequently mapped to the observed phenotype. This model may

then be used for diagnostic (predict risk, stage of disease), prognostic (chances of the patient treated

successfully), and other outcomes for individual patients based on their characteristics (Fig. 5).

In comparison to the current process of treatment based on the symptoms-based classification

(Fig. 1), this would provide clinicians the opportunity to tailor-made interventions for patients (Fig. 2).

Globally, various research groups and companies like Google and IBM are already exploring the

opportunities of machine learning-centered advances for precision medicine. And, of late, there have

been ground-breaking studies describing these approaches illustrating exemplary outcomes, for exam-

ple, the prognosis of lung cancer patients based on 9879 histopathological and image-based features,

distinguishing short-term from long-term survivors (Yu et al., 2016). In further sub-sections, we em-

bellish applications discussing machine learning in precision medicine for the detection and diagnosis,

prognosis, and the discovery of new biomarkers and drug candidates.

3.1 Detection and diagnosis of a disease
In precision medicine, data heterogeneity forms a major challenge in the development of early diag-

nostic applications. This can be addressed with the aid of machine learning, as it assists in extracting

relevant knowledge from clinical and omics-based datasets, like disease-specific clinical-molecular

signatures or population-specific group patterns. One such explicatory example is the recent develop-

ment of a classifier for predicting skin lesions (skin cancer) using a single CNN (convolutional neural

network), with its competency comparable to a dermatologist (Esteva et al., 2017). Detection

and diagnosis of any disease shapes the ground for clinicians to plan and provide a targeted treatment

ensuring minimal/no side-effects, along with consideration of the patient’s past clinical history

and medications. In the past five years, numerous machine learning-based efforts have been made

for a better understanding of diseases facilitating predictive diagnosis in cancer, cardiac arrhythmia,
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FIG. 4

Studying and analyzing the poly-omics data along with the clinical data and existing knowledge will help in better understanding of how a disease

regulates in each patient. This would help in improvising the existing patient care and management facilities.



gastroenterology, ophthalmology, and other diseases. The genotype–phenotype associative analysis

from this would help in translating the clinical management by early diagnosis and patient stratifica-

tion, and thus, in the decision-making for selection among the available drug treatments, treatment

alterations, and additionally in prognosis, providing personalized care to each patient.

In the past two decades, omics-based technologies have remarkably advanced, which is making a

tremendous impact on a better understanding of complex diseases, like cancer. And with the growing

data complexity, machine learning is helping to get insights, which help in the development of com-

putational tools for early diagnosis for different cancer types. As in diseases like cancer, an early di-

agnosis ensures higher chances of survival for a patient. Leukemia, an hematological malignancy, has a

high occurrence and prevalence rate, with its early diagnosis being a key challenge. To address this,

diagnostic applications have been developed, which are based on CNN, SVM (support vector ma-

chines), hybrid hierarchical classifiers, and other pattern-based approaches (Salah et al., 2019). Similar

studies have explored different supervised machine learning approaches being used for breast cancer

diagnosis, primarily based on histopathological images and mammograms (Gardezi et al., 2019; Yassin

et al., 2018). Also, there have been population-specific diagnostic predictors developed, considering

the genetic and physiological differences amidst the human ethnicities. Like, models based on

SVM, Least Squares Support Vector Machine (LS-SVM), Artificial Neural Network (ANN),

and Random Forest (RF) to detect prostate cancer in Chinese populations using the prebiopsy data

(Wang et al., 2018).

3.2 Prognosis of a disease
Disease prognosis can only be performed after a medical diagnosis had been made. And it primarily

focuses on the prediction of susceptibility, i.e., risk assessment, recurrence, and survival of a patient

against a particular disease. In terms of machine learning, susceptibility can be defined as the challenge

Machine Learning

FIG. 5

Novel insights from the application of machine learning on poly-omics and clinical datasets may help bridging the

genotype–phenotype relationships, like identification of novel biomarkers which can be used for either diagnostic,

prognostic, or predictive purposes against a disease.
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for predicting the likelihood of developing a disease prior to its occurrence; while, recurrence is pre-

dicting the likelihood of regenerating the disease later to a treatment; and, survival is trying to predict

an outcome postdiagnosis in terms of life expectancy, survivability, and disease progression. To ad-

dress these challenges, prognostic prediction(s) need to consider factors besides the clinical diagnosis.

For example, in cancer, a prognosis usually involves varied subsets of biomarkers along with the clin-

ical factors, including the age and the general health of the patient, the location and type of cancer, as

well as the grade and size of the tumor. Combining the genetic factors like somatic mutations in car-

cinoma genes, expression of specific tumor proteins, the environment of tumor cells with the clinical

data, increases the robustness of cancer prognoses predictions (Cochran, 1997; Edge and Compton,

2010; Fielding et al., 1992; Gress et al., 2017). In 2016, the American Joint Committee on Cancer

(AJCC) identified the need for personalized probabilistic predictions and therefore described the nec-

essary characteristics and thus setting guidelines that shall help in developing prognostic applications

(Kattan et al., 2016).

The majority of machine learning built prognostic applications use supervised learning, which is

based on conditional probabilities. Cruz and Wishart have well investigated the different machine

learning methods used in cancer prognosis (Cruz and Wishart, 2006). In general, artificial neural net-

works (Rumelhart et al., 1986), decision trees (Quinlan, 1986), genetic algorithms (Sastry et al., 2005),

linear discriminant analysis (Duda et al., 2001), and nearest neighbor algorithms (Barber and Barber,

2012) have been the most frequently used algorithms for the aforesaid purpose. However, pertaining to

a particular cancer type, the diagnostic accuracy of such models is important for its adoption under

clinical settings. Like, a meta-analysis study performed to determine the diagnostic accuracy of ma-

chine learning algorithms for breast cancer risk prognosis showed an SVM-based model to be the best

performing one (Nindrea et al., 2018).

In recent years, deep learning has demonstrated to be an effective method for illuminating novel

findings from heterogeneous datasets. DeepSurv, a deep learning-based framework along with the

state-of-the-art Cox survival method, designed for modeling interactions between a patient’s covariates

and treatment effectiveness, is been used for treatment recommendations (Katzman et al., 2018). Using

a similar combination of an algorithm, GDP (Group lass regularized Deep learning for cancer Prog-

nosis) was developed, which uses clinical and poly-omics data for survival prediction (Xie et al.,

2019). One of the recent studies demonstrated the significance of genetic factors in prognosis

(Ming et al., 2019). It showed a remarkable difference in the predictive accuracy for risk prognosis

in breast cancer among geographically distinguishing populations. For the US-based population, a

combination of adaptive boosting with random forest gave the best performance, in comparison

to the Swiss-based population, for whom it was adaptive boosting with Markov chain Monte Carlo

generalized linear mixed model.

3.3 Discovery of biomarkers and drug candidates
Definition of biomarker has evolved with time, and it may be best defined as “characteristic that is

objectively measured and evaluated as an indicator of normal biological processes, pathogenic pro-

cesses, or pharmacological responses to a therapeutic intervention” (Atkinson et al., 2001). Pertaining

to healthcare, the development and use of biomarkers have primarily wedged varied aspects to diseases

and corresponding patients. Therefore, the role of biomarkers in the development of precision medicine

provides a strategic opportunity for technological developments to improve healthcare (Slikker, 2018).
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Machine learning in these multidimensional data settings can accelerate the early stages of the bio-

marker discovery process, inform the development of biomarker-driven therapeutic strategies,

and give insights to enable better planning of patient treatment pathways. Translating candidate

biomarkers into clinical applications is laborious with a high attrition rate and is very costly. A study

by the pharmaceutical and diagnostic industry experts suggests an average of $100 M is being spent on

developing and commercialization of new biomarker-based technology, with 55% of the amount being

used in the initial phases associated with candidate identification, development, and validation (Graaf

et al., 2018). Therefore, selecting the right candidate biomarker is of utmost importance, that has the

best chance of successful adoption in the clinical setting.

In the last 5–10 years, many of the cancer clinical studies have tried exploring biomarkers discovery

with the intra- and inter-tumor heterogeneity, as well as clonal and sub-clonal evolution in response

to different treatments via tumor samples, to devise novel individualized and adaptive management

strategies (Collins et al., 2017). Like, in lung cancer, attempts for identification of biomarkers by

integrating different types of molecules into a biomarker panel along with the patient clinical data,

to differentiate lung nodules into noncancer/cancer with poor survival probability and cancer with

higher survival probability subtypes (Vargas and Harris, 2016). Besides, there also have been studies

investigating tissue-specific biomarkers of human muscles with an age prediction task using Elastic-

Net, Support Vector Machines, k-Nearest Neighbors, Random Forests, and feed-forward neural

networks (Mamoshina et al., 2018).

This process may also support drug discovery, as it could help to identify endotypes, i.e., patients

having the same underlying cause for a disease. The process benefits by leveraging the available vast-

collection of patient-level data, gaining the knowledge from advanced poly-omics analysis and thus,

reducing the need for wet-lab experiments. The key feature is capturing the patient heterogeneity along

with the underlying biology leading to patient stratification. This provides an opportunity for early

identification of responder patients, helping in the designing of effective clinical trials. Overall, this

would help to reduce the patient attrition rate, especially in the stages of phase 2 and 3 trials. Companies

like Deep Genomics (a Canada based start-up) has already begun developing platforms using machine

learning to lessen the amount of costly trial and error in drug discovery (Home jDeep Genomics, n.d.).

4 Future opportunities
Application of machine learning in precision medicine presents the distinctive challenges of having

clinical interpretability of a model for its adoption under clinical settings. Computationally, this pro-

vides a unique research challenge of forming a balance in-between the performance and interpretability

of the model as well as the results. For example, a deep learning model may effectively be able to iden-

tify a diseased from a healthy person, but clinically it will be imperative to know, based on what

features or parameters, these predictions are been made and why.

Also, based on what is known about precision medicine, it is clear that for tailoring patient care,

the domain needs to explore varied data dimensionalities. This depends on multiple factors including

clinical (patient history, observed features, diagnostic measures, etc.), genetic (genome, proteome,

metabolome, etc.), and, less clear nevertheless to be studied in-depth, wellness (behavior, emotional

problems, stress, social support, etc.) along with the lifestyle and environmental factors (smoking,

alcohol, drugs, malnutrition, etc.). These additional factors may assist in understanding, why some
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people even with a disease genotype do not develop a disease or why a sub-group shows a healthier

prognosis. The role of a few factors like smoking (active and passive) are well-established with trig-

gering, expression, and progression of cancer, cardiovascular, or other diseases. Nevertheless can emo-

tions like “happiness or hope” be also playing a role, which can be associated with the genetic or

clinical expression of a disease? Only time and further research in this domain may probably answer

such questions but for sure it gives an opportunity for an integrative approach to explore and analyze

these data dimensionalities (Fig. 6).

5 Conclusions
By the advancements made in computational power, theoretical understanding, and an ever-increasing

amount of data, the last decade has witnessed widespread applications of machine learning in every

major field of human society, including medicine and healthcare. In the 21st century, heterogeneous

and complex diseases like cancer, cardiovascular, and rare genetic disorders are some major

and pressing medical problems. The holistic approach offered by precision medicine will likely be-

come increasingly important in order to provide effective treatment and management strategies for

FIG. 6

Precision medicine targets to bring together different data types of an individual with the aim of providing better

patient care facilities. The treatment can be thus planned based on a patient’s detailed history which includes the

clinical, genetic, as well as the information coming from his/her lifestyle, wellbeing, and environmental factors an

individual is exposed to (pre- and postnatal).
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such diseases. Machine learning is currently a vital tool in precision medicine and is almost certain to

remain so in the future. It can effectively handle the massive poly-omics datasets and aid to solve a

number of analytical problems within precision medicine and in numerous ways better than historically

conventional statistical methods. As discussed in this chapter, the state-of-the-art algorithms and

analytical techniques offered bymachine learning have shown a wide range of applications in precision

medicine. Machine learning thus presently offers a diverse and effective tool set for precision medicine

research; a tool set that will grow and improve in the future.
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